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Welcome

Here you will find the white paper, guides on how to use the app, and all the developer materials needed to
start building on top of Euler.

Don't be shy, if there is anything missing or unclear, please drop in to the community Discord server where
you can have all of your questions answered.


https://discord.gg/CdG97VSYGk

Getting Started



Introduction

A brief introduction to Euler

Euler is a non-custodial permissionless lending protocol on Ethereum that helps users to earn interest on
their crypto assets or hedge against volatile markets without the need for a trusted third-party.

Euler protocol features a number of innovations not seen before in DeFi, including permissionless lending
markets, reactive interest rates, protected collateral, MEV-resistant liquidations, multi-collateral stability
pools, and much more. For more information, read the White Paper.



White Paper

Find out how Euler works and how it differs from other popular lending protocols

Abstract

Here, we present Euler: a permissionless lending protocol custom-built to help users lend and borrow digital
assets. The purpose of this white paper is to describe how Euler works at a high level and highlight new
features and innovations that help to set it apart from other popular lending protocols, like Compound and
Aave.

Introduction

Euler comprises a set of smart contracts deployed on the Ethereum blockchain that can be openly accessed
by anyone with an internet connection. Euler is managed by holders of a protocol native governance token
called Euler Governance Token (EUL). Euler is entirely non-custodial; users are responsible for managing
their own funds.

A convenient and user-friendly front-end to for the Euler smart contracts is hosted at https://app.euler.finance.
However, users are free to access the protocol in whatever format they wish; a popular alternative can be
found at https://instadapp.io/.

Permissionless Listing

Euler lets its users determine which assets are listed. To enable this functionality, Euler uses Uniswap v3 as
a core dependency (4). Any asset that has a WETH pair on Uniswap v3 can be added as a lending market
on Euler (5).

Asset Tiers

Permissionless listing is much riskier on decentralised lending protocols than on other DeFi protocols, like
decentralised exchanges, because of the potential for risk to spill over from one pool to another in quick
succession. For example, if a collateral asset suddenly decreases in price, and subsequent liquidations fail
to repay borrowers' debts sufficiently, then the pools of multiple different types of assets can be left with bad
debts.

To counter these challenges, Euler uses risk-based asset tiers to protect the protocol and its users:

Isolation-tier assets are available for ordinary lending and borrowing, but they cannot be used as collateral
to borrow other assets, and they can only be borrowed in isolation. What this means is that they cannot be
borrowed alongside other assets using the same pool of collateral. For example, if a user has USDC and
DAl as collateral, and they want to borrow isolation-tier asset ABC, then they can only borrow ABC. If they
later want to borrow another token, XYZ, then they can only do so using a separate account on Euler.

Cross-tier assets are available for ordinary lending and borrowing, and cannot be used as collateral to
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borrow other assets, but they can be borrowed alongside other assets. For example, if a user has USDC
and DAl as collateral, and they want to borrow cross-tier assets ABC and XYZ, then they can do so from a
single account on Euler.

Collateral-tier assets are available for ordinary lending and borrowing, cross-borrowing, and they can be
used as collateral. For example, a user can deposit collateral assets DAl and USDC, and use them to
borrow collateral assets UNI and LINK, all from a single account.

EUL holders can vote to liberate assets from the isolation-tier and promote them to the cross-tier or
collateral-tier through governance mechanisms. Promoting assets up the tiers increases capital efficiency on
Euler because it allows lenders and borrowers to use capital more freely, but it may also expose protocol
users to increased risk. Itis therefore in EUL holders' interests to balance these concerns.

Lending and Borrowing

When lenders deposit into a liquidity pool on Euler, they receive interest-bearing ERC20 eTokens in return,
which can be redeemed for their share of the underlying assets in the pool at any time, as long as there are
unborrowed tokens in the pool (similar to Compound's cTokens). Borrowers take liquidity out of a pool and
return it with interest. Thus, the total assets in the pool grows through time. In this way, lenders earn interest
on the assets they supply, because their eTokens can be redeemed for an increasing amount of the
underlying asset over time.

Tokenised Debts

Similarly to Aave's debt tokens, Euler also tokenises debts on the protocol with ERC20-compliant interfaces
known as dTokens. The dToken interface allows the construction of positions without needing to interact
with underlying assets, and can be used to create derivative products that include debt obligations.

Rather than providing non-standard methods to transfer debts, Euler uses the regular transfer/approve
ERC20 methods. However, the permissioning logic is reversed: rather than being able to send tokens to
anyone, but requiring approval to take them, dTokens can be taken by anyone, but require approval to
accept them. This also prevents users from "burning” their dTokens. For example, the zero address has no
way of approving an in-bound transfer of dTokens.

Borrowers pay interest on their loans in terms of the underlying asset. The interest accrued depends on an
algorithmically determined interest rate for each asset. A portion of the interest accrued is held in reserves to
cover the accumulation of bad debts on the protocol.

Protected Collateral

On Compound and Aave, collateral deposited to the protocol is always made available for lending.
Optionally, Euler allows collateral to be deposited, but not made available for lending. Such collateral is
‘protected'. It earns a user no interest, but is free from the risks of borrowers defaulting, can always be
withdrawn instantly, and helps protect against borrowers using tokens to influence governance decisions
(see Maker governance issue (6)) or take short positions.

Defer Liquidity

Normally, an account's liquidity is checked immediately after performing an operation that could fail due to
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insufficient collateral. For example, taking out a borrow, withdrawing collateral, or exiting a market could
cause a transaction to be reverted due to a collateral violation.

However, Euler has a feature that allows users to defer their liquidity checks. Many operations can be
performed, and the liquidity is checked only once at the very end. For example, without deferring liquidity
checks, a user must first deposit collateral before issuing a borrow. However, if done in the same transaction,
deferring the liquidity check will allow the user to do this in any order.

Feeless Flash Loans

Unlike Aave, Euler doesn't have a native concept of flash loans. Instead, users can defer their liquidity
check, make an uncollateralised borrow, perform whatever operation they like, and then repay the borrow.
This can be used to rebalance positions, build-up complex positions, take advantage of external arbitrage
opportunities, and more.

Because Euler only charges fees according to the time value of money, and from the blockchain's
perspective flash loans are held for a duration of 0 seconds, they are entirely free on Euler (ignoring gas
costs). We believe that flash loan fees are ultimately in a race to the bottom that will be accelerated by
advances like flash minting. The ecosystem benefits gained from simple and free flash loans outweigh the
relatively modest benefit from flash loan fees.

Risk-adjusted Borrowing Capacity

Like other lending protocols, Euler requires users to ensure that the value of their collateral remains higher
than the value of their liabilities (except during the intermediate period when liquidity checks have been
deferred). Over-collateralisation is encouraged by limiting how much borrowers can take out as a loan in the
first place.

Compound achieves this in a one-sided way by using collateral factors to adjust down the value of a
borrower's collateral assets when deciding how much they can borrow. This gives rise to a 'risk-adjusted
collateral value' that helps to create a buffer that can be drawn upon by liquidators in the event that the value
of a borrower's assets and liabilities changes over time. One of the problems with this approach is that it only
adjusts for the risks associated with a borrower's collateral assets decreasing in value. There may be an
asymmetric risk, however, of the borrower's liabilities increasing in value. This risk is not factored into the
collateral factors.

On Euler, we therefore use a two-sided approach where we also adjust up the market value of a borrower's
liabilities to arrive at a 'risk-adjusted liability value'. This approach improves capital efficiency on the protocol
because it allows Euler to factor in the asset-specific risks of both downside and upside price movements.
These risks are encapsulated in asset-specific collateral factors (as on Compound) and borrow factors (new
to Euler). Ultimately, this approach means that the liquidation threshold of every borrower is tailored to the
specific risk profiles associated with the assets they are borrowing and using as collateral.

To give an example, suppose a user has $1,000 worth of USDC, and wants to borrow UNI. How much can



they borrow? If USDC has a collateral factor of 0.9, and UNI has a borrow factor of 0.7, then a user can
borrow up to $1,000 * 0.9 * 0.7 = $630 worth of UNI. At this level of borrowing, the risk-adjusted value of their
collateral is $1,000 * 0.9 = $900, and the risk-adjusted value of their liabilities is $630 / 0.7 = $900. If UNI
increases in price, then the risk-adjusted value of their liabilities will also increase to >$900, and then they
will be eligible for liquidation. The buffer allowing for liquidation is $1,000 - $630 = $370.

Decentralised Price Oracles

To be able to calculate whether a loan is over-collateralised or not, Euler needs to monitor the value of
users' assets. On Compound, Maker, and Aave, various systems are used to get prices from off-chain
sources and put them on-chain so that they can be accessed by the relevant smart contracts.

This approach is unsuitable for Euler's purposes because it requires centralised intervention whenever a
new lending market needs to be created. Euler therefore relies on Uniswap v3's decentralised time-
weighted average price (TWAP) oracles to assess the solvency of users (4). The reference asset used to
normalise prices on Euler is Wrapped Ether (WETH), which is the most common base pair on Uniswap (5).

TWAP

Uniswap TWAP is calculated using the geometric mean price of an asset over some interval of time. TWAP

in general is both a smoothed and lagging indicator of the trade price: a TWAP over a shortinterval is a less
smooth function, but more up-to-date, whilst a TWAP over a long interval is a smoother function, but less up-
to-date. TWAP is ideal for Euler's purposes for several reasons.

First, TWAP is resistant to price manipulation attacks. It cannot be manipulated within a transaction or block
(for example, with flash loans or flash bots) because it is calculated using historic data. It is also expensive
to manipulate using large market orders because the manipulated price must be maintained for some period
of time relative to the TWAP time interval. During this time, other users can take advantage of the
manipulated price with arbitrage, which will cause it to revert back to the broader market price. Arbitrage is
especially practical on the blockchain because arbitrageurs have access to large amounts of capital
(including from flash loans) and the atomic nature of transactions means that arbitrage transactions have a
low execution risk. For these reasons, manipulating the price on a single decentralised exchange usually
requires more widespread manipulation of all on-chain exchanges simultaneously, although even this can't
prevent the (less practical but still possible) arbitrage between on and off-chain exchanges.

Second, the smooth nature of TWAP helps to remove the impact of price shocks on borrowers. In the event
of a large trade, the current price on Uniswap can be moved significantly. Usually, arbitrage bots will quickly
converge this to the broader market value, so the maximum deviation of the TWAP will only be a fraction of
the temporary price movement. This prevents some unnecessary liquidations and loans that may quickly
become undercollateralised.

Third, instead of instantly jumping between two price levels, TWAPs change continuously, second-by-
second. This property is used by Euler's liquidation process to implement Dutch auctions that reduce the
value captured by miners and front-running bots.

Time Interval

One of the challenges in using TWAP is determining the right interval over which it should be calculated for



a given asset. The trade-offs involved with shorter (longer) intervals may sometimes need to be taken into
consideration and altered for specific assets. Euler therefore allows the default time interval to be updated
by governance if EUL holders deem it necessary.

Liquidations

A borrower is considered to be in violation on Euler when the value of their risk-adjusted liabilities exceeds
the value of their risk-adjusted collateral. A borrower that has just become in violation still has enough
collateral to repay their loan, but is adjudged to be at risk of defaulting on their loan. Consequently, they may
be liquidated in order to limit the potential for them to default.

MEV-resistance

On Compound and Aave, liquidations are incentivised by offering up a borrower's collateral to liquidators at
a fixed percentage discount, which typically ranges between 5-10%. One of the issues with this strategy is
that would-be liquidators often have no choice but to engage in priority gas auctions (PGA) for profitable
liguidations, which exposes the liquidation bonus as so-called miner extractable value (MEV) (7). Another
issue with this approach is that a fixed discount can be punitive for large liquidations, and therefore
discourage large borrowers, whilst being insufficient to cover costs and incentivise smaller liquidations.

To remedy these issues, Euler uses a different approach. Rather than a fixed discount percentage, we allow
the discount to rise as a function of how under-water a position is. This turns a one-shot opportunity, where
liquidators have no option but to engage in a PGA, into a type of Dutch auction. As the discount slowly
increases, each would-be liquidator must decide whether or not to bid for a liquidation at the current
discount on offer. Liquidator A might be profitable at 4%, but liquidator B might run a more efficient operation
and be able to jump in sooner at 3.5%. The Dutch auction is aided by the TWAP oracles used on Euler
because a shock to the price does not bring with it a singular point at which every liquidator becomes
profitable all at once. Instead, the price moves more smoothly over time leading to a continuum of
opportunities to liquidate, which further helps to limit PGAs. Overall, this process should help to drive the
discount price towards the marginal operating cost of liquidating a borrower.

However, by itself, this process does not prevent MEV because miners and front-runners can still steal a
liguidator's transaction. To limit this form of MEV, we allow liquidity providers on Euler to make themselves
eligible for a "discount booster", which allows them to become profitable in the Dutch auction before miners
and front-runners (who do not have the booster).

Soft Liquidations

The fraction of a borrower's debt that can be paid off by liquidators in one go is referred to by Compound as
the ‘close factor.' On both Compound and Aave, the close factor is currently fixed at 0.5, meaning liquidators
can pay off up to half a borrower's loan in one go, regardless of how underwater their position is. This
approach has a couple of potential drawbacks.

First, allowing liquidators to liquidate half a loan could be considered excessive if a smaller liquidation
would have been sufficient to bring the borrower back to health. Larger borrowers are likely to be put off by
such a process. Second, a large fixed discount can sometimes drive a borrower closer to insolvency and
disincentivise them from repaying their loans (see (8)).

On Euler, we therefore use a dynamic close factor to try to “soft liquidate' borrowers. Specifically, we allow



liguidators to repay up to the amount needed to bring a violator back out of violation (plus an additional
safety factor). This means that borrowers who are only slightly in violation will often have much less than
half their debts repaid during a liquidation, whilst borrowers who are heavily in violation will often have
much more than half their debts repaid during a liquidation (their whole position might be closed in some
circumstances).

Reserves

In rare circumstances, the value of a borrower's collateral might become less than the value of their
liabilities. In this situation, the borrower is said to be 'insolvent.' Insolvent borrowers will typically be
liquidated repeatedly until they have little to no collateral left. Any leftover liabilities after liquidations have
stopped can be considered 'bad debt' that we can assume will never be repaid. If bad debt accumulates on
the protocol, itincreases the chance that lenders might all rush at once to withdraw their funds (to avoid
becoming the bearer of the bad debt). This phenomenon is known as ‘run on the bank.'

To reduce this risk, Euler follows Compound by allowing a portion of the interest paid by borrowers in each
market to accumulate into a reserve. The idea behind this is to allow the reserves to act as a lender of last
resort in the event of a run on the bank. Providing that reserves accumulate at a faster pace than bad debt,
lenders do not need to worry about being able to withdraw their funds. Euler reserves operate similar to
those on Compound, except that Euler reserves are tracked in eToken units, rather than underlying units,
which means that Euler reserves earn interest automatically whereas Compound reserves do not.

The proportion of interest paid into the reserves is called the ‘reserve factor' and it is a parameter specific to
each lending market. There are trade-offs to consider when setting the reserve factor. A reserve factor of
zero would mean no reserves accrue, which could stifle lending because of the bad debt issue.
Nevertheless, a high reserve factor would mean a large portion of interest is diverted away from lenders,
which could also stifle lending as lenders seek a better rate elsewhere. Thus, EUL holders may wish to use
governance to select a reserve factor that balances these trade-offs for each type of asset.

Liquidation Surcharge

During a liquidation, the liquidator is required to provide a slightly larger amount of the borrowed asset than
is being repaid on behalf of the violator. This extra amount is contributed to the reserves for the borrowed
asset as a fee. The base liquidation discount starts at the level of this fee, so it is ultimately paid by the
violator.

As a result, more volatile assets, which generally trigger more liquidations, will tend to accrue reserves at a
faster pace than less volatile assets, helping to protect lenders of those assets. Additionally, this fee ensures
that 'self-liquidating' is always net-negative, which adds a profitability threshold that some undesirable
manipulation strategies are unlikely to meet.

Interest Rates

Both Compound and Aave use static linear (or piecewise linear) interest rate models to guide the cost of
borrowing on their protocols. Broadly speaking, as demand for borrowing from the pool increases or supply
decreases, interest rates go up, and when supply increases or the demand for borrowing decreases, interest
rates go down.

Static models work well if they are appropriately parameterised ahead of time, but can be problematic when



parametrised incorrectly. For example, if the slope of the static linear function is too shallow, it can lead to
the cost of borrowing being underpriced, with lenders unable to withdraw their assets because a pool has
become over-utilised. On the other hand, if the slope of the static linear function is too steep, it can lead to
the cost of borrowing being too expensive, which can stifle borrowing and lead to low capital efficiency.

Reactive Interest Rates

To avoid the problem of having to choose the right parameters for every lending market, Euler uses control
theory to help autonomously guide the cost of borrowing towards a level that maximises capital efficiency on
the protocol. Specifically, we use a PID controller to amplify (dampen) the rate of change in interest rates
when utilisation is above (below) a target level of utilisation. This gives rise to reactive interest rates that
adapt to market conditions for the underlying asset in real-time without the need for ongoing governance
intervention. A similar approach has also recently been described by the Delphi Labs team (9).

Compound Interest

Compound interest is accrued on Euler on a per-second basis. This differs from other lending protocols,
where interest is typically accrued on a per-block basis. A per-second basis is generally expected to perform
more predictably in the long-run, even if upgrades to Ethereum lead to changes in the average time between
blocks.

Gas Optimisations

Euler’s smart contracts minimise the amount of storage used, implement a module system to reduce the
amount of cross-contract calls, and have had a number of other gas usage optimisations applied. This
makes the protocol cheaper on most operations than other lending protocols.

Transaction Builder

The user interface includes a convenient tool to help users batch up multiple transactions and reduce their
gas costs, which we call a transaction builder. Advanced users can use this feature in conjunction with a
‘defer liquidity checks' option provided on the protocol to rebalance loans or perform flash loans.

Sub-accounts

Asset tiers help to isolate risks on Euler, but they open up a new user-experience problem. Specifically, it
would quickly become cumbersome for borrowers to use Euler if they had to send collateral to a new
Ethereum account for each new isolation-tier loan they wanted to take out.

Euler therefore enables every Ethereum account using the protocol to access up to 256 sub-accounts
(including the primary account), which can be used to cost-effectively manage multiple positions at the same
time. A user only needs to approve Euler's access to a token once, and can then deposit into any sub-
account. Additionally, no approvals are required to transfer assets and liabilities between sub-accounts,
which allows users to isolate and segregate their collateral and debts as desired.

Governance

Euler will broadly follow the governance model pioneered by Compound (10). The protocol will be managed



by holders of a protocol native governance token called Euler Governance Token (EUL). EUL tokens will
represent voting powers of the protocol software. Holders with enough EUL tokens will be able to make a
formal proposal for change on the protocol. Token holders will then be able to vote on the proposal
themselves or delegate their vote shares to a third party. Examples of the kinds of decisions token holders
might vote on include proposals to alter include:

e The tier of an asset

Collateral and borrow factors

Price oracle parameters

Reactive interest rate model parameters

Reserve factors

Governance mechanisms themselves
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Getting Started



Common Errors

Learn about different errors users might encounter from time on the Ul and what they
mean

You have a collateral violation

Collateral violation means you're trying to borrow something without having enough collateral in your
account to do so. Make sure you deposit a collateral asset first, like USDC. You can filter collateral assets on
the markets page.

No match, code: NETWORK_ERROR
Please try refreshing the page and make sure you have a stable internet connection and your web3 wallet is
on the correct RPC network (e.g., Goerli Test Network).

No match, code: UNPREDICTABLE_GAS_LIMIT

Try refreshing the page and trying the transaction again. This error also often occurs for other reasons. So if
you keep having this issue, please check your browser’s console log and please report the error that it
shows.

Unknown error

Please try refreshing the page. If you receive the same error message, please check your browser’s log for
errors and create a support ticket with what you find.

Transfer amount exceeds balance, please check you have enough tokens in your wallet and make
sure they are also not deposited into Euler

You don't have enough tokens in your wallet. If using the test, please make sure you have the correct testnet
tokens from the official Euler testnet faucet.

execution reverted: e/too-many-entered-markets

For a given account, you can enter 10 markets max. You should try the transaction with another account or
sub-account.

RPC error

Some RPC providers on the market (i.e. Flashbots Protect RPC) are not compatibile with Euler simulation
mode. If this error occurs, the user is advised to change the RPC (i.e. by changing the network in Metamask
to default Ethereum network) and refresh the dapp. Having done that, the simulation feature should be
functional again.


https://docs.flashbots.net/flashbots-protect/rpc/quick-start/

If, due to any reason, user wants to use their originally selected RPC to send the transaction, the following
should be done (example described based on Metamask, actions might differ for other wallets):

e change the RPC to default Ethereum network

¢ add all the desired transactions to the batch

e assure that the simulation is passing without any error
e click 'Send txs' button

e when Metamask pops up

e click on 'New address detected! Click here..." at the top. Then click ‘Add a nickname'. Input 'Euler
Exec' as a nickname and click 'Save'

e click on 'HEX', scroll down and click 'Copy raw transaction data'
e click 'Reject’

e disregard the error in the dapp

e open Metamask and click 'Send'

e select previously added 'Euler Exec' address

e |eave the assetsetto ETH

e |eave the amountas O ETH

e paste your clipboard contents into the 'Hex Data’ field

e change the network to desired

e click 'Next' and sign the transaction



How To

Find out how to use the Euler Protocol through the interface at
https://app.euler.finance/

Use the navigation bar on the left side to find guides for all the primary actions and functions on the Euler
dApp.

Most of the functions and actions can be accessed through the Quick Action menu in the top navigation bar
on the platform Ul, while several actions will appear as buttons throughout the site for convenience.

If you come across an error while using the Euler dApp, please see the link below for the list of common
errors. If the error persists or is not in the common errors list, please join the community Discord and open a
ticket in the #support-ticket channel above the News and Announcement channels.

Errors

B Common Errors



Connect a Wallet

Learn how to connect a wallet in Euler

About

Connecting a web3 wallet is the first step to utilise the Euler platform. Euler integrated Blocknative to enable
users to connect with Formatic, MetaMask, Ledger, Trezor, WalletConnect, and Coinbase.

Step-by-step

1. Clickthe Connect button at the top right of the page.
Select your wallet provider in the Blocknative window.

Select your wallet from the list and unlock it.

A W DN

Ensure you have selected the correct wallet, and your network is set to the correct one.

FAQ

What chains/networks does Euler support?
***Ethereum Mainnet and Goerli testnet (replacement for Ropsten).



Deposit

Learn how to deposit assets on Euler and begin earning interest

About

Depositing into Euler allows users to supply assets to borrowers and earn the Supply APY for an asset.
Depositing collateral is also the first step in being able to borrow assets on Euler.

Step-by-step

1. Clickthe Quick Action button in the navigation bar.
2. Fromthe menu, choose Deposit.
3. Select the sub-account you wish to deposit into and the asset you wish to deposit.

e Note: if you have not yet approved Euler to be able to use this asset, you will need to Enable it
first. In some cases you can achieve this with Sign Permit which is a type of gasless approval
(free).

4. If you wish to use the asset as collateral to take out loans, check the Enter market box.

e Note: you can only borrow against ‘Collateral’ tier assets. You will not be able to borrow against
assets listed as 'Cross' or 'Isolated'. Entering the market for these type of assets will make them
available to liquidators during liquidation events, but will not increase your borrowing power.

5. Enter the amount you wish to deposit (or hit Max to send the full available balance in your wallet).

6. Click Deposit . Yourtransaction will move to the Transaction Builder ,whichis akind of
shopping trolley for transactions. From here you have two options:

1. Click Send txs toimmediately submitthe deposit.

2. Add more transactions by revisiting the Quick Action button. You can then submit them all at
once by clicking Send txs . This approach generally saves gas over submitting multiple
individual transactions.

FAQ

I deposited, but the asset does not show up in my account.
***Make sure the deposit transactions did not fail, otherwise please create a support ticket in Discord.


https://discord.gg/CdG97VSYGk

Withdraw

Learn how to withdraw assets from Euler

About

Users can withdraw assets from Euler at any time, directly to their wallet. Prior to withdraw, users should
make sure debts are sufficiently repaid in order to withdraw their intended amount.

Step-by-step

1. Clickon Withdraw inthe Quick Action menu and selectthe Euler sub-account that you want to
withdraw your tokens from and ensure that you have funds deposited.

2. Selectthe asset you are interested in.
3. Enter the amount you wish to withdraw:

e Select Max to withdraw either your full balance or the most that the pool will allow if the pool has
less available liquidity than you deposited.

e Select Safe Max to withdraw enough such that your Euler sub-account will result in having a
health score of 1.25.

e Select Liquidation to withdraw enough such that your Euler sub-account will end up at health
score 1 (right on the edge of a liquidation).

FAQ

I cannot withdraw my assets.
****Make sure you have enough assets to cover any loans, otherwise please create a support ticket in
Discord.


https://discord.gg/CdG97VSYGk

Borrow

Learn how to borrow assets on Euler

About

Borrowing assets on Euler creates a loan that users can repay at any time. Borrowers pay the Borrow APY
rate to lenders. Note that users must first deposit collateral before they can borrow. All loans are over-
collateralised, which means that users must deposit more value into the protocol than they can borrow.

Step-by-step

1. Select Borrow inthe Quick Action menu.
2. Select the Euler sub-account that you want to borrow on.

e Ensure that you have sufficient collateral deposited in the sub-account, and the asset is entered into
the market.

3. Selectthe asset you are interested in.
4. Enter the amount you wish to borrow:

e The Max button is representative of Liquidation x 1.5 to give a better Ul experience, but we do not
recommend you borrow more than Safe Max (unless itis a self-collateralized loan).

e Select Safe Max to borrow enough such that your Euler sub-account will result in having a health
score of 1.25 (not supported for self-collateralized loans).

e Select Liquidation to borrow enough such that your Euler sub-account will end up at a health
score of 1 (right on the edge of a liquidation).

FAQ

I've deposited an asset, but cannot borrow.

***Make your transactions were completed successfully. You can only borrow using approved collateral-tier
assets, unless you're borrowing the same asset you've deposited. Make sure your collateral is sufficient for
the amount you're trying to borrow. Otherwise, please create a support ticket in Discord.

How come I can't borrow with an isolated asset?

***Note that isolated and Cross assets cannot be used as collateral, but Cross assets can be borrowed
alongside other assets, while Isolated assets cannot. Euler aims to curb risk by limiting collateral tier assets
to certain tokens with lower risk profiles.


https://discord.gg/CdG97VSYGk

Repay

Learn how to repay borrowed assets on Euler using funds from a wallet or deposits in
Euler

About

Users can repay their borrowed assets using assets in their wallet are existing assets already deposited into
Euler. Users are able to swap assets if they repay using deposited asset that are different from the borrowed
assets.

Step-by-step

1. Ensure that you have sufficient funds in your wallet or sufficient Euler deposits to repay a loan.
2. Select the Euler sub-account that you want to repay the loan on.

3. Ifrepaying the loan using your Wallet Balance, select the liability asset (loaned asset) then the amount
you want to repay.

4. Ifrepaying the loan using Euler deposits, select the liability asset then the amount to repay.
5. Continue by selecting the swapped asset used to repay the loan and the amount.

¢ If necessary, an appropriate swap will be made on an external exchange. Use the gearicon in the
top-right to customise swap parameters.

6. Select Max to repay your full loan (or maximum amount possible based on your wallet balance/Euler
deposits).

7. If a swap is necessary, wait for a quote and click the Swap and Repay button.

FAQ

Can | repay a loan with a different asset?
**rrYes, either from the user's wallet or Euler deposits, which will be swapped for the loaned asset and
repaid.



Mint

Learn how to mint assets on Euler for self-collateralised positions

About

Mintis a unique function on Euler that enables users to simulate a recursive borrowing strategy. Mint creates
equal amounts of deposits and debts for the same asset. It is often the starting point for creating a multiplied
long/short position or used for liquidity mining (when lending/borrowing on a particular market is
incentivised).

Example

A user firstdoes a Deposit of $1000 of USDC. They then Mint $5000 USDC. Their account now has a
total of $6000 USDC deposits, and $5000 USDC debts. This gives them a multiplied position, since they
hold more debt than their initial deposit would allow for.

The Mint function mimics what would happen if a user deposited $1000 USDC, then borrowed $900
USDC, then redeposited that $900 USDC, to borrow $810 more USDC, and so on.

Step-by-step

Ensure that you have sufficient collateral in the sub-account you are minting to.
Select the Euler sub-account that you want to mint from.

Select the asset you are interested in.

A

Enter the amount you wish to have upon completion.

e Max here is representative of 19x multiplier (right on the edge of a liquidation), and hence we do
not recommend you mint more than safe max.

e Select Safe Max to mintenough deposits and debt such that your Euler sub-account will resultin
having a multiplier of 15x.

e Select 0 or the Burn button to burn a previously minted position (burn removes an equal amount of
deposits and debts from an account).

e While entering the amount, observe the Multiplier and Time to Liquidation to make a decision.

FAQ

Can | be liquidated if | use mint?

***Mint creates a multiplied position which poses liquidation risk when Mint an asset different from the
user's collateral. Additionally, the interest rates also present risk of loss as they're variable and dependent
on the market.



Burn

Learn how to burn assets on Euler to remove Mint positions

About

Burn enables users to 'repay' and undo their multiplied positions created by the Mint function by removing
an equal amount of deposits and debts from an account.

Step-by-step

Ensure that you have sufficient supply & debt tokens in the sub-account you are burning on.
Select the Euler sub-account that you want to burn on.

Select the asset you are interested in.

A

Enter the amount you wish to burn:
e Select Max to burn all available of selected asset.

¢ While entering the amount, observe the Multiplier to make a decision.

FAQ

Can l use Burn to repay my debts?
***Burn is only used to close leverage positions from Mint and Long functions. Use the Repay

function to close borrow positions.



Sub-Accounts

Learn more about sub-accounts on Euler

About

Sub-accounts enable users to create new accounts without having to create or connect different wallets.
Users can create sub-accounts to isolate positions, for example. Here are the steps to create sub-accounts.

Step-by-step

In the top right navigation, hover over the icon and click onthe Create New button, which will
automatically add a new sub-account and simultaneously switch to it.

e There is no cost to create sub-accounts.

e Part of opening up ourselves to lending on every market means that we have to protect the system
against volatile and potentially malicious tokens. To do this we have categorised assets as isolated,
cross and collateral.

e |fthe assetis isolated, then you can only borrow and lend on one single asset per sub-account.

FAQ

How many sub-accounts can | create?
**xJsers can create up to 255 sub-accounts (in addition to their Main account, which is sometimes called
sub-account 0).

Can | rename sub-accounts?
****N0, sub-accounts cannot be renamed. This is because all the information held about users' accounts is
retrieved from the blockchain, and adding sub-account names to the chain would be expensive.



Transfer

Learn how to transfer assets between sub-accounts on Euler

About

Transfer allows users to move deposited and debt assets between sub-accountin Euler. User should ensure
any borrow positions will have enough collateral assets in the related sub-accounts prior to transferring any
assets.

Step-by-step

Transfer ETokens

Ensure that you have sufficient deposits in the sub-account you are transferring from.
Select the Euler sub-account that you want to transfer from.
Select the Euler sub-account that you want to transfer to.

Select the asset you are interested in.

a ~ W bdPE

Enter the amount you wish to transfer:

e Select Max to transfer all the selected asset deposits (or maximum amount possible based on your
‘from' sub-account positions).

e Select Safe Max to transfer enough such that your 'from' Euler sub-account will resultin having a
health score of 1.25.

Transfer DTokens

Ensure that you have sufficient debt tokens in the sub-account you are transferring from.
Select the Euler sub-account that you want to transfer from.
Select the Euler sub-account that you want to transfer to.

Select the asset you are interested in.

a 0 w0 bNh ke

Enter the amount you wish to transfer:

e Select Max to transfer all the selected asset debt (or maximum amount possible based on your 'to'
sub-account positions).

e Select Safe Max to transfer enough such that your 'to’ Euler sub-account will resultin having a
health score of 1.25 (not supported for self-collateralized loans).

FAQ

Can | transfer multiple assets?
***rYes, you will need to make multiple actions sent to the transaction builder.






Swap

Learn how to swap assets in Euler

About

Swapping assets in Euler enables uses to exchange one deposited asset for another using external
exchanges that have been integrated into the platform (linch or Uniswap).

Step-by-step

Ensure you have sufficient supply tokens in the sub-account you want to swap from.
Select the Euler sub-account that you want to swap from.

Select the Euler sub-account that you want to swap to.

Select the asset you wish to sell.

Select the asset you wish to buy.

o o~ w0 bdPF

Enter the amount you wish to sell.

e Select Safe Max to sell the amount such that your Euler sub-account will result in having a
health score of 1.25.

e Select Liquidation to sell the amount such that your Euler sub-account will end up at health
score 1 (right on the edge of a liquidation).

e Select Max to sell all the selected asset.

e Userscan setthe slippage to the desired value by clicking the gear icon in the top-right
corner.

7. Wait for a quote and click the Swap button.

FAQ

Can | swap assets from my wallet?
*»**Currently, users can only swap assets they've deposited.



Short/Long

Learn how to create short or long positions in Euler

About

Short allows users to build a leveraged short position by borrowing and then immediately selling an asset
using external exchange (linch or Uniswap).

Step-by-step

Ensure that you have sufficient collateral in the sub-account you are shorting on.
Select the Euler sub-account that you want to short on.
Select the asset you wish to short on.

Select the asset you wish to use as the collateral.
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Enter the amount you wish to short:

e Select Safe Max to short the amount such that your Euler sub-account will resultin having a
health score of 1.25.

e Select Liquidation to short the amount such that your Euler sub-account will end up at health
score 1 (right on the edge of a liquidation).

e Userscan setthe slippage to the desired value by clicking the gear icon in the top-right
corner.

6. Wait for a quote and click the Short button.

FAQ

I'm creating a Short/Long position, so why do | see the asset in a Self Collateral and Self Liability
row?

****The asset is sold and redeposited on Euler, which creates the self collateral/liability row, but your
intended position is there.



Protected Collateral

Learn how to protect your collateral assets in Euler

About

Toggling collateral assets on Euler enables users to protect their tokens as collateral without permitting
borrowing. Users may want to do this so that their collateral is purely being used as collateral for their own
borrowed assets, while lowering other risks.

Step-by-step

1. Atthe desired sub-account page, find the asset under the supply column.
2. Clickthe toggle buttoninthe Entered column inthe Accountview to enter/exit market.

e Ensure that you have no outstanding borrows on the account that are collateralised by a given
asset.

FAQ

The transaction builder won't let me toggle collateral, it presents a Collateral violation error.
****Toggling collateral will disallow using the asset as collateral, so you won't be able to borrow using the
asset.



Transaction Builder

Learn how to use the transaction builder in Euler

About

The transaction builder lists all the functions and actions that the user generated via the Quick Action menu,
such as deposit, borrow, mint, etc. The transaction builder also enables users to add, remove, rearrange and
edit transactions before approving the final transaction.

Step-by-step

The transaction builder can be expanded out from the right side of the Ul by clicking the OPEN button.

e Every time you alter your transaction builder, it automatically checks how much gas you will spend and
tries to figure out if there will be any errors.

e Transactions are executed in the order you have specified, and the order of the transactions can be re-
arranged in a drag and drop fashion.

e You are able to send transactions from different sub-accounts at the same time.

FAQ

An error appeared as | added actions to the transaction builder.
***Check with the Common Errors and make sure the transaction builder is up-to-date with your actions (i.e.
Swapping/transfer may become outdated if prices/interest rates significantly changed).


https://docs.euler.finance/guides/common-errors

Wrap

Learn how to wrap or unwrap assets in Euler

About

Wrap is a versatile function that allows users to convert between wrapped and unwrapped assets. Two of
the most common use cases are wrapping/unwrapping Ethereum (ETH) and wrapped Ethereum (WETH) as
well as Lido Staked ETH (stETH) and wrapped Lido Staked ETH (wstETH). However, users can also wrap
and unwrap their Protected Collateral tokens (pTokens).

Step-by-step

Ensure that you have sufficient amount of asset in your account.
Select the assets you want to wrap or unwrap to/from.

Enter the amount you wish to wrap or unwrap.

A

Clickthe Wrap or Unwrap button.

FAQ

Can | wrap/unwrap other assets?
**kYou can only wrap/unwrap the assets listed in the dropdown.



Activate

Learn how to activate a market in Euler

About

Users can activate new lending markets for assets on Euler in a permissionless way. Assets must have a
Uniswap V3 WETH paired pool and should be listed on CoinGecko in order to appear in the asset's table.
Since Euler uses Uniswap's V3 pools for the market's oracle, it's highly recommended to only activate pools
with sufficient and wide range liquidity. Check out an asset's oracle risk here.

Step-by-step

1. Search and select an unlisted asset.
2. Click Activate to create a market for the token.

e Unlisted tokens come from community token lists, contact support if the desired token does not
appear in the list.

e Borrowing will not be available right away, somebody has to lend the asset first.

FAQ

Where can | Activate a market?
***Search for an asset in the search bar on the Euler app.

I've activated a market, how come | cannot use it as collateral?
***Newly activated markets are automatically set as isolated tier assets. Create a proposal to make it a
collateral tier asset if it has sufficient liquidity in its oracle.


https://coingecko.com/
https://oracle.euler.finance/
https://app.euler.finance/

Allowances

Learn how to change asset approvals through Allowances in Euler

About

Allowances enable users to add, update or revoke approval of the Euler protocol to access markets in the
user's wallet. Users can change the amount of tokens in pre-approved markets.

Step-by-step

1. Selectan asset from the list.

2. Enter the amount you wish to allow the protocol to approve for use and click Update .
e Max will allow the protocol to use the total supply of that token, not just what the user owns.
e Enter 0 (zero) to restrict the protocol from using any more than zero tokens.

3. Iflisted, change the pre-approved amounts by entering a new amount and clicking Update or by
selecting Max .

4. To completely revoke allowance, selectthe Revoke button.

FAQ

I've changed my allowances, but now | cannot complete some transactions.
***Make sure the amount in your transaction is allowed in the amount you've permitted in the allowances.



Retrieve Browser Errors

Learn how to retrieve errors from the developer console in your browser

About

Sometimes an error will occur that needs further investigation by the Euler Labs team. If you have created a
support ticket in Discord, then you may be asked to report errors from the browser console to the team. You
will find the instructions for doing this below.

IMPORTANT: the Euler Labs team will never ask for your private keys or passphrase.

Step-by-step


https://discord.gg/CdG97VSYGk

1. Open the developer console by pressing Option + &£ + J (on macOS) or Shift + CTRL + J (on
Windows/Linux). You can open it by right-clicking anywhere on the webpage and selecting Inspect
Element option.

2. On the top of the developer panel, there are multiple tabs like Elements, Console, Networks, and
Sources.
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3. Click on the Console tab
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4. Console is a place where we have all errors, warnings and general logs that appeared during the run
time of the website.
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FAQ

Let us know if there's anything you think we should add here.



Lending and Borrowing

Below is a basic example of lending and borrowing on Euler protocol. This is not
financial advice and only serves as an educational example on using the protocol.

Let's say you want to borrow XYZ token. XYZ token ranks high in the index list, and therefore has a borrow
factor of 0.80.

Lending

Since the loan is collateralised, you first need to deposit (lend) one or more collateral assets. You deposit
ABC, which is a stable coin with a collateral factor of 0.90.

You lend 1000 ABC (1000 USD worth), receive eABC (claim on deposited ABC and interest accrued from
utilisation). Note that the more users borrow your ABC tokens, the more interest you accrue and hence the
higher value of your collateral.

Borrowing

To calculate the maximum amount of XYZ you can borrow, multiply the borrow and collateral factors: 0.80 x
0.90 = 0.72. Consequently, you can borrow up to 720 USD worth of XYZ against 1000 ABC (0.72 x 1000
ABC).

If you decide to borrow 700 USD worth of XYZ, Euler will mint an equivalent amount of dXYZ (debt token
equal to principal amount owed and accrued borrowing costs). Note that if borrowing rates rise, your debt
levels will increase as well.

Liquidation Risks

If XYZ token rose in price and/or borrowing interest rose significantly so that the value of your dXYZ rose
above 720 USD, you are subject to liquidation and your claim on the collateral (eABC) will be given to a
liquidator at a discount as well as your debts (dXYZ) in exchange for repaying the debt.

Similarly, should the value of ABC plummet, your eABC won'’t be enough to maintain the 0.72 factor, and
you will be subject to the same liquidation procedure.

Return Potential

Alternatively, if you borrowed XYZ, sold it and XYZ price plummeted, you'd be able to repay your debts at a
lower level and make a profit. You could also utilize your position by selling XYZ, buying more collateral,
borrowing more XYZ etc. until you reach the borrowing limit. This way, you'd have a multiplied short
XYZ/ABC position. More on the mechanics of multiplied positions here.

Note: we have implemented the swap module that allows users to utilize their positions easily without
incurring additional gas fees.


https://medium.com/@Hoytech/82402529c51b

FAQ

Get answers to frequently asked questions about Euler.

General

What is Euler?

Euler is a non-custodial protocol on Ethereum that allows users to lend and borrow almost any crypto asset.
Learn more about how Euler works by reading the white paper here.

Who developed Euler?

Euler was initially created by a team of developers at a company called Euler Labs (see website here).
Today it is progressively decentralising and receives contributions from the external developer community
as well as ongoing contributions from Euler Labs.

Whatis EulerDAO?

EulerDAO is a decentralised autonomous organisation encapsulating all holders of a governance token
called EUL. Holders of the token have voting powers to propose and make changes to the underlying code
of the Euler Protocol.

What is the Euler Foundation?

Since DAOs not have a formal legal structure, the Euler Foundation was established as a non-profit
Foundation Company designed to represent EulerDAO in the ‘real world’. The Euler Foundation has no
shareholders and cannot pay out dividends to its members. Its purpose is to provide a vehicle by which
EulerDAO can sign a contract or engage a company for a service that the DAO requires.

Community Involvement

How can | getinvolved in EulerDAO?

Join the Discord and meet the community, make proposals and discussion on the governance forum, or
send a message if you have other ideas of contributing to the protocol.

Where is the developer documentation?

Please refer to the Developers section and check out the Euler SDK.

Where are your branding guidelines/materials?

The branding materials are located at the following link: euler.finance/branding. Copyrightis owned by the
Euler Foundation.


http://euler.xyz/
https://discord.gg/CdG97VSYGk
https://forum.euler.finance/
https://blog.euler.finance/announcing-the-euler-sdk-976f6e34c73
https://www.euler.finance/branding/#branding

Euler dApp

How do | deposit and borrow?

Check out the How To guides here. Or just go to the Euler app, login via the Connect button on ETH
mainnet. Click on the Quick Action button. You can deposit and borrow through the same named action
buttons. Choose the asset and amounts, then approve of the transactions.

How do | activate a market?

Search for an asset in the search bar on the Euler app. Unlisted assets can be activated by the Activate
button, which will ask you to initiate the transaction. Once complete, the asset will be listed and activated.
How do | get testnet tokens?

The Goerli testnet has a test ER20 token faucet smart contract deployed a
0x1215396CB53774dCE60978d7237F32042cF3aldb.

To get testnet tokens for Goerli, connect open the smart contract on Etherscan by clicking the link above.
Click on the tab with the green tick, then click on Write Contract and connectyour wallet. Once
connected, expand the withdraw feature and paste the underlying ERC20 token smart contract address and
click on the Write button. This will require you to confirm the transaction in your wallet which costs gas.

Once confirmed, the token faucet smart contract will an amount of the specified testnet ERC20 token (up to a
pre-defined threshold) to your connected wallet address.

The Goerli testnet token faucet supports the following ERC20 tokens: WETH, UNI, USDC, USDT, DOGE,
WBTC, COMP, CRV.

Why can't | find a specific token to activate?

Some tokens might not be on the token list or might not have a pool on Uniswap v3. Please send a message
if you have trouble finding an unlisted asset.

What are asset tiers?

Euler uses risk-based asset tiers to protect the protocol and its users. Isolated and Cross assets cannot be
used as collateral, but Cross assets can be borrowed alongside other assets, while Isolated assets cannot.
What are sub-accounts?

Sub-accounts enable users to isolate positions into different accounts.

What oracle does Euler use?

By default Euler uses Uniswap V3 Time Weighted Average Price (TWAP) as the pricing oracle. However,
the oracle used can be changed in the governance process on one-to-one basis. Currently, Euler also
supports Chainlink price feeds as a price source.


https://app.euler.finance/
https://app.euler.finance/
https://goerli.etherscan.io/address/0x1215396CB53774dCE60978d7237F32042cF3a1db
https://goerli.etherscan.io/address/0xa3401DFdBd584E918f59fD1C3a558467E373DacC
https://goerli.etherscan.io/address/0x2980D241BEA2A49d3333AA931884d68C704E7Db7
https://goerli.etherscan.io/address/0x693FaeC006aeBCAE7849141a2ea60c6dd8097E25
https://goerli.etherscan.io/address/0x7594a0368F18e666480Ad897612f28ad17435B4C
https://goerli.etherscan.io/address/0x67cF0FF98bE17bF02F7c6346028C9e8BB3c203B2
https://goerli.etherscan.io/address/0xc49BB678a4d822f7F141D5bb4585d44cCe51e25E
https://goerli.etherscan.io/address/0x6520f3394a2000eA76e7cA96449B78BB0eD07561
https://goerli.etherscan.io/address/0x9eA3D1d18A0e7Ec379C577f615220e6D715F3b29
https://discord.gg/CdG97VSYGk
https://docs.euler.finance/developers/getting-started/architecture#sub-accounts
https://docs.uniswap.org/protocol/concepts/V3-overview/oracle

What is the oracle rating?

The Oracle Rating system attempts to rank Uniswap v3 price oracles for different markets high, medium, or
low based on the ease with which they can be manipulated.

What are the reserves?

Reserves are protocol-owned liquidity deposited on Euler to provide a backstop against a 'run on the bank'’
scenario. Reserves build up over time as borrowers pay interest on their loans. The reserves are ultimately
controlled by EulerDAO Governance.

How can an asset become collateral?

An asset must have substantial liquidity with wide distribution in its Uniswap V3 WETH paired pool. If the
asset has a low-risk oracle, itis in a better position to be regarded as a safer asset to become collateral
through a governance proposal.

Is Euler on any other chains/L2s?

Euler is currently only on Ethereum Mainnet. Euler is open to and exploring other chains and layers, but
nothing is currently imminent.

What is the difference between Sign Permit and Enable?

Enable is the standard approval transaction that allows Euler smart contracts access to that asset. You can
edit the amount from unlimited in Metamask. Sign Permit is a gasless way of approving a contract to use
your tokens as a one-time allowance (EIP-2612).

Features

What are Mint and Burn?

Mint enables users to more efficiently create leveraged positions of borrowers and deposits. For example, a
user can deposit $1,000 USDC, and mint $2,000 USDC. Then you will have $3,000 USDC deposits, and
$2,000 USDC liabilities. Burn closes Mint positions.

What does the Transfer action do?

Users can transfer deposits (eTokens) and debt (dTokens) to other accounts. Always check the accounts
involved in your operation will have sufficient collateral to support it.

Can | swap tokens?

Yes, the swap feature enables users to exchange one deposited asset for another using Uniswap and linch
DEXs.

How can | short a token?


https://docs.euler.finance/developers/architecture#reserves-1
https://forum.euler.finance/t/welcome-to-the-euler-governance-forum/7
https://eips.ethereum.org/EIPS/eip-2612

The Short action allows users to build a leveraged short position by borrowing and then immediately selling
an asset on an external exchange, including linch and Uniswap.
Should | mine at 19x7?

Euler does not give financial advice, but users should note that mining at 19x is highly risky and can lead to
liquidation if the user’s collateral cannot cover the interest fees. Mining at 19x most often liquidates positions
within the same day it is created.

Whatis Time To Liquidation (TTL)?

TTL allows users to see the amount of time they have until their position is liquidated based on the current
interest rates and prices of those positions.

What is a soft liquidation?

Euler allows liquidators to repay up to the amount needed to bring a violator back out of violation (plus an
additional safety factor). Other protocols are fixed so that liquidators can pay off up to half a borrower's loan
in one go, regardless of how underwater their position is.

Gauges & EUL Distribution

How can | claim EUL tokens?

Users can go to the Euler app, click on the Claim button in the navbar and claim any available tokens of
previous epochs in the Distribution window once EUL tokens are available to claim.

What utility does EUL have?

EUL’s main utility is as a governance token for the Euler protocol. Users with EUL can have a say in the
future decisions and direction, as well as the EUL distribution in the Euler gauges.

What is the distribution of EUL tokens for borrowers?

The distribution is decided by the amount of EUL tokens staked in the gauges.

How are markets decided for each epoch?

Users can add or remove EUL distribution eligible markets simply by staking EUL tokens in their preferred
gauges. See the link in the above question for the results of these votes. Please see elP 51 for the latest
iteration of EUL distribution.

In order to receive EUL emmission, assets (as per elP 24) need to have a Chainlink pirce feed as well as
receive EUL votes in the gauge system.

EUL Token


https://www.euler.finance/blog/announcing-new-features-of-euler-dapp
https://app.euler.finance/
https://github.com/euler-xyz/euler-docs/blob/master/app/broken-reference/README.md
https://app.euler.finance/gauges
https://snapshot.org/#/eulerdao.eth/proposal/0x551f9e6f3fba50a0fc2c69e361f7a81979189aa7f0ed923a1873bd578896942b
https://snapshot.org/#/eulerdao.eth/proposal/0x7e65ffa930507d9116ebc83663000ade6ff93fc452f437a3e95d755ccc324f93

Is there a token? How can | earn it?

The Euler token (EUL) is distributed to borrowers on select markets on the platform. Please see the Gauges
section for more details.

What are the tokenomics?

Allocation, vesting and other information about the EUL token can be found in the About section under EUL.

Is there a TGE/ICO/IDO?

There is no public sale.

Where can | trade EUL?

While EUL token has been released, Euler Labs does not give financial advice on trading the token.

How do | get an airdrop?

There is no airdrop. 1% of the supply was allocated to users who interacted with the dApp during Epoch 0
as a one-off retroactive distribution.

Do testnet users receive rewards?

No, testnet is to preview upcoming features and for users to learn about the protocol without any mainnet
gas fees.

Someone messaged me promising free tokens/ICO/NFTs/etc, is it real?

No, that is fake. No one related to Euler will ever message anyone directly, nor offer free tokens or
investments of any kind.

Partnerships

Who can | contact about partnerships/integrations?

Feel free to reach out through Discord or other platforms in the Quick Links section. Also read the integration
guide for more details.

Can we list EUL on our exchange?

Euler cannot advise on exchange listings, nor pay for any listings.

Can we offer our token in your liquidity mining programme?


https://docs.euler.finance/eul/gauges
https://docs.euler.finance/eul/about
https://docs.euler.finance/governance/distribution#epoch-0
https://goerli.euler.finance/

Euler will be adding this feature in the near future. Please get in touch if you’d like to integrate with the
distribution mechanisms.
Can you market our company/token if we pay you or activate our token?

Sorry, Euler does not accept payments or donations of any kind to promote activated markets.

Miscellaneous

How does the Euler dApp detect wallets associated with illicit activities?

In alignment with industry best-practices, Euler utilizes Chainalysis to identify and block wallets that are
associated with certain illicit activities.

Chainalysis is a market leader in protecting against interactions with bad actors linked to sanctions, financial
crime, child sexual abuse material, terrorist financing, scams, hacked or stolen funds, ransomware, and
human trafficking.

Itis Euler’s aim to prevent those engaged or associated with illegal activity from using the protocol. Euler is
committed to responsible development, innovation, and financial inclusion.
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Risk Methodology

Learn more about how risk parameters on Euler are determined

Introduction

The Euler risk framework aims to do two things:

1. Maximise capital efficiency through borrowing and lending activity; and

2. Minimise risk and the probability of bad debts.

To achieve this, a methodology to stress test individual assets as well as simulate a portfolio of assets in tail
risk scenarios.

Methodology

Ranking all available ERC20 tokens according to risk parameters:

Smart Contract Risk
Centralisation

Volatility

I

Liquidity
Additionally, assessing Oracle Risk

In order to arrive at:

1. Collateral Factor
2. Borrow Factor
3. Cross Tier Factor

Simulate risk scenarios to maximise borrowing and lending activity and minimise bad debts

Update factors and methodology through governance



Asset Tiers

Euler assets fall into three different tiers: isolated, cross and collateral tiers.

Isolated Tier

Isolated tier assets are available for ordinary lending and borrowing, but they cannot be used as collateral
to borrow other assets, and they can only be borrowed in isolation. What this means is that they cannot be
borrowed alongside other assets using the same pool of collateral. For example, if a user has USDC and
DAl as collateral, and they want to borrow isolation-tier asset ABC, then they can only borrow ABC. If they
later want to borrow another token, XYZ, then they can only do so using a separate account on Euler.

Governance allows to promote assets to cross and collateral tiers, but also to alter borrow factors. However,
there will be a default borrow factor for all assets listed in the isolated tier.

Cross Tier

Cross tier assets are available for ordinary lending and borrowing, and cannot be used as collateral to
borrow other assets, but they can be borrowed alongside other assets. For example, if a user has USDC
and DA as collateral, and they want to borrow cross-tier assets ABC and XYZ, then they can do so from a
single account on Euler.

Collateral Tier

Collateral tier assets are available for ordinary lending and borrowing, cross-borrowing, and they can be
used as collateral. For example, a user can deposit collateral assets DAl and USDC, and use them to
borrow collateral assets UNI and LINK, all from a single account. \



Collateral and Borrow Factor

On Euler, we use a two-sided approach to estimate risks of borrowing any tokens versus any given
collateral. These risks are encapsulated in asset-specific collateral factors (as on Compound) and borrow
factors (an Euler innovation).

Consequently, collateral factor reflects the risk of the asset that's being used as collateral, whilst borrow
factors reflect risks of the asset that's being borrowed.

Collateral Assets

When it comes to quality of collateral, it is of paramount importance that it ranks very high in our index list.

An illiquid collateral asset can be exploited by causing a price surge to allow a malicious user to borrow an
inflated amount of tokens without an incentive to return them.

Alternatively, a collateral asset that's collapsing in price and is experiencing high slippage makes it
uneconomical for liquidators to close positions, leading to bad debts. This scenario is more systemic, which
is why only the highest quality assets can become eligible collaterals.

Borrowed Assets

While borrowed assets are less systemic than collateral assets, they also have specific risks.

For example, a borrowed token price that triples in a matter of seconds versus its collateral means there’s no
incentive for the borrower to return the token, which results in bad debt. This is why the borrow factor should
reflect the volatility and liquidity of the asset.

Alternatively, crashing a borrowed asset's price allows a malicious actor to borrow more tokens than
normally possible. This attack can happen if there's not enough liquidity overall, especially if liquidity is too
concentrated around a tiny range.



Ranking Assets

Scale

Each risk parameter goes from 0 (highest risk) to 1 (lowest risk). The combination of risk parameters results
in a comprehensive index for a given digital asset, which also goes from 0 to 1.

Risk Parameters

Smart Contract Risk
Smart contract risk parameter can either be 0, 0.5 or 1.

Itis arguably the biggest tail risk, as a badly written smart contract can result in hacks and stolen money,
leading to catastrophic collapse in price.

We assess this by checking whether the protocol was audited, the number of days the protocol has
been functioning without hacks and deeper research if needed (for promoting up the tiers).
Centralisation

Centralisation parameter can go from 0 to 1.

It measures whether a small number of holders have undue influence over the token. For example, a
founder with 70% ownership of the tokenomics pie and flexible vesting period can oversupply the market
with tokens, leading to an abrupt sell-off. Alternatively, a whale holding a large chunk of tokens can easily
pass deleterious changes through governance.

This risk can be measured by estimating the median size of token amount per holder. When the
ownership structure isn’t transparent, we will employ forensic due diligence.

Volatility

Volatility parameter can go from O to 1.

All other things equal, an asset with 100% realised volatility is more likely to cause a liquidation than an
asset with a 10% realised volatility. Hence, less volatile assets should have more favourable borrowing and
collateral factors.

This parameter can be measured via realised (and implied, if available) volatility, with emphasis on
downside risk for collaterals and upside risk for borrowed assets.
Liquidity

Liquidity parameter can go from O to 1.



An asset with 100 mil USD daily turnover is easier to buy and sell versus an asset with only 1 mil USD
turnover, all other things being equal.

This is particularly important for liquidators that receive collateral assets at discount for repaying borrowed
tokens, as they typically immediately sell that collateral. If they’re unable to sell that collateral and/or buy the
borrowed asset at a decent price given a liquidator discount, then they do not have the incentive to liquidate.
This leads to bad debts, which we need to minimise.

Measuring liquidity can be done by estimating historical slippage caused by a certain amount of volume.

It's important to note that we are estimating the liquidity vs ETH on Uniswap v3, as an existing ETH market
on Uniswap v3 is a prerequisite to being activated on Euler and our oracles are based on Uniswap v3
TWAPSs.

This means that even if a token has very high liquidity on Uniswap v2, it wouldn't necessarily have a high
borrow factor if liquidity is low on Uniswap v3.



Oracle Rating

What is an oracle?

Within the context of pricing, an oracle is an on-chain API for price. Differently put, it simply tells you what
the price of an assetis at a given time.

Oracle Risk

While we think Uniswap's oracles are best suited for our permissionless lending protocol, depositing into an
Euler pool backed by illiquid liquidity pools on Uniswap can lead to devastating results.

For instance, inflating the value of a collateral allows the attacker to borrow an inflated amount of tokens,
leading to bad debt. This is the most systemic and widespread attack on lending protocols.

Alternatively, if the Uniswap V3 oracle of the borrowed asset is manipulated to the upside, the attack could
trigger liquidations and sweep borrowers' collateral.

Even more of concern is when the attacker can manipulate the asset pricing to the downside. Hypothetically,
if the price drops to almost zero, the attacker only needs a small amount of collateral to borrow the entire
pool and run away with a hefty profit.

Euler’s Oracle Risk Grading System

In order to assess an oracle's safety, our team have developed a tool to calculate the cost of moving a given
Uniswap v3 TWAP: oracle.euler.finance.

Using the tool, we can calculate the cost of moving the TWAP by 20.89% (minimum required to break even
on highest-quality assets) up and down over 1 and 2 blocks:


https://oracle.euler.finance/

UNI/ WETH 0.3%

TWAP Window: 144
Collateral Factor: 0.88
Borrow Factor: 0.91
TWAP Pump Impact Target: 20.89%
TWAP Dump Impact Target: 20.89%
BLOCKS T VALUE ft COST t TOTAL COST U VALUE U COST U TOTAL COST
uUsb usD UsD usD UspD usb

1 22.75B 52.73B 52.73B 1330.98 1330.9B 1330.9B
2 252M 234.82M 469.63M 341.5M 338.89M 677.78M

3 65.05M 47.87TM 143.61M 44 2M 41.56M 124.77TM
- 53.2M 36.02M 144.09M 13.7M 11.09M 44 36M
3 49.5M 32.33M 161.66M 7.75M 5.14M 25.60M
6 46.2M 29.05M 174.33M 5.76M 3.16M 18.94M
[ 44 6M 27.48M 192.34M 4.84M 2.24M 15.7M
8 43.6M 26.5M 212.02M 4.36M 1.77M 14.14M
9 42.95M 25.88M 232.91M 4.0TM 1.48M 13.3M
10 421M 25.08M 250.76M 3.8TM 1.29M 12.88M

Then, we take the minimum of these 4 values: $469.63 million and assign a rating to it according to this
table:

Minimum Cost
of Attack over Rating Meaning
1-2 blocks
Above $50 Attack is
- extremely
million .
unlikely
B:etyueen $50 Attack relatively
million and $5 .
. unlikely
million
Below $5 Expect total
million loss of funds

Consequently, UNI/WETH pool safety is deemed high as the minimum cost of attack up and down over 1-2
blocks is > $50 million.

This is displayed on the front-end page of the respective lending pool:



Z Euler varkers pasHBoarD AcCOUNT Z cam Q i/\'-' ,
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Market

USDC Collateral Deposit Borrow O% 1.00
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USD Coin 0 EUL Dist 0.000372 ETH

‘ Voting ‘

$65.83M 0.64% 41.06% 2.03% $27.03M

66.13M USDC 27.16M USDC

$54.78k

55.02k USDC

Historical interest rate graphs undergoing upgrade.

Keep in mind that this is merely an indicative tool and we bear no responsibility for loss of funds.

How to Improve the Oracle Rating?

If you are a project that wants to improve its token's oracle rating and be eligible for higher borrow and
collateral factors, it's crucial to provide full-range liquidity to the XYZ/WETH pair on Uniswap V3.

By full-range liquidity we mean providing liquidity from the lowest tick all the way to the highest tick
without any gaps in between.

A good example is METIS/WETH:

@0 Metis / ETH 0.3%

@ 1Metis = 0.0530ETH @ 1ETH = 18.8551 Metis o, Add Liquidity Trade

Volume TVL Liquidity Fees
Total Tokens Locked

. Metis
© EH

TVL
$12.20m

Volume 24h
$411m

24h Fees
$12.34k

Current Price
1 Metis = 0.0529 ETH
1ETH = 18.9131 Metis



https://info.uniswap.org/#/pools/0x1c98562a2fab5af19d8fb3291a36ac3c618835d9

A suboptimal scenario is HEGIC/WETH, where liquidity is uber-concentrated:

OO HEGIC /ETH 1%

®1HEGIC = <0.001ETH @) 1ETH = 33.47k HEGIC &, Add Liquidity

Volume TVL Liquidity =~ Fees
Total Tokens Locked

() HEGIC 384.63k
© ETH 15.66

ut
$43.14k

Volume 24h

$0.00

24h Fees

$@-00 Current Price

1HEGIC = Q ETH
1ETH = 33,505.9741 HEGIC

Check out this video going through different manipulation scenarios for a more in-depth explanation:

It's important to note that even a small amount of fully-spread liquidity can significantly increase the
cost of attack. For eg, the IDLE/WETH pool has a mere $52k TVL, yet the minimum cost of attack is a
whopping $115 million:

IDLE / ETH 03%

@1IDLE = <0.001ETH ) 1ETH = 2.45k IDLE &, Add Liquidity Trade

Volume TVL Liquidity = Fees
Total Tokens Locked

@ 1DLE

©EmH

TVL

$59.36k

Volume 24h

$514.64

24h Fees
$1-54 Current Price

1IDLE = 0.0004 ETH
1ETH = 2,454.3316 IDLE

References

Check out this blog post written by Darek explaining the oracle tool: https://blog.euler.finance/uniswap-
oracle-attack-simulator-42d18adf65af


https://info.uniswap.org/#/pools/0xf2c3bd0328bdb6106d34a3bd0df0ef744551cc82
https://www.youtube.com/watch?v=snwUwj3QQ7M&t=1s&ab_channel=EulerFinance
https://info.uniswap.org/#/pools/0x79e42a2bb91a0f9118e2b5231958c1eaefce390c
https://blog.euler.finance/uniswap-oracle-attack-simulator-42d18adf65af

Check out Michael's paper on how even a small amount of full-range liquidity can make an attack incredibly
costly: https://github.com/euler-xyz/uni-v3-twap-manipulation/blob/master/cost-of-attack.pdf


https://github.com/euler-xyz/uni-v3-twap-manipulation/blob/master/cost-of-attack.pdf

Simulation Environment

To make sure we minimise bad debts whilst maximising activity, we stress-test liquidation scenarios by
simulating tail risk events on individual assets as well as on portfolios of assets to estimate bad debt risk.

Example: One asset

Forinstance, if our index list shows that a token jumped from 250th to 30th place and was able to maintain
that position for a sufficient amount of time, we may simulate activity versus bad debts as a share of total
loans given different borrow factors. As a result, we may improve the borrow factor from 0.28 to 0.35.

Example: Portfolio of assets

Alternatively, we can simulate a more complicated environment with 50 tokens from the lower quartile as
borrowed assets backed uniformly by 4 collateral assets (3 of them time-tested and 1 proposed new
collateral) in high volatility situations. By simulating tail risk scenarios, we can assess the worst-case
scenario for the protocol and decide whether inclusion of the collateral asset is appropriate.\



Addresses

Smart contract addresses for Euler

Besides Euler, the smart contracts are upgradeable via Governance which will be controlled by EUL token
holders (i.e., the implementation contracts will be upgraded periodically). Hence, for contract interaction,
please use the proxy smart contract addresses.

For example, using web3.js to interact with the Markets contract, we use the Markets contract ABI but set the
Markets contract proxy address as the target contract:

const markets = new Contract(MarketsABI, Markets_Proxy_Address); // proxy address

Networks

The Euler protocol is currently deployed to the following networks:

Mainnet


https://web3js.readthedocs.io/en/v1.2.11/web3-eth-contract.html

Contract

Euler

Markets

Liquidation

Exec

Swap

SwapHub

Governance

EulerSimpleLens

Goerli

Proxy Address

0x27182842E09
8f60e3D576794
A5bFFb0O777E02
5d3

0x3520d5a91342
7E6FOD6A83ED
7ccD4A4da316e
4d3

0xf43ce1d09050
BAfd6980dD43C
de2aB9F18C85b
34

0x59828FdF7ee
634AaaD3f58B1
9fDBa3b03E2D9
d8o

0x7123C8cBBD7
6¢5C7fCC9If7150
f23179becObA34
1

0x542ACC8E1d
b037d6008587a
BfB1B7fB44014c
629

OXAF68CFba29
D0e15490236A5
631cA9497e035
CD39

OXAF68CFba29
D0e15490236A5
631cA9497e035
CD39

Etherscan
(Proxy)

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan
(Implementation)

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Source Code

GitHub

GitHub

GitHub

GitHub

GitHub

GitHub

GitHub

GitHub


https://etherscan.io/address/0x27182842E098f60e3D576794A5bFFb0777E025d3
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/Euler.sol
https://etherscan.io/address/0x3520d5a913427E6F0D6A83E07ccD4A4da316e4d3
https://etherscan.io/address/0xE5d0A7A3ad358792Ba037cB6eE375FfDe7Ba2Cd1
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Markets.sol
https://etherscan.io/address/0xf43ce1d09050BAfd6980dD43Cde2aB9F18C85b34
https://etherscan.io/address/0xAed37a234cc880a9e3D9Fd9022013eE0A419493e
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Liquidation.sol
https://etherscan.io/address/0x59828FdF7ee634AaaD3f58B19fDBa3b03E2D9d80
https://etherscan.io/address/0x14cBaC4eC5673DEFD3968693ebA994F07F8436D2
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Exec.sol
https://etherscan.io/address/0x7123C8cBBD76c5C7fCC9f7150f23179bec0bA341
https://etherscan.io/address/0xf40e8314143B4CF1764CCCd22588a8794a00d8Ca
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Swap.sol
https://etherscan.io/address/0x7123C8cBBD76c5C7fCC9f7150f23179bec0bA341
https://etherscan.io/address/0x542ACC8E1db037d6008587aBfB1B7fB44014c629
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/SwapHub.sol
https://etherscan.io/address/0xAF68CFba29D0e15490236A5631cA9497e035CD39
https://etherscan.io/address/0x554ee3d9ed7E9ec21E186c7dd636430669812f73
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Governance.sol
https://etherscan.io/address/0x5077B7642abF198b4a5b7C4BdCE4f03016C7089C
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/views/EulerSimpleLens.sol

Contract

Euler

Markets

Liquidation

Exec

Swap

Governance

ERC20 Token
Faucet

EulerSimpleLens

Proxy Address

0x931172BB955
49d0f29e10ae2D
079ABA3C6331
8B3

0x3EbC39b84B1
F856fAFE9803A

9elEae7Da016D
a36

0x66326c072283
feE63E1C3feF9
BD024F8697EC
1BB

0x4b62EB67975
26491eEf6eF36
D3B9960E5d66
C394

0xXAOAAb1Ddd16
5cE80AE2b9bC9
bBE3b6EEFBB2
300c

0x496A8344497
875D0D8051678
74f2f938aEal56
00

0x1215396CB53
774dCE60978d7
237F32042cF3a
1db

0x62626a0f051B
547pb3182e55D1
Eba667138790D
8D

Etherscan
(Proxy)

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan
(Implementation)

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Source Code

GitHub

GitHub

GitHub

GitHub

GitHub

GitHub

GitHub

GitHub

Note: the Governance smart contract is currently used for our risk-guarded launch (Phase 1 of the mainnet

launch) while we build up to community-led governance in Phase 2.


https://goerli.etherscan.io/address/0x931172BB95549d0f29e10ae2D079ABA3C63318B3
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/Euler.sol
https://goerli.etherscan.io/address/0x3EbC39b84B1F856fAFE9803A9e1Eae7Da016Da36
https://goerli.etherscan.io/address/0xeE28839fde1e462C8e0b80DE618cB98dB3c017F8
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Markets.sol
https://goerli.etherscan.io/address/0x66326c072283feE63E1C3feF9BD024F8697EC1BB
https://goerli.etherscan.io/address/0x849f5CC81d12887BC0e4e42D8C87AbA896bDCAC0
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Liquidation.sol
https://goerli.etherscan.io/address/0x4b62EB6797526491eEf6eF36D3B9960E5d66C394
https://goerli.etherscan.io/address/0x6C933044542d6cAF8927E516B9A99632697bD4C0
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Exec.sol
https://goerli.etherscan.io/address/0xA0AAb1Ddd165cE80AE2b9bC9bBE3b6EEFBB2300c
https://goerli.etherscan.io/address/0x034FCa46b265b4805e00E109A5ABA3E976625B1D
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Swap.sol
https://goerli.etherscan.io/address/0x496A8344497875D0D805167874f2f938aEa15600
https://goerli.etherscan.io/address/0xc9314acCF0d3754A38DdE280D24c51D280C33D16
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Governance.sol
https://goerli.etherscan.io/address/0x1215396CB53774dCE60978d7237F32042cF3a1db
https://github.com/euler-xyz/euler-contracts/blob/smart-contract-deployments/contracts/test/TestERC20TokenFaucet.sol
https://goerli.etherscan.io/address/0x62626a0f051B547b3182e55D1Eba667138790D8D
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/views/EulerSimpleLens.sol

Parameters

All of these parameters may be amended by governance

Borrow Factor

When someone activates a lending market on Euler for an asset XYZ, itis by default an isolated tier asset
and its borrow factor is 0.28.

This means that if you lend USDC (Collateral Factor of 0.90) and borrow XYZ at Default Borrow Factor
(Borrow Factor of 0.28), your effective factor is approximately 0.25 (0.90 x 0.28).

Consequently, when borrowing default assets, you are required to be at minimum 4x overcollateralised. The
factor is even more conservative if you borrow against an asset with a lower collateral factor.

Conservative overcollateralisation is intended to prevent bad debts.

For example, suppose the borrowed asset XYZ sharply skyrockets in price, causing a user's health factor to
dip below 1, which means he is subject to liquidation. For the liquidator to be incentivised to liquidate the
user, he needs to receive an attractive liquidation bonus in terms of the violator's lent assets. If there are
simply not enough lent assets to back the bonus, a liquidator will choose not to liquidate. This leads to bad
debts.

Alternatively, someone could manipulate XYZ pricing lower to be able to borrow a lot more XYZ than
normally possible. Eventually, the price gets arbitraged and normalises, which leads to the health factor
dipping below 1. Since the position is heavily overcollateralised, there is still enough collateral backing the
loan, and hence liquidators are incentivised to repay the debts.

For more info on collateral and borrow factors, check out our risk docs: https://docs.euler.finance/risk-
framework/collateral-and-borrow-factors

Reserve Factor

The default reserve factor is set at 23%.

This means that for every $1 of interest paid by borrowers on an XYZ asset, 23c is paid into the reserve pool
of XYZ while the remaining 77c are paid to lenders of XYZ. These reserves may later be used to repay the
bad debts that accrue in the pool.

While a higher reserve factor would in theory help accumulate more substantial reserves to backstop the
Euler lending pools, at some point it would discourage lenders as they'll receive too little interest.

Alternatively, a reserve factor that's too low is a lost opportunity to build reserves and hence trust with
lenders.

We think a reserve factor of 23% is a perfect balance between building reserves and encouraging lending,
especially given our generous EUL distribution scheme that will run in the first few years of Euler protocol's
existence.


https://docs.euler.finance/risk-framework/collateral-and-borrow-factors

Interest Rate Model

While we eventually plan to move to a reactive interest rate model that will optimise for utilisation, we start
off with a standard kink model. The default kink model is the "small cap" model and its parameters are:

Base IR: 0% (APY when utilisation is 0%)
Kink IR: 10% (APY when utilisation is exactly Kink%)
Max IR: 300% (APY when utilisation is 100%)

A w0 D F

Kink%: 50% (Percent utilisation where kink occurs)

Given the default assets and their respective utilisation can be extremely volatile, it's important that the
lenders aren't constantly exposed to withdrawal risk.

To that end, should utilisation sharply rise beyond the Kink%, high Max IR makes borrowing too expensive
to maintain and hence lowers the withdrawal risk

Pricing Parameters

Uniswap3 Pool Fee-Level
The default uniswap3 pool fee-level is the first existing of 0.3%, 0.05%, 1%.

In order to retrieve asset prices, Euler uses Uniswap3's Time-Weighted Average Price (TWAP) for the pair
XYZ/WETH, where XYZ is the asset in question and WETH is the reference asset. Since Uniswap3
supports multiple pools for the same pair which differ by fee-level, which pool to actually query needs to be
configured on a per-asset basis.

Although in theory pools should converge to similar prices due to arbitrage, this is not always the case. For
example, when a pool has insufficient liquidity to be profitable for arbitrage bots. Additionally, the amount of
liquidity has an impact on the cost of price manipulation.

In order to be promoted up a tier, a review of the configured pool fee must be conducted. In some cases,
extra "full-range liquidity" must be added to increase the cost of price manipulation.

TWAP Length

The default TWAP length is set at 30 minutes.

Euler uses Uniswap v3 TWAPSs as the pricing oracle for all assets and debts on Euler.

As explained in our whitepaper, a TWAP is essentially a moving average of trades that occurred in a given
Uniswap v3 pool. The intention for using TWAPSs is that it makes price manipulations prohibitively expensive
the longer the TWAP window is.

However, a TWAP that's too long causes a significant lag between last-traded price on Uniswap and the
TWAP, leading to risks of bad debt.


https://docs.euler.finance/getting-started/white-paper#twap

For eg, a user deposits ETH as collateral and borrows XYZ token. Imagine that the user's XYZ debt swells
to $70 worth, and he's subject to liquidation. A liquidator would have to take on some of that XYZ debt and
repay it.

However, recall that while the debt is priced in TWAP terms, a liquidator would need to buy XYZ on the
market to repay that debt. If the market price of his debt is $120, the liquidator would be buying high on the
market to receive a smaller amount of TWAP-priced assets of the violator plus liquidation bonus.

Hence, when the TWAP - Market Price spread become significantly large due to the TWAP lag, a liquidation
may be uneconomical.

Alternatively, a TWAP that's too short means it becomes a lot cheaper to manipulate asset prices. For
example, one could artificially pump a collateral asset's price to be able to borrow a disproportionate amount
of XYZ tokens and run away with them.

Check out this paper written by Michael Bentley on cost of attacking TWAP pricing: https://github.com/euler-
xyz/uni-v3-twap-manipulation/blob/master/cost-of-attack.pdf

Additionally, have a look at this blog post by Seraphim on possible attacks involving oracle manipulation
and how Euler is preventing them: https://blog.euler.finance/risks-in-crypto-a-lending-protocol-perspective-
376e19cld0la

Uniswap Observation Cardinality

The minimum uniswap3 cardinality is 10. When a market is activated, the cardinality of the uniswap3 pool
that will be used for pricing is increased to this value, if itis currently below it.

In order to maintain the TWAP, each Uniswap3 pool needs to keep a historical record of accumulated prices
at previous points in time. Each record is called an observation, and their number is called the observation
cardinality. Unfortunately, reserving the storage for these records costs gas.

The larger the cardinality, the longer the possible TWAP window. If a swap is executed every block, the
longest TWAP that is possible is the cardinality times the average block time over the last N blocks.

On Euler, ifitis not possible to retrieve a TWAP of the configured length, then the oldest available price is
used instead. This means that the protocol can always be interacted with, and prevents some types of
attacks that aim to prevent liquidation. However, it also means that the cardinality is an important security
parameter for a pool.

This low minimum value ensures that activating a market is not too expensive. However, since a larger
cardinality is required to ensure a longer TWAP window, in order for an asset to be promoted to a higher tier,
a larger value cardinality will be required, typically 144 or higher.

Liquidation Parameters

Target Health Factor

The default target health factor is 1.25.


https://github.com/euler-xyz/uni-v3-twap-manipulation/blob/master/cost-of-attack.pdf
https://blog.euler.finance/risks-in-crypto-a-lending-protocol-perspective-376e19c1d01a

When a user is in violation due to his risk-adjusted liabilities exceeding his risk-adjusted collateral, his
health factor dips below 1. However, should a liquidator come in, he may only take enough debt and assets
from the violator to shift his health factor to 1.25.

This is feature is called soft liquidating as described in the whitepaper, and it creates a much better
borrowing experience than on other protocols where 50% of your debt is liquidated.

Nevertheless, had we set the target health factor to 1.00, we would have run into the risk of making
liguidations uneconomic. Namely, the size of debt being repaid, and the consequent reward may be too
small to incentivise a liquidator.

Similarly, in a volatile market, being restored to 1.00 means a user may quickly dip below 1.00 again and
again, which implied higher gas fees for liquidators and ever-decreasing rewards.

We think 1.25 is a good trade-off between a good borrowing experience and well-incentivised liquidations.

Maximum Liquidation Discount
The default maximum liquidation discount is set at 20%.

When a user is subject to liquidation, some of his debt (dTokens) and assets (eTokens) are transferred to the
liquidator, which leads to the health score shifting to 1.25.

However, to incentivise the liquidator to do this work, he receives the eTokens at a discount. Another way of
thinking about the discount is receiving a bonus on top of the asset value.

Let's imagine a simple example without liquidation surcharges and boosters (explained in this page below):
assume a user's health factor is 0.90. This implies a liquidation discount of 10% (1 - 0.90). Hence, for taking
on $100 worth of dTokens, a liquidator receives $110 worth of eTokens.

If the discount is too low, a liquidator may be discouraged from conducting the liquidation. Alternatively, a
discount that's too high means borrowers are giving away too much of their assets to liquidators. This also
creates a risk of never going back to 1.25 health score, as every liquidation decreases the amount of assets
a user has.

Hence, a liquidation discount has an upper ceiling of 20% to improve the borrowers' experience.

Liquidation Surcharge
The default liquidation surcharge is set at 2%.

Whenever a liquidator takes on someone's debt, they need to repay 2% more than originally taken from the
violator. To compensate him for that, the violator pays the liquidator an additional 2% of his lent assets.

This is intended to do two things:

1. The surcharge accumulates in the reserve pool, and hence every liquidation makes the pool healthier.
The more volatile an asset, the more often liquidations occur, and the bigger the pool is.

2. Discourage malicious self-liquidation strategies. Due to the surcharge, every self-liquidation ends up
being net negative.


https://docs.euler.finance/getting-started/white-paper#soft-liquidations

Liquidation Booster Ceiling and Slope
The default liquidation booster is ceiling and slope are set at 2.5% and 2x respectively.

To incentivise liquidators to lend, they may be more competitive than their peers should they lend through
Euler.

For example, if a user's health score is at 0.90 and value of risk-adjusted debt is $1,000, the implied
liquidation discount is 10% (1 - Health Score). However, due to slippage and gas fees, liquidators are only
profitable at an 11% discount.

At the same time, a liquidator that supplied $1,000 risk-adjusted collateral can be 2x more competitive than
the rest of the market with a ceiling of 2.5%. Should he take on the user's debt at a 10% discount, he will
actually receive a more generous 12.5% discount (2.5% booster + 10% liquidation discount).

How did we arrive at that number? The total liquidation discount is calculated the following way:

RASAL = Risk-adjusted supplied assets by the liquidator

RADV = Risk-adjusted debt by the violator

LigSurcharge is explained above in this page and in this example is assumed to be 0 for simplicity's sake.
2x is the liquidation booster slope.

The Liquidation Booster is subject to a 2.5% ceiling.

The reasoning behind setting the ceiling at 2.5% is the same as the 20% maximum liquidation discount:
preventing the borrowers from overpaying when being liquidated. The 2x slope, on the other hand, is
intended to make the liquidators gradually more competitive the more assets they deposit, but not
outrageously more competitive to avoid the creation of monopolies.



Interest Rates

Find information about interest rates and their parameters on Euler

Introduction

While we eventually plan to move to a reactive interest rate model that will optimise for utilisation, we start
off with a standard kink model. The parameters of our kink model are:

Base IR (APY when utilisation is 0%)
Kink IR (APY when utilisation is exactly Kink%)
Max IR (APY when utilisation is 100%)

A

Kink% (Percent utilisation where kink occurs)

The main consideration is maintaining target utilisation (typically at Kink%).



Asset

1INCH

AAVE

AGEUR

ALCX

ANT

APE

AURA

AXS

BABL

BADGER

BAL

BANK

BaoUSD

BED

BRIGHT

BUSD

CADC

CARD

CbETH

cETH

CNV
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CRV

CTX

CvX

CVXCRV

DAl

Base IR %

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Kink IR %

20.00
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4.00

10.00

10.00

10.00

10.00

20.00

10.00

10.00

20.00

10.00

10.00

10.00

10.00

20.00

10.00

10.00

8.00

10.00
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20.00

20.00

10.00

20.00

10.00

4.00
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300.00
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100.00
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300.00

300.00

300.00

300.00
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300.00

300.00

300.00

300.00

300.00

300.00

200.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

100.00
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80.00

80.00

80.00

50.00

50.00

50.00

50.00

80.00

50.00

50.00

80.00

50.00

50.00

50.00

50.00

80.00

50.00

50.00

80.00

50.00

50.00

80.00

80.00

50.00

80.00

50.00

80.00



DFI

DEX
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DYDX
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EXRD
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FLX
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FXS
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GUSD
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0.00
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0.00

0.00

0.00
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0.00
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300.00
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300.00
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50.00

50.00

50.00
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50.00

50.00
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50.00

50.00

50.00
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0.00
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0.00
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0.00
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20.00
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20.00
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300.00
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300.00
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80.00
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50.00
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50.00
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50.00

80.00

50.00

80.00

80.00

50.00

50.00

50.00

50.00

50.00

50.00

80.00

50.00

80.00

80.00

50.00

50.00
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RAI
RBN
RENDOGE
REQ
RETH
RLC
RNDR
RPL
SDL
SETH2
SHIB
SLP
SNX
SOCKS
SOS
SSV
StETH
STG
SUSD
SWISE
TCR
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TONCOIN
TORN
TRDL
TRYB
TSUKA

UBI

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

20.00

20.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

20.00

10.00

20.00

10.00

10.00

10.00

4.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

100.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

300.00

80.00

80.00

50.00

50.00

50.00

50.00

50.00

50.00

50.00

50.00

80.00

50.00

80.00

50.00

50.00

50.00

80.00

50.00

50.00

50.00

50.00

50.00

50.00

50.00

50.00

50.00

50.00

50.00



UNI
uSsSDC

USDT

VEGA

WAMPL

WBTC

WETH

WILD

WNXM

\Wele)

WSTETH

XCN

XMON

YFI

YVBOOST

*StETH (current Lido staking APY)

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

10.00

10.00

8.00

4.00

10.00

10.00

10.00

8.00

10.00

10.00

20.00

10.00

300.00

300.00

200.00

100.00

300.00

300.00

300.00

200.00

300.00

300.00

300.00

300.00

50.00

50.00

80.00

80.00

50.00

50.00

50.00

80.00

50.00

50.00

80.00

50.00



Risk Factors

Find information about the risk factors for each asset on Euler

Introduction

This page outlines the main risk parameters on Euler, as determined by governance. All parameters are
displayed in Table 1 below.

Table 1 | Collateral, borrow, and reserve factor parameter settings on Euler_._


https://github.com/euler-xyz/euler-docs/blob/master/euler-protocol/eulers-default-parameters/broken-reference/README.md

Uniswe

collateral borrowF reserveF borrowls crossBor InterestR
Token V3 fee
Factor actor actor olated row ateModel i
tier (%)
RAD 0 0.28 0 true false Default 0.3
Chainli
UsSDT 0.9 0.94 0.05 false true UsSDT K
WSTET Chainli
H 0.85 0.89 0.1 false true Mega K
. Chainli
STETH 0.87 0.91 0.1 false true Lido K
Chainli
LUSD 0 0.7 0.15 false true Stable K
FLX 0 2.5e-10 0.23 true false Default 0.3
Chainli
ALCX 0 0.28 0.23 true false Default K
Chainli
ANT 0 0.28 0.23 true false Default K
Chainli
APE 0 0.28 0.23 true false Default K
BABL 0 0.28 0.23 true false Default 0.3
BADGE Chainli
R 0 0.28 0.23 true false Default K
BANK 0 0.28 0.23 true false Default 0.3
BED 0 0.28 0.23 true false Default 0.3
BRIGHT 0 0.28 0.23 true false Default 0.3
CARD 0 0.28 0.23 true false Default 0.3
CNV 0 0.28 0.23 true false Default 1
CTX 0 0.28 0.23 true false Default 1
CVXCR
v 0.28 0.23 true false Default 0.3
DFI 0 0.28 0.23 true false Default 1
Chainli
DPI 0 0.28 0.23 true false Default

k



DPX
DYDX
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FLI

EXRD
FLOAT
FNT
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FTT

FXS

GAMMA
GFl

GOHM

GRT

GTC

GUSD

IDLE

ILV

IMX
INDEX
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LOOKS

LQTY

LRC

0.28

0.28

0.28

0.28

0.28

0.28

0.28

0.28

0.28
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0.28

0.28
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0.28
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true
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Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default
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0.3

0.3

0.3

0.3

Chainli
k

Chainli
k

0.3

0.3
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k

Chainli
k

Chainli
k

0.3
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k
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LYXE
MPL
MTA
MVI

NEXO

NMR

OGN
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QSP

RENDO
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REQ

RETH

RLC

RNDR
RPL
SETH2
SLP
SOCKS
SOS
SSV

STG

SUSD

TCR
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0.28

0.28

0.28

0.28

0.28

0.28

0.28

0.28

0.28

0.28

0.28

0.28
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0.28
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0.28
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Default

Default
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Default
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Default

Default

Default

Default

Default

Default

Default

0.3

0.3

0.3

0.3

0.3

Chainli

Chainli
k

0.3

0.3

0.3

Chainli
k

0.05

Chainli
k

0.3

0.3

0.3

0.3

0.3

Chainli

0.3



TORN
TRDL
TRYB
UBI
VEGA
WAMPL

WILD

WNXM

\Wele)

XCN

XMON

YVBOO
ST

AGEUR

CvX

OHM

PERP

RBN

SHIB

OSQTH
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Note: the Collateral Factor of the lent asset(s) is multiplied by the Borrow Factor of the borrowed asset(s) to
arrive at the final factor.

For example, if you lend 1,000 USD worth of USDC, you can borrow UNI in line with a final factor of 0.648
(0.90 x 0.72). Hence, 648 USD worth of UNI.

Alternatively, if you lend 500 USD worth of USDC and 500 USD worth of WETH, your risk-adjusted
collateral value is (500 x 0.90) + (500 x 0.88) =890 USD. If you were to borrow UNI, you could borrow 890 x
0.72 =640.8 USD worth of UNI.

Note that if you borrowed less UNI, for example 500 USD worth, you could still borrow additional UNI or a
cross tier asset like LINK against your risk-adjusted collateral before hitting the threshold.

Lastly, please note that the risk factors list will be periodically updated. If a token/market is activated on the
DApp but not listed, please check back later for an updated list.
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Getting Started

Introduction

The code for Euler Protocol is controlled by a decentralised community through on-chain governance on the
Ethereum network. The community are holders of a protocol-native governance token called EUL
(pronounced 'oil'), which enables the community to effect change over the Euler Protocol code. Tokens can
be used to propose upgrades to the protocol or vote on the proposals of others.

Protocol Code
Governance can vote to effect change over the Euler Protocol for parameters such as:
Default isolated tier borrow factor

Collateral and borrow factors of specific assets

Inclusion of an assetin the cross and collateral tiers

A

Change in choice of risk parameters and general methodology

On-Chain governance, allows unique features such as delegated voting and proposition powers, as well as
protocol (and governance configuration) updates via a time lock executor. This ensures the protocol can
adapt to evolving market conditions, as well as upgrade core parts of the protocol over time.

On the other hand, for off-chain governance, there is no code to review or implement as such. Itis mainly a
call for the Euler Foundation to carry out an action. Issue a grant, or pay a bill, for example. Thus mainly
used to aid Euler in making difficult decisions in collaboration with the community.

Euler protocol uses the Tally governance interface for on-chain voting. Snapshot on the other hand is an

interface use for off-chain or 'gasless' voting.

Process

The General Governance Process is documented on the Governance Forum.

The flow of the governance process is as follows:


https://github.com/euler-xyz/euler-docs/blob/master/euler-governance/getting-started/broken-reference/README.md
https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://snapshot.org/#/eulerdao.eth/proposal/0x3b4b7e79c40df6860e7d612bdccc4969753e283dfd84673dc5fc4d201abcb317
https://forum.euler.finance/t/welcome-to-the-euler-governance-forum/7

Discuss the idea/draft proposal in the Euler Discord #governance channel
Draft & create a RFC (Request For Comment) Proposal on Governance forum for further feedbacks

Contact a forum moderator to create a elP (Euler Improvement Proposal) on the Governance forum

A

elP created on Snapshot (off-chain voting)
This is a necessary step for all types of proposals, and execution will be carried out by Euler

Foundation if the proposal is successful.

5. Optional step — elP created on Tally (on-chain voting)
If and only if the proposal includes changes to the smart contract, the proposal will be voted on Tally
after Snapshot voting. Execution will be targeting Euler protocol smart contract if the proposal is
successtful.

Itis noteworthy that not all off-chain proposals that are either binding or non-binding on the protocols smart
contracts will end up having an on-chain proposal depending on the outcome of the off-chain 'gas-less’
voting and for gas cost savings. On the other hand, not all on-chain proposals will require an off-chain
counterpart.

Depending on the outcome of an off-chain voting process, an on-chain proposal might be created which will
be executed against a target protocol smart contract if successful.

If an off-chain proposal requires an on-chain proposal that will be executed against a protocol smart
contract, then the general flow could be as follows:

Creation of a formal Idea/Proposal on Governance forum for discussion — Proposal created on Snapshot
(off-chain proposal creation) — Off-Chain Voting — (if on-chain governance is required) elP (Euler
Improvement Proposal) creation on Governance forum by forum moderator — elP created on Tally (on-chain
proposal creation) — On-Chain Voting (and Execution on target Euler protocol smart contract if successful).

Idea

A great place to start a discussion on a potential governance proposal is the idea section on the forum
website. If you feel confident that your idea is relevant to the community and is well-formulated, head over to
the Governance Forum to begin a discussion with the community around your idea (following the process
described on the forum).

Once a discussion / commenting begins around your idea, be proactive with the community and be open to
suggestions. It typically takes a week for the request for comments to mature before it becomes an elP.

Governance Proposal

If the discussion is well-formulated and the community has a clear understanding of the proposal and
supports your idea, (for on-chain proposals) it will be moved by a moderator to the governance category as
an elP: Euler Improvement Proposal. Once the proposal has an elP, an on or off-chain proposal can be
created on the Tally governance dashboard or on the Snapshot governance dashboard.

A Tally or Snapshot proposal does not always need to be created by the original elP author / proposer, it can
be posted by someone else or by on of the delegates in case the minimum threshold of EUL is not being
met.


https://discord.gg/CdG97VSYGk
https://forum.euler.finance/c/rfc-request-for-comment/11
https://forum.euler.finance/c/eip/5
https://snapshot.org/#/eulerdao.eth
https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://forum.euler.finance/t/welcome-to-the-euler-governance-forum/7
https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://snapshot.org/#/eulerdao.eth/proposal/0x3b4b7e79c40df6860e7d612bdccc4969753e283dfd84673dc5fc4d201abcb317

A good governance proposal example can be found here: elP: Promote WBTC to collateral tier 3.

Stay updated by subscribing to the community newsletter and follow the Twitter Page!


https://forum.euler.finance/t/eip-1-promote-wbtc-to-collateral-tier/27
https://newsletter.euler.finance/
https://twitter.com/eulerfinance

Phases

Learn more about the Euler Governance launch phases

Governance Launch Phases

Introduction

EulerDAO will kick off in three phases for a guarded launch towards full decentralisation of the Euler
protocol. Each phase is described below.

The EulerDAO uses the OpenZeppelin Governance smart contracts (version 4.6.0) for governance (as well
as the EUL token contract). It is a governance protocol — similar to the one Compound uses — where
delegates vote on active proposals to make changes to the EulerDAO and Euler protocol.

Euler uses the Tally governance dashboard application to manage the governance process. Through Tally,
you can set up your wallet to become a delegate, create on-chain proposals, vote on active proposals,
discover delegates in the community, and delegate your voting power to a community member.

Phase 1

The first phase of the launch will be such that actions to be performed directly on the Euler protocol smart
contracts will be executed by the Euler team on behalf of the community. In this case, all on-chain
governance proposals will point to or targetthe executeProposal(string description, bytes
proposalbData) functionin a stub governance smart contract (in place of the Euler protocol smart
contracts).

Should the proposal become successful and executed, the target function will then be executed (via the
TimelockController controller smart contract). Once executed, it will emit the proposal description string and
proposal transaction data, which will then be validated by the Euler team and executed against the Exec
module via the Euler multisig.

Hence, the governoroOnly() modifier in the Euler Governance module smart contract will be checking
that the caller of its functions is the Euler mulisig and not the TimelockController smart contract.

To create the proposal transaction data, we have implemented a tool which will help the proposer to auto
generate this depending on what actions should be executed.

The proposer can select a token from the dropdown token list (this will auto populate the fields with the
current configuration for the token/market on Euler), the proposer can then make modifications and generate
the proposal transaction hex to be executed via the Euler Exec module (batchDispatch() function)and
use this hex data as the input to the target function in the stub governance smart contract when creating a
proposal on Tally.

Examples of the kinds of decisions token holders might vote on include proposals to modify:


https://github.com/OpenZeppelin/openzeppelin-contracts/tree/master/contracts/governance
https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328
https://proposal.euler.finance/
https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328

The tier of an asset

Collateral and borrow factors

Price oracle parameters

Reactive interest rate model parameters

Reserve factors

Phase 2

In the second phase, the governor admin for the Euler Governance module will switch from the Euler
multisig to the TimelockController smart contract. Hence, the governorOnly () modifier in the Euler
Governance module smart contract will be checking that the caller of its functions is the TimelockController
smart contract.

In this case, proposals created via the Tally governance dashboard will need to target the Euler Governance
module directly. Successful proposals which receive a higher number of votes in support will then be
executed without the control of the Euler team.

During execution, the TimelockController smart contract will call the target function in the Euler Governance
module as specified within the on-chain proposal. Proposers will be able to add a batch of actions /
functions to be executed within the Euler Governance module into a single on-chain proposal as well.

Phase 3
In this phase, the Installer Admin will also be switched to the TimelockController smart contract.

Not only giving the community control over the Governance module for asset configuration modifications but
also full control over the protocol including the installer module. This module is used to bootstrap install the
rest of the modules, and can later on be used to upgrade modules to add new features and/or fix bugs.

Euler's Governance Proposal Creation Tool for Phase 1

Introduction

The first phase of Euler’'s DAO / Governance launch will be where actions to be performed directly on the
Euler protocol smart contracts will be performed or executed by the Euler team on behalf of the community.
In this case, all on-chain governance proposals will point to or target a function in a stub governance smart
contract (in place of the Euler protocol smart contracts).

Should the proposal become successful and executed, the target function will then be executed (via the
TimelockController controller smart contract. It will emit the proposal description string and proposal
transaction hex data, which will then be validated by the Euler team and executed against the Exec
module via the Euler multisig (on OpenZeppelin Defender).

Hence, the governoroOnly () modifierin the Euler Governance module will be checking that the caller of
its functions is the Euler mulisig and not the TimelockController smart contract of the DAO.


https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Governance.sol
https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/modules/Governance.sol

To create the proposal transaction data, we have implemented a tool which will help the proposal creator to
auto-generate it depending on what actions should be executed. The proposal transaction data is simply an
encoded version of the on-chain transaction to the Exec module’s batchDispatch function.

The rest of the article will describe the process of creating the proposal transaction data on Euler’s
governance proposal creation tool and using the generated proposal transaction data to create an on-chain
proposal on the Tally governance dashboard.

Section 1. Creating the proposal transaction data for Euler’s Exec Module

Step 1
Navigate to the proposal transaction data creation tool.

The web application should look like the following image:

< C' @& governance.euler.finance

Proposal Description

Token Pool Connected Network: MAINNET

Proposal Description:

Token Batch Items: []

usbC v
Token Token
Contract Method Token Updates
Fee Name Address
0.3% v

Pricing Type RESET/CLEAR DEBUG TX HEX DATA

UNISWAP_3_TWAP

CREATE PROPOSAL CREATE PROPOSAL
Borrow Isolated
DATA ON DEFENDER
false

Collateral Factor

0.9

4

Defender Key

4

Borrow Factor

0.94

TWAP Window

1800

Reserve Fee

0.23

Interest Rate Model

STABLE v

Recipient

0x0

Recipient Amount

0

Step 2

The tool requires MetaMask to be installed in your browser. Switch your MetaMask wallet to mainnet.


https://proposal.euler.finance/
https://www.tally.xyz/
https://proposal.euler.finance/

The tool currently supports the Ethereum Mainnet and our Goerli testnet Exec modules. It will create the
appropriate transaction data to be executed depending on the selected network.

Step 3

At the top left of the window, we have a text field for proposal description and below that we have a
dropdown menu representing a list of tokens, e.g., USDC, DAI, etc.

At the left of the window, under the token list, we have a set of dropdown menus and text fields which will be
autopopulated with the current token configurations (if the token has an activated market on Euler).

To create the proposal transaction data, the proposer needs to enter a proposal description and then select a
token from the token list. Once selected, the rest of the fields will be automatically populated with the current
configuration of the token or market on Euler if it has an activated market.

The image below shows the proposal description and the fields on the left populated with the current market
configuration for USDC on Euler:

Proposal Description

Token Pool Connected Network: MAINNET
A proposal to change th
Proposal Description: A proposal to change the collateral factor of USDC to 0.5

Token Batch Items: []

uUsbC v
Token Token
Contract Method Token Updates
Fee Name Address
0.3% v

Pricing Type RESET/CLEAR DEBUG TX HEX DATA

UNISWAP_3_TWAP Defender Key

CREATE PROPOSAL CREATE PROPOSAL
Borrow Isolated
DATA ON DEFENDER
false v

Collateral Factor

0.9

4

Borrow Factor

0.94

TWAP Window

1800

Reserve Fee

0.23

Interest Rate Model

STABLE v

Recipient

0x0

Recipient Amount

0

Step 4



The proposer can then make modifications and generate the proposal transaction hex data to be executed
via the Euler Exec module (batchDispatch() function) and use this hex data as the input to the target
function in the stub governance smart contract when creating a proposal on Tally (this is described in
Section 2 below).

For example purposes, let's change the borrow factor of USDC to 0.6. To do this, we simply change the
current collateral factor to 0.6 in the text field on the left side of the screen for collateral factor and click on
CREATE PROPOSAL DATA . Once we do this, we should see the markdown table showing the changes
we want to make to the asset. We will also see the batch items Hex transaction data which we need for our
on-chain governance proposal stub governance smart contract on Tally.

Proposal Description Token Pool Connected Network: MAINNET

A proposal to change th
Proposal Description: A proposal to change the collateral factor of USDC to 0.5

Token Batch Items: [{ "contract": "governance", "method": "setAssetConfig", "args": [ "0xa0b86991c6218b36c1d19d4a2e9eb0ce3606eb48", { "eTokenAddress": "0xEb91861f8A4e1C12333F42DCE8fBOECd

usbe 7 Batch 0xeb937aeb000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000001€00000000C
Hox Tx

0.3% ~  Data:

Pricing Type Batch Items Markdown: ! Contract | Metrod | Token | Tot(en Name | To‘ken Address | IUpdates | )

UNISWAP_3_TWAP ~ igovernance| sétAssetConfig | LJSDC | USD (l,uin | 0xa0b86l991c6218b36|c1d19d432e9e|b0ce3606eb48 | collateralFactor:0.6 |

Token
Borrow Isolated Contract Method  Token N Token Address Updates
lame
false -
usD

governance setAssetConfig uspC N C 1c6218b36c1d 3606eb48 collateralFactor:0.6
Collateral Factor Coin

0.6

Borrow Factor RESET/CLEAR DEBUG TX HEX DATA

0.94 Defender Key
TWAP Window CREATE PROPOSAL CREATE PROPOSAL

DATA ON DEFENDER
1800

Reserve Fee

0.23

Interest Rate Modet

STABLE v

Recipient

0x0

Recipient Amount

0

Note: This process can be repeated for multiple tokens and configurations (or multiple configurations of the
same token). They will be added in a batch and encoded to form the transaction data for the batchDispatch
functionality in the Euler Exec module.

For example, let us select DAI from the token list and change the borrow factor of DAI to 0.3. Again, the
fields are automatically populated when we select DAl and when we change the borrow factor to 0.3 and
clickon CREATE PROPOSAL DATA . The list of configuration updates is updated to reflect the change we
are making to DAI, while the USDC update information still remains. The transaction hex is also updated.


https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328
https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328

Proposal Description

A proposal to change th

Token

DAI v
Fee

0.3% v
Pricing Type

UNISWAP_3_TWAP ~

Borrow Isolated

false ¢

Collateral Factor

0.85

Borrow Factor

0.3

TWAP Window

1800

Reserve Fee

0.23

Interest Rate Modet

STABLE ¢

Recipient

0x0

Recipient Amount

0

Step 5

Token Pool Connected Network: MAINNET

Proposal Description: A proposal to change the collateral factor of USDC to 0.5

Batch Items: [{ "contract": "governance", "method": "setAssetConfig", "args": [ "0xa0b86991c6218b36c1d19d4a2e9eb0ce3606eb48", { "eTokenAddress": "0xEb91861f8A4e1C12333F42DCESfBOE

Batch 0xeb937aeb0000000000000000000000000000000000000000000000000000000000000040000000000000000000000000000000000000000000000000000000000000036000000¢
Items

Hex TX

Data:

Batch Items Markdown: | Contract | Method | Token | Token Name | Token Address | Updates |

|
| governance| setAssetConflg | USDC | USD Coln | OanbB6991c6218b3601d19d4a2e9eb00e3606eb48 | collateralFactor:0.6 |
| governance| setAssetConfig | DAI | Dai | 0x6b175474e89094c44da98b954eedeac495271d0f | borrowFactor:0.3 |

Token
Contract Method Token Token Address Updates
Name
. usb
governance setAssetConfig usbc Coin 0xa0b86991c6218b36c1d :0.6
governance setAssetConfig DAI Dai 0x6b175474e89094c4 '71dO0f borrowFactor:0.3

RESET/CLEAR DEBUG TX HEX DATA

CREATE PROPOSAL CREATE PROPOSAL
DATA ON DEFENDER

Defender Key

To validate the updates we have selected, we can copy the auto-generated hex under batch items hex TX
data (under batch items, which is under proposal description) and click on DEBUG TX HEX DATA and

paste the copied hex into the text field.

The tool should also decode the hex and show us a markdown with the updates the Euler team will be
applying to the selected tokens once the proposal gets executed. The Euler team will also follow this
process to make sure that the proposal description reflects the updates to be made before executing the
transaction in the Exec module on behalf of the community.

Debug Tx Hex Data

Debug TX Hex
[ 100000000000000000000000000000000000000000000000000000000000000d

Debugged TX Hex:

Deferred liquidity for the following addresses: []

New asset config change for USD Coin => collateralFactor:0.6
New asset config change for Dai Stablecoin => borrowFactor:0.3

Debugged TX Markdown:

| Contract | Method | Token | Token Name | Token Address | Updales|

| Governance | selAssetConflg | usDC | USD Coln | 0xA0b8699‘|06218b3GC1d19D4a2e9EchE36069848 | collateralFactor:0.6 |
| Governance | setAssetConfig | DAl | Dai Stablecoin | 0x6B175474E89094C44Da98b954EedeAC495271dOF | borrowFactor:0.3 |



As shown in the image above, the hex data is decoded to show the updates we selected to be applied to
DAl and USDC. There is a close button at the bottom right of the window to close the debug modal and
return to the main page.

Once you get to this point, you now have your proposal transaction data which you can use to create your
on-chain proposal on Tally. After the voting period, if successfully executed, the decoded hex data will be
submitted to OpenZeppelin Defender for the Euler team to execute on behalf of the community.

Please let us know if you have any questions or feedback while using the tool in our Discord Governance
channel.
Section 2.Using the Auto-Generated transaction data for Euler’s Exec Module to Create an on-chain

proposal for the DAO on Tally

At this point, we assume you now have the proposal transaction hex data needed for the Euler Exec
module’s batchDispatch function. And you want to create the on-chain proposal for members of the
community (and delegates) to vote on. If so, please read on!

Below, we will describe the steps required to accomplish this goal.

Step 1

Head over to the EulerDAO dashboard on Tally and connect your MetaMask wallet.

Step 2

Clickon Create new proposal atthe right corner of the window.

Y Tally Docs Findabao  AddaDao - '

me > Euler

@ Euler @wms
https://www.euler.finance
1 1 10
Voters Holders Proposals

Contract Parameters v

Voting Power Top Voters

Total voting power over time Ranked by voting power

°
1 0x13214af5a958e47d0fa1366fc3d36dc3fa46e80f  100%

Manage Proposals v

My drafts

Proposal Created

It should then take you to the proposal creation window below.



Tally Docs FindabAO  AddaDAO ox1321..E80f

>k

Create a hew proposal

9 Connect your wallet

© Wallet connected
@ Correct chain selected

© You have 27.18M voting power. You've reached the proposal threshold! &

Switch wallet

© rame your proposal

© +cwcions

o Preview your proposal

Clickon Continue to move onto the next step (Name your proposal).

Step 3

Enter a proposal title and description and click Continue .



° Name your proposal

Give your proposal a title and a description. They will be public when your proposal goes live!

Title
A proposal to update the collateral factor of USDC to 0.4
Description

Write

B I H1 H2 H3I o = i= ia <> 13

A proposal to update the collateral factor of USDC to 0.4

Preview image (optional)

Drag and drop your preview image PNG file

Or click to browse your files

Step 4

In the next section, you will be required to specify the governance proposal actions, i.e., target smart
contract, target function and parameters. The Tally dashboard allows you to specify multiple actions in a
single proposal which will be called/executed if the proposal is successful and executed.



° Connect your wallet

° Name your proposal

e Add actions

Add up to 10 actions to be executed if the proposal passes.

Action #1

>4 Transfer tokens

Add custom action

Add action Remove action

o Preview your proposal

To add the proposal transaction hex from Section 1 and set the governance stub governance smart contract
as the target smart contract, we will click on Add custom action =>enter the stub governance smart
contract address as the target smart contract. Then selectthe executeProposal function from the
dropdown menu under contract method as the target function in the target smart contract. Here is the
interesting part: enter the required parameters, i.e., proposal description string and the proposalData which
is your proposal transaction hex data from Section 1.


https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328
https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328

° Name your proposal

° Add actions

Add up to 10 actions to be executed if the proposal passes.

Action #1

Target contract address

OxbEcee0E5989e5B7af3F42C5380f32AD7061cfa9D

& Verified Contract found on Etherscan. ABl automatically imported.

Drag and drop your ABI file

Or click to browse your files

Contract method

executeProposal v

Calldatas

The data for the function arguments you wish to send when the action executes

description A proposal to update USDC collateral factor to 0.5 and DAI borrow factor to 0

proposalData 0xeb937aeb0000000000000000000000000000000000000000000000000000C

Also send ETH to the target address? (this is not common)

Add action Remove action

Step 5

Once done, click continue and review the proposal. Once you are happy, you can click Submit on-
chain which will open a MetaMask pop-up window for you to sign the transaction to create the proposal
on-chain, via the Governance smart contract.



° Preview your proposal

Hey there!
You have completed all steps successfully. Now is the time to review your proposal and submit it.

& Edit

Update collateral factor of USDC to 0.4 and DAI
borrow factor to 0.4

Proposed by: 0x1321...E80f

Description

A proposal to update collateral factor of USDC to 0.4 and DAI borrow factor to 0.4.

& Edit

Actions

Function 1:

Signature:
executeProposal(string,bytes)

Calldatas:
string A proposal to update USDC collateral factor to ©.5 and DAI borrow factor to
H 0.4
0xeb9372aeb000000OOOO0OOEOROOEEOE0ARORALO0OEEEOOREREEOO0EEERPO0NOEOO0NREO400000000
eJololololcfolololofoleJoleloNeTolole JolofololclofoloJololedotololeTof ofe TofofolofolololofocRefoololefof o R=fclolclolofoReRol olefofofofofofofolofofoloNolelo)e)
0000000000QO0EEEELEOOOOOOOOLAEELELOLEAEEEOO1OO0OO0OOOELEELELLEOOELOOOOOAEOLELEEORELEOBOOO
0000000000QOEEEEEEEEO2000000CCCEOEEEEOOEEEOAOLEEAELELEEOLEEEEEOOCEEEELCLEEOREOEEVOO.
00000REEEEREAAORANPAAAEROROEROTEeel71d6c8d3808h72dab8ce647719db3bb4cco0000000000A
elelolelofclololelofolefolelelelotole TololololelololoNoleleloalotetol ole TofofololcTolelofoloRe ool ol stololoTolclolelololoRe el ofe TofofelolefofolelofoleN ol loNe)
0000000000000000000000000000000000c4b533461c00000PEOOOOOORPOO000000095689faced669
1757dflad48b7bealb8acf2dabefR0O0OOOOO0OOOOO000000000638ecfe7857f83160615d50a905bfc
i b40662efcl000NOEERRENEOEEEEOCEAENAEEOEROEEOAONAOENENOLEONANNNENOEOEAEENOENEENRENOON
' 00000000000000000000000000EEAAEEEEAAEAOEAEAAEAEAAOLehbc2000RAAOARAAOAAAAAOOAARAO00AR
000PEEOEEERROELEEPOO0EEREPONEEEEdE693a40000000000000LO00CEEROOOREEOOLOREEOO0ROOO0OR
clelolelolclololelofolelolelolelotole [olrgoretclofolofololelotololetofole TofofololelololofoloRe ool elefololoTol ofolelololoReRelofe TofofelolefololelofoleNololoNe)
clofofclolcfololelofoleNolololetolele JofofeTol clofoloNololeRotololetolole Jofofololelololofolete ot olelefof ol Tolelolelolole]

Target:
OxbEcee0E598%e5B7af3F42C5380f32AD7061cfad9D

Value:
0]

Back Save Draft Submit on-chain




How To

Use the navigation bar on the left side to find guides for all the primary actions and functions required for
governance.



Delegate Voting Power

If you wish to have a say in governance, you need to delegate your voting power to yourself or someone in
the community. Without performing this action, you will not have any voting power which means being
unable to create proposals or vote on Snapshot (off-chain) and Tally (on-chain).

About

In summary, delegates are token holders that have completed a one-time setup process (executing the
delegate function of the token to delegate another user or the token holder themselves to enable the
governor contract to determine their voting power). Once you become a delegate, you can vote on active
proposals, and create proposals if you have enough voting power. If you choose not to directly vote on
proposals, you can pass your voting power on to a delegate as well.

The delegate sections below describe the delegation using the EUL token smart contract and via the Tally
Governance Dashboard.

Delegate votes from the sender to a delegatee. Users can delegate to 1 address at a time, and the number
of votes added to the delegatee’s vote count is equivalent to the balance of EUL in the user’s account. Votes
are delegated from the current block and onward, until the sender delegates again, or transfers their EUL.
Delegation can be carried out via the smart contract function described below or via the Tally user interface.

Step-by-step

Voting power delegation can be done via Etherscan, Tally (On-Chain) Governance dashboard or
programmatically.

Etherscan

1. Visitthe EUL token page on Etherscan (shown below).


https://etherscan.io/address/0xd9fcd98c322942075a5c3860693e9f4f03aae07b

@ Etherscan

Eth: $1,580.45 (-0.78%) | 215 Gwei

Token Contract

Contract Overview

Balance:

Ether Value:

Transactions Internal Txns

0 Ether

$0.00

Erc20 Token Txns

Contract @

17 Latest 25 from a total of 7,571 transactions (+1 Pending)

Txn Hash

@  Ox12eeaccb27af072616...

@®  Ox1c1b74067efdd1ee3f7...

@®  0x0714d8ad23eb1b0945...

@®  0x16a8ebd07d59f028aa...

@  0x34d4d5bf8380e9b419...

@®  0x8379560cfe9c89eb82...

Method ® Y

Transfer

Transfer

Transfer

Transfer

Transfer

Transfer

Block Y

(pending)

15452228

15452214

15451388

15451362

15451362

&5 Contract 0xd9Fcd98c322942075A5C3860693e9f4{03AAE07b ]

Euler: EUL Token £

Events Analytics

Age Y

23 hrs 44 mins ago

2 hrs 6 mins ago

2 hrs 10 mins ago

5 hrs 22 mins ago

5 hrs 27 mins ago

5 hrs 27 mins ago

All Filters v Search by Address / Txn Hash / Block / Token / Ens

Home

More Info
@ My Name Tag:

Contract Creator:

Token Tracker:

Info Comments

From Y

0x448fda59cda7c93d8e. ..

0x3bf5dc82ab5cd08aa8. ..

0x30741289523c2e4d2a...

0xf6890e3114ebc79f56f...

) qg55386322.eth

0x59141af2478701c6e3...

Blockchain v Tokens Resources v More v

O Ssign In e

CB =5 0 20

Not Available, login to update

Euler: Deployer at txn 0x6c1246bb6e35b165a8. ..

@ Euler (EUL) (@$7.5069)

To Y Value
IN Euler: EUL Token 0 Ether
IN [3) Euler: EUL Token 0 Ether
IN [3 Euler: EUL Token 0 Ether
N 3 Euler: EUL Token 0 Ether
N [ Euler: EUL Token 0 Ether
IN [3 Euler: EUL Token 0 Ether

¥ More v

Txn Fee

(Pending)

0.00066007

0.00171312

0.00043857

0.00038417 @

0.00043581

2.Clickon Contract (shown below) to view the EUL token smart contract code and interact with the

contract via etherscan.

@ Etherscan

Eth: $1,580.45 (-0.78%) | ) 15 Gwei

Token Contract

Contract Overview

Balance:

Ether Value:

Transactions Internal Txns

0 Ether

$0.00

Erc20 Token Txns

(/LN Read Contract | Write Contract

Contract @

Contract 0xd9Fcd98c322942075A5C3860693e9f4f03AAE07b © =

Euler: EUL Token

Events Analytics

3.Clickon Write Contract (shown below).

All Filters v Search by Address / Txn Hash / Block / Token / Ens

Home

More Info

@ My Name Tag:

Contract Creator:

Token Tracker:

Info Comments

Blockchain v Tokens v Resources v More ~

© sign In e

CH 5 £5 21

Not Available, login to update

¥ Morev

Euler: Deployer at txn 0x6c1246bb6e35b165a8...

@ Euler (EUL) (@$7.5069)

(€]

Search Source Code



@ Etherscan

All Filters Search by Address / Txn Hash / Block / Token / Ens n
Eth: $1,580.45 (-0.78%) | 215 Gwei

Home Blockchain v Tokens v Resources v More + O sign In e

@ Contract 0xd9Fcd98c322942075A5C38606936914f03AAE07b © =2

coem
Token Contract

Contract Overview

Euler: EUL Token & More Info @ Morev
Balance: 0 Ether @ My Name Tag: Not Available, login to update
Ether Value: $0.00 Contract Creator: Euler: Deployer at txn 0x6¢1246bb6e35b165a8...
Token Tracker: @ Euler (EUL) (@$7.5069)
Transactions Internal Txns Erc20 Token Txns Contract @ Events Analytics Info

Comments

Code | Read Contract RINGCKellif:Te
Connect to Web3

[Expand all] [Reset]

® Descriptions included below are taken from the contract source code NatSpec. Etherscan does not provide any guarantees on their safety or accuracy.

1. approve &
2. decreaseAllowance &
3. delegate &

4.Click Connect to Web3 to connectyour Metamask wallet which will be used to confirm the delegate
transaction. Once connected, you should see your wallet connect on etherscan as shown below.

@ Etherscan

All Filters v Search by Address / Txn Hash / Block / Token / Ens n
Eth: $1,580.45 (-0.78%) | 215 Gwei

Home Blockchain ~ Tokens v Resources v More © signIn $

@ Contract 0xd9Fcd98c322942075A5C38606939f4103AAE07b © &

(]
Token Contract

Contract Overview

Euler: EUL Token More Info @ Morev
Balance: 0 Ether (& My Name Tag: Not Available, login to update
Ether Value: $0.00 Contract Creator: Euler: Deployer at txn 0x6¢c1246bb6e35b165a8...
Token Tracker: @ Euler (EUL) (@$7.5069)
Transactions Internal Txns Erc20 Token Txns Contract @ Events Analytics Info Comments

Code = Read Contract UGCHOlIET e
Connected - Web3 [0x7039....7007]

[Expand all] [Reset]

5.Clickon 3. delegate to expand the delegatee address input text field.



m, Etherscan AllFilters v | Search by Address / Txn Hash / Block / Token / Ens n

Eth: $1,580.45 (-0.78%) | &) 15 Gwei Home Blockchain v Tokens v Resources v More ~ © Sign In Q

@ Contract 0xd9Fcd98c322942075A5C3860693e914103AAE07b  ©

CECZBEn
Token Contract

Contract Overview Euler: EUL Token [ More Info ® Morev
Balance: 0 Ether @ My Name Tag: Not Available, login to update
Ether Value: $0.00 Contract Creator: Euler: Deployer at txn 0x6c1246bb6e35b165a8...
Token Tracker: ° Euler (EUL) (@$7.5069)
Transactions Internal Txns Erc20 Token Txns Contract @ Events Analytics Info Comments
Code | Read Contract
Connected - Web3 [0x7039....7007] [Expand all] [Reset]
@ Descriptions included below are taken from the contract source code NatSpec. Etherscan does not provide any guarantees on their safety or accuracy.
1. approve & >
2. decreaseAllowance & 2
3. delegate & ¥

Delegate votes from the sender to ‘delegatee’.
delegatee (address)

delegatee (address)

6. Enter the address you wish to delegate your voting power to. This can be your wallet address if you are

self-delegating or another wallet address (i.e., a community member or one of the active delegates on the
delegates list.

7. Click on the blue Write button directly under the delegatee address text field.

8. Finally, regardless of whether you are delegating to yourself or delegating to a delegate, you will be
required to confirm the transaction in your Metamask wallet and this transaction will cost gas.


https://app.euler.finance/delegates

M Euler: EUL Token | Address Oxc X+

& eth

@ Etherscan

Eth: $1,580.45 (-0.78%) | 215 Gwel

Contract 0xdoF E

Token Contract

Contract Overview Euler: EUL Token

Balance: 0 Ether

Ether Value: $0.00

Transactions  Internal Txns  Erc20 Token Txns  Contract @

Code  Read Contract  [RUGICYeEt
Connected - Web3 [0x7039....7007]

© Descriptions included below are taken from

Events  Analytics Info

AllFiters

Search by Address / Txn Hash / Block / Token / Ens

Home  Blockchain v  Tokens v Resources v

Wore Info
@ My Name Tag:

Contract Creator:

‘Token Tracke

Comments

NatSpec. t provide any

1. approve
2. decreaseAllowance
3. delegate

Delegate votes from the sender to ‘elegatee’.
delegatee (address)

0x914E50278B8613D243b848CChChA7€611F1bICIC

Wit

their safety or accuracy.

CB =0 o X

@ Ethereum Mainnet

@ rocountz® @ owreon

New address detected! Click here to add to your
More +  ©Signn O | cacress ook

@ Newsas experience €3
We've updated how gas fee estimation and
customization works.

Turn on Enhanced Gas Fee Ul in Settings.

* Morev
DETAIS  DATA  HEX
Not Available, login to update Total $1.25 0.00079564 ETH
Amount+gosfee  Maxamount: 0.00163562 ETH
Euler: Deployer at txn 0x601246bb6e350165a8... o
@ Euler (EUL) (@57.5069)
CUSTOM NONCE 0

To check the address you are currently delegated to, you can click on the Read
Write Contract tab and you will be presented with the window below.

[Expandal] [Reset]

o >
@ >
& v

Contract tab nextto the



@ Etherscan AllFiters v | Search by Address / Txn Hash / Block / Token / Ens n
Eth: $1,554.39 (-2.66%) | 2310 Gwel Home Blockchain v Tokens v Resources v More v O Sign In 3
@8 Contract 0xd9Fcd98c322942075A5C3860693e9f4103AAE07b @
[ [Eae] [ewd] [=50]
Token Contract
Sponsored: UJJ UUEX: Sign up to get 199 USDT and withdraw to wallet. Sign Up Now.
Contract Overview Euler: EUL Token £ More Info ¥ Morev

Balance:

Ether Value:

0 Ether (@ My Name Tag: Not Available, login to update

$0.00 Contract Creator: Euler: Deployer at txn 0x6¢1246bb6e35b165a8

Token Tracker: e Euler (EUL) (@$7.3482)

Sign up toof@—> 750 USDT [reward

Transactions Internal Txns Erc20 Token Txns

Code = WGCEGEeLI i@l  Write Contract

® Descriptions included below are taken from the contract source code NatSpec. Etherscan does not provide any guarantees on their safety or accuracy.

Contract Events Analytics Info Comments

[ Read Contract Information [Expand all] [Reset]

1. ADMIN_ROLE &

2. DEFAULT_ADMIN_ROLE & >

3. DOMAIN_SEPARATOR & >
4. MINT_MAX_PERCENT & >
5. MINT_MIN_INTERVAL & >
6. allowance & >
7. balanceOf & >
8. checkpoints & >
9. decimals & >
10. delegates & Vv

account (address)

account (address)

Query

address

Clickon 10. delegates (shown below) and paste your address in the text field and click on Query
and it should show the address you have set as a delegate. If it shows the zero address, (i.e.,
0x0000000000000000000000000000000000000000) then itimplies you have not delegated to your wallet
or to another address.

You can also check your current voting power.

To do this, clickon 14.
Query . If you have self-delegated, your voting power should be equal to the number of tokens you hold. If

getVotes (shown below) and paste your address in the text field and click on

you have not self-delegated, or if you have delegated to another address, the query will return zero voting
power.



Code = WGEELEeLLICE Write Contract

1. ADMIN_ROLE &
2. DEFAULT_ADMIN_ROLE &
3. DOMAIN_SEPARATOR &
4. MINT_MAX_PERCENT &
5. MINT_MIN_INTERVAL &
6. allowance &
7. balanceOf &
8. checkpoints &
9. decimals &

10. delegates ¢

account (address)

account (address)

Query

address
11. getPastTotalSupply &
12. getPastVotes &
13. getRoleAdmin &
14. getVotes &

account (address)

account (address)

Query

uint256

Tally (On-Chain) Governance Dashboard

1. Visit the Euler on-chain governance dashboard on Tally and connect your wallet where you hold EUL
tokens.


https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5

Connect Wallet

Please select a wallet to connect to Tally:

MetaMask

WalletConnect

Don't have awallet?  Learn more

2.Click on Delegate vote atthe top right corner of the screen.

3. A pop-up window will appear with two options as shown below, i.e., Delegate to self or Delegate to an
address. You can then choose on of these options from the pop up window, either to delegate to yourself or
to another wallet address (i.e., a community member or one of the active delegates on the delegates list). By
delegating to self, you retain your voting power. Next time there is an active proposal, you can choose to
vote in any way you choose.

Delegate vote

To activate your voting power in the DAO, you must
delegate your tokens to yourself or someone else.

Delegate to self

Delegate to an address

If you choose to delegate to an address or delegate, the following screen will be shown instead where you
can enter the address you wish to delegate your voting power to.


https://app.euler.finance/delegates

Delegate vote

+» Delegate all your voting power to this address. You
can always re-delegate to yourself or someone else.

Delegate address

Enter an ETH address

Delegate votes

This will not transfer any of your EUL tokens to the delegate, but rather only delegate all your voting power,
i.e., you will be voting via a delegate or proxy who will be voting on your behalf or representing you at the
polls!

You can always change the delegate later on or delegate to yourself again. This helps to ensure that there is
a good degree of participation from the community on on-chain governance proposals voting.

4. Finally, regardless of whether you are delegating to yourself or delegating to a delegate, you will be
required to confirm the transaction in your Metamask wallet and this transaction will cost gas.

New address detected! Click here to add to your
address book.

@ Newgas experience x

We've updated how gas fee estimation and
customization works.

Turn on Enhanced Gas Fee Ul in Settings

https:/www.tally.xyz

| Oxe01...c8c6 : DELEGATE @ ]

DETAILS DATA HEX

Delegate vote

To activate your voting power in the DAO, you must
delegate your tokens to yourself or someone else.

EDIT

N 0.00004358
Delegate to self Estimated gas fee @
0.000044 ETH

Delegate to an address

To recap, delegates are token holders that have completed a one-time setup process. Once you become a
delegate, you can then vote on active proposals, and create proposals if you have enough voting power. If
you choose not to directly vote on proposals, you can pass your voting power on to a delegate as we have

seen.



Programmatically

For developers who wish to interact with the EUL token smart contract directly, the EUL contract has a
delegate function defined with examples on how to interact with it shown below.

function delegate(address delegatee)

e delegatee : The address the sender wishes to delegate their votes to.
e msg.sender : The address of the EUL token holder that is attempting to delegate their votes.

e RETURN : No return.

Solidity

EUL eul = EUL(0x123...); // contract address
eul.delegate(delegateeAddress);

Web3.js

const tx = await eul.methods.delegate(delegateeAddress).send({ from: sender });



Write a Proposal

About

This guide describes how to get started with writing a governance proposal, firstly on the forum followed by
a proposal on Snapshot (off-chain) or Tally (on-chain).

Step-by-step

The Request for Comment (RFC) section on the forum is the first step in creating a governance proposal.
Head over to the RFC section on the Euler Governance Forum to create a new proposal. Make sure it's
well-formulated, be proactive with the community, engage with their comments, and be open to suggestions.

For consistency, the following proposal structure is advised:

Proposal Structure

e Title: [Enter Proposal Title]
¢ Author(s): [enter name(s) of associated authors]
¢ Related Discussions: [paste link here]

e Submission Date: [Enter Date]
Body Paragraphs/Sections:

¢ Simple Summary: Give the community a TL;DR on your proposal; no more than 2-3 sentences.

e Abstract: Introduce and expand on the proposal. Highlight key points on how the proposal will improve
stakeholder/token holder experience, protocol performance, and the overall implementation process.

¢ Motivation: What problems will this proposal address/solve? What's the value-add?

e Specification: Answer key relevant question to the protocol.

What is the link between the elP author and the asset?
Provide a brief description of the asset

How is the asset primarily used?

Explain why the elP would benefit Euler’s ecosystem?
Where does the asset trade?

What are the volumes and market capitalisation?

What is the liquidity like in the Uniswap V3 liquidity pool versus ETH?

© N o a0 ~ w0 b

What security/auditing reports have been done?


https://forum.euler.finance/c/rfc-request-for-comment/11
https://forum.euler.finance/

¢ Implementation: Present the implementation of the proposal using proposal transaction generation tool.

¢ Risk Assessment: Give evaluation of the risk parameters involved with the proposal

Oracle grading
Decentralisation
Volatility
Liquidity

o~ 0 b BE

Smart Contract Risk

e Voting: Define what a “yes” and “no” vote entails. If there are any Snapshot votes or forum polls
associated with this proposal, please attach them.

¢ Relevant Links: If you used Euler’s oracle grading tool or other tools/references please add it here, eg.
‘Oracle grading tool: https://oracle.euler.finance/

A good governance proposal example can be found here: elP: Promote WBTC to collateral tier
2. Governance Proposal (on-chain or off-chain)

If the RFC is well-formulated and the community has a clear understanding of the proposal and supports
your RFC, it will be moved by a mod to the governance category as an elP: Euler Improvement Proposal.
Please note that it usually takes a week (7 days) for a proposal to be moved from RFC to the elP stage.
Once an elP has been assigned, the proposal can then be created on Snapshot or Tally using this elP.

A Snapshot or Tally proposal does not always need to be posted by the original elP author, it can be posted
by someone else or one of the delegates in case the minimum threshold of EUL is not being met. The
proposal on Snapshot or Tally should always have the link to the elP attached. The parameters of the poll
(Yes, No, different options for values) need to mirror the options discussed in the elP.

Proposals that are rejected due to invalidity or insufficient support can be resubmitted. Approved proposals
with sufficient support via governance/voting will be implemented by the Euler Foundation.


https://proposal.euler.finance/
https://oracle.euler.finance/
https://forum.euler.finance/t/eip-1-promote-wbtc-to-collateral-tier/27

Create a Tally (On-Chain) Proposal

About

On-Chain governance actions (proposal, voting, etc.) for the Euler protocol can be done via the Tally
governance dashboard (described below). It is only required for proposals proposing changes to the smart
contracts.

Tally is a web-based governance application focused on enabling on-chain governance. The Tally
governance web application provides transparency around the governance of various DeFi protocols, e.g.,
Compound, Uniswap, etc. bringing all of the proposals and voting for these protocols under a shared user
interface.

Tally empowers user owned governance through a voting dashboard, governance tooling, and real time
research and analysis. Users can use the app to review data on governance systems, active and prior
proposals, and individual delegates or token holders. The platform also enabled direct on-chain voting and
vote delegation, helping users put their governance insights into action. Through integration with the Euler
governance smart contract, Euler token holders can connect their wallets and create proposals, vote,
delegate voting power to a community member, discover other delegates in the community, and more.

The Euler Governance Dashboard can be accessed on Tally. The guide below demonstrates how to created
an on-chain governance proposal on this dashboard.

Step-by-step

Now that you have created a proposal using proposal.euler.finance and it has passed off-chain voting on
Snapshot, you are ready to make a proposal on Tally for on-chain voting.

1. Visit the Euler on-chain governance dashboard on Tally and connect your wallet where you have EUL
voting power.

A You CANNOT vote if you have not delegated your token., You have to either delegate your token power
to yourself or a delegate in order to vote in governance. Self-delegate or delegate to others here.

2. To create a new proposal, click on Create New Proposal fromthe DAO home page on Tally as
shown in the top right corner in the image below.


https://docs.tally.xyz/
https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://proposal.euler.finance/
https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://app.euler.finance/delegates

Y Tally Dpocs Findabao  AddaDao —— l

> Euler

@ Euler » umcsy Create now proposa

https://www.euler finance

1 1 10
Voters Holders Proposals
Contract Parameters v
Voting Power Top Voters
Total voting power over time Ranked by voting power

‘ 1 . 0x13214af52958e47d0fa1366fc3d36dc3fad6e80f  100%

Manage Proposals v

My drafts

Proposal Created

This will then open up the proposal creation dialog taking users through the required steps to create an on-
chain proposal. In the initial step / screen, it will check that the user has enough voting power to meet the
proposal threshold specified within the governance smart contract.

} Tq"y Docs FindaDAO  AddaDAO '

lome > Euler

Create a new proposal

@ Euler

° Connect your wallet

© Wallet connected
© Correct chain selected

© You have 27.18M voting power. You've reached the proposal threshold! &

Switch wallet

e Name your proposal

3. The Continue button shown above will become active if the connected wallet has the reqired voting
power that meets the proposal threshold. Upon clicking continue, you will be presented with a form to input
the proposal name and add a short description as shown below.



e Name your proposal

Give your proposal a title and a description. They will be public when your proposal goes live!

Title

Description

Write

B I H1l H2 H3 &

<> 13

Preview image (optional)

4. Users will need to add the actions to be executed should the proposal become successful or receive
majority of vote in support. In this step, users can specify the target smart contract address (this should be
the [stub governance smart contract address -]
(https:/letherscan.io/faddress/0x8233f21dda26229c8b0586¢3c2521be5da0e6328
0x8233f21dda26229c8b0586c3c2521be5da0e6328 ) for phase one of the governance launch),
smart contract function and required function parameters (the hex data for your proposal created on
proposal.euler.finance). Up to a maximum of 10 actions can be added in a single proposal.

You do not need to upload smart contract ABI file as it will be automatically imported from the verified
contract on etherscan.


https://proposal.euler.finance/

° Add actions

Add up to 10 actions to be executed if the proposal passes.

Action #1

Target contract address

0x8f61dcdect1f91dd3522f9f29784e332d30c4176

@ Verified Contract found on Etherscan. ABI automatically imported.

Drag and drop your ABI file

Or click to browse your files

@ ABI file uploaded
Contract method

mockFunctionNonPayable v

Also send ETH to the target address? (this is not common)

Add action Remove action

5. The following page will then be the review page allowing the user to review and confirm that the specified
actions are correct:



° Preview your proposal

Hey there! .7
You have completed all steps successfully. Now is the time to review your proposal and submit it.

@ Edit

Test mockFunctionNonPayable() function
governance modifier

Proposed by: . 0x1321...E80f

Description

A call to the mockFunctionNonPayable() with the onlyGovernorAdmin modifier to verify that the set
admin is valid (Timelock contract) and is the target contract caller from Governance.

@ Edit

Actions

Function 1

Calldatas:
Target:

Value:

Once confirmed, the proposal will then be created on-chain and if successful, Tally will display the proposal
page with the description and status as it progresses (e.g., pending, active, succeeded, queued, executed).



0x1321..E80f

» Tally Docs FindaDAO  AddaDAO

= Copylink

\_ Submitting on-chain, this may take a few minutes

SUBMITTED

Test mockFunctionNonPayable() function governance
modifier

ID 505b73...e60b * Created by: . 0x13214Af5a958E47D0FA1366fC3D36dC3Fad46E80f

Details Status history

Description
Draft
Crea

Test mockFunctionNonPayable() function @ submitted

governance modifier

A call to the mockFunctionNonPayable() with the onlyGovernorAdmin modifier to verify that the
set admin is valid (Timelock contract) and is the target contract caller from Governance.

Full Tally documentation can be accessed online at: Tally. The documentation describes how to navigate

the web app, voting and delegation and creating a Tally account.


https://docs.withtally.com/

Create a Snapshot (Off-Chain) Proposal

About

Off-chain governance actions (proposal, voting, etc.) for the Euler protocol can be done via the Snapshot
governance dashboard (described below). For off-chain governance, there is no code to review or
implement as such. Itis mainly a call for the Euler Foundation to carry out an action. Issue a grant, or pay a
bill, for example. Thus mainly used to aid Euler in making difficult decisions in collaboration with the
community.

Snapshotis an off-chain, 'gasless', multi-governance community polling dashboard used by a number of
decentralised finance projects including the likes of Aave and Balancer.

It provides a simple interface to create governance proposals and lets users vote on them by connecting
their wallets and the governance tokens contained within. However, the actual voting process is conducted
off-chain to save on gas costs and complexity to enable community members 'signal’ their preferences on
proposals before any on-chain actions or governance process.

The Euler Governance Dashbaord can be accessed on Snapshot.

Step-by-step

1. Navigate to the Euler home page on Snapshot and connect your wallet where you have EUL voting
power. You should see the Euler space home page as shown below.

A\ You CANNOT vote if you have not delegated your token., You have to either delegate your token power
to yourself or a delegate in order to vote in governance. Self-delegate or delegate to others here.


https://snapshot.org/#/
https://snapshot.org/#/eulerdao.eth
https://snapshot.org/#/eulerdao.eth
https://app.euler.finance/delegates

snapshot Connect wallet

Proposals

z

Euler is a non-custodial protocol on Ethereum that allows users to lend and borrow almost

Euler any crypto asset.

No members

Join
Z. Euler by 0x8Da6..01D2  Active
Proposals eTP 1: Allocation of DAO Treasury to EUROC and WETH

Summary Proposal includes a near-term commitment to allocate $3 million of the
New proposal . L R
$32.6 million raised in the recent treasury diversification...

RS 6 days left

About

vy O ®

2.Clickon New proposal on the left hand side of the window of the Euler space home page (shown

above). It should open up the new proposal form for you to complete which looks like this:

snapshot & O0xe477..28c7 fal

Preview

@ You need to have a minimum of 50 EUL in order to submit a proposal.
Learn more Continue

)
_

Description (optional) 0 /14,400

Attach images by dragging & dropping, selecting or pasting them.

Discussion (optional)

®




It will also check your connected wallet for voting power and let you know the current proposal threshold.

3. Enter the proposal title.

4. Enter the proposal description (it can be formatted using markdown) and you can also enter a link at the
bottom pointing to your proposal on the Euler Governance Forum on Discourse.

5.Click on Continue after previewing your proposal and go to the Actions box and select the voting
type and start date of your proposal (end date will be shown based on the current voting period settings).
The proposal creation block number is the snapshot where the voting power of voters will be counted.

6. Clickon Publish and your proposal will be created. You will be prompted by Metamask to sign a
transaction which is free and the proposal will then become active on Snapshot.

Full Snapshot documentation can be accessed via the Snapshot documentation site.


https://docs.snapshot.org/

Vote on Tally (On-Chain)

About

This guide describes how to cast a vote on a proposal (on-chain) created on Tally.

Step-by-step

1. Visit the Euler on-chain governance dashboard on Tally and connect your wallet where you have EUL
voting power.

A\ You CANNOT vote if you have not delegated your token., You have to either delegate your token power
to yourself or a delegate in order to vote in governance. Self-delegate or delegate to others here.

2. Click on an active proposal of your choice.
3. Clickon Vote

4. When voting, voters have the option to vote for or against a proposal or an abstain vote as shown below.
Voters also have the option of casting a vote with or without a comment for the community.

Voting
0x1321...E80f Voting power: 27.18M
SELF DELEGATED

10992784..7572 « @ Euler

Test mockFunctionNonPayable()
function governance modifier

Choose your vote

@ For

® Against
@© Abstain

Add comment

Tell the community what are your thoughts

7

5. You will be asked to confirm the vote transaction in your wallet after clicking Submit .

Full Tally documentation can be accessed online at: Tally. The documentation describes how to navigate
the web app, voting and delegation and creating a Tally account.


https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://app.euler.finance/delegates
https://docs.withtally.com/

Vote on Snapshot (Off-Chain)

About

This guide describes how to cast a vote on a proposal (off-chain) created on Snapshot.

Step-by-step

1. Navigate to the Euler home page on Snapshot and connect your wallet where you have EUL voting
power.

A\ You CANNOT vote if you have not delegated your token., You have to either delegate your token power
to yourself or a delegate in order to vote in governance. Self-delegate or delegate to others here.

2. Click on an active proposal of your choice to view more details and see the voting options (as well as
existing votes).

C' @ snapshot.

snapshot © O0xe477..28¢7 Ja

< Back
Information

z =z

eTP 1: Allocation of DAO Treasury to
Strategie(s) Z Z
EUROC and WETH IPFS #batkrei &

Voting system  Single choice voting
(Active) = Euler by 0x8Da6..01D2 oo Start date Jun 29, 2022, 9:24 PM
I End date Jul 5,2022, 9:24 PM
Snapshot 15,046,757 4

Summary

Proposal includes a near-term commitment to allocate $3 million of

the $32.6 million raised in the recent treasury diversification event Current results

from USDC to EUROC and $1 million into WETH. These funds will be

intended for securing Uniswap v3 oracles and laying the foundation Yes 321EUL 65.56%
for promoting EUROC to the collateral tier. This proposal paves the

0 . q \ 168 EUL 34.44%
way to enabling on-chain EURUSD FX trading via Euler. ° CSIEULES

Quorum 489 /1K
Motivation

Show more

Scrolling down on the page, you will see the current votes, voters (votes and voting power) and the options
available for voting.

3. Select an option to vote on, and your voting power will be displayed and you will be prompted by
Metamask to sign a transaction which is free.


https://snapshot.org/#/eulerdao.eth
https://app.euler.finance/delegates

@ snapshot.org, / e7d612bdccc49l

snapshot © 0xe477..28c7 fa}

Show more

Discussion

' eTP 1: Allocation of DAO Treasury to EUROC and WETH
- A

Cast your vote

Votes @
fa Ox32a.eth 260 EUL 7
J jiboxd.eth 168 EUL 7
@ 0xa854..8591 54 EUL 7+

0xc029...B1F2

Full Snapshot documentation can be accessed via the Snapshot documentation site.


https://docs.snapshot.org/

Join the Forum

About

This Euler Forum is dedicated to discussions on Euler governance. Relevant topics include:

e Governance proposals
e Proposal discussions
e Site feedback

e Risk assessments

Joining the forum helps members of the community to keep up to date with the latest discussions within the
community around governance proposals as well as engage in the comments section or create your own
proposals.

To access the forum, simply navigate to forum.euler.finance. You will need to register an account in order to
have full access to the features, e.g., replying to posts and proposals or creating a new proposal for others to
comment on.

If you need technical help, or want a place for more general discussion, visit the official Euler Discord.

Step-by-step
The steps below describe how to join the forum.
1. Clickonthe Sign Up button attop right corner of the form home page.

2. Complete the account creation form which will pop up upon clicking Sign Up.

3. Once completed, click on Create your account


https://forum.euler.finance/
https://forum.euler.finance/
https://discord.gg/cNg9NhWs

Treasury

Learn more about the Euler Treasury

Introduction

All newly created EUL tokens enter circulation initially via a smart contract called the Euler Treasury. The
treasury is managed by EUL token holders through on-chain and off-chain governance procedures and
overseen by the Euler Foundation.

Address

The address for the treasury is: @XcCADOO1c30E96765aC90307669d578219D4fb1DCe .

It can be viewed on Etherscan here.

Multisig

The wallet holding treasury assets is a Gnosis Safe MultiSig smart contract wallet. A MultiSig wallet requires
multiple private key signatures to authorise transactions. In the case of the Euler Treasury, 4 out 9 signatures
are required for every transaction.

The identity of the signers of the MultiSig cannot be revealed, for obvious security reasons. However,
signers come from a pool of 6 different organisations and, through their contract with the Euler Foundation,
are obliged to carry out the wishes of the Euler DAO.

The MultiSig, along with its signers, are can be viewed publicly here:

https://gnosis-safe.io/app/eth:0xcAD001c30E96765aC90307669d578219D4fb1DCe/home.\


https://etherscan.io/address/0xcAD001c30E96765aC90307669d578219D4fb1DCe
https://gnosis-safe.io/
https://gnosis-safe.io/app/eth:0xcAD001c30E96765aC90307669d578219D4fb1DCe/home

Grants

Learn about how to receive a grant for contributing to EulerDAO

Introduction

To encourage developers to build on top of Euler protocol and help integrate it into the wider DeFi
ecosystem, a portion of the Euler Treasury will be allocated to a Grants programme. The purpose of the
grants is to foster the growth of Euler protocol by establishing a culture of community-driven development,
where individuals making improvements to the Euler Protocol get a say in its future.



Addresses

Smart contract addresses for Euler Governance (On-Chain)

Networks

The EulerDAO is currently deployed to the following networks:

Mainnet

Contract

EUL

Governance

Timelock Controller

Stub Target Contract

Rinkeby

Address

Oxd9Fcd98c322942
O75A5C3860693e9f
4fO3AAEQ7b

Oxd8E2114f6bChae
e83CDEB1bD6650a2
8BBcF144D5

Oxd4Ee8939a537D9
43a4E46E7Ae04069
C9451d724F

Ox8233f21dda2622
9c8b0586¢c3c2521b
e5dabe6328

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Source Code

GitHub

GitHub

GitHub

GitHub


https://etherscan.io/address/0xd9Fcd98c322942075A5C3860693e9f4f03AAE07b
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/Eul.sol
https://etherscan.io/address/0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/Governance.sol
https://etherscan.io/address/0xd4Ee8939a537D943a4E46E7Ae04069C9451d724F
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/TimelockController.sol
https://etherscan.io/address/0x8233f21dda26229c8b0586c3c2521be5da0e6328
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/StubEulerGovernance.sol

Contract

EUL

Governance

Timelock Controller

Stub Target Contract

Address

Oxe®13C993A77Cdd
1aC0d8c1Bl15a6eFf
95EB36¢c8cC6

OXx681E9cf95e26¢C6
C2CEF09fdc476C7f
8De6AFT2D5

0x16fBC769237CE1
7830799e6fabD9d53
536c3B8389

Ox57848100bc0771
61805fdDcF6D9bA1
5D4aab06d8

Etherscan

Etherscan

Etherscan

Etherscan

Etherscan

Source Code

GitHub

GitHub

GitHub

GitHub


https://rinkeby.etherscan.io/address/0xe013C993A77Cdd1aC0d8c1B15a6eFf95EB36c8c6
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/Eul.sol
https://rinkeby.etherscan.io/address/0x681E9cf95e26c6C2cEF09fdc476C7f8De6AFf2D5
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/Governance.sol
https://rinkeby.etherscan.io/address/0x16fBC769237cE17830799e6faD9d53536c3B8389
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/TimelockController.sol
https://rinkeby.etherscan.io/address/0x57848100bc077161805fdDcF6D9bA15D4aab06d8
https://github.com/euler-xyz/euler-governance/blob/master/contracts/governance/StubEulerGovernance.sol

Parameters

Learn more about the Euler Governance smart contract parameters

Introduction

This page outlines the governance parameters for both on-chain and off-chain governance.

Tally (On-Chain) Governance Parameters

This section outlines the governance parameters for the Euler Governance smart contracts (managed via
Tally). All parameters are displayed in Table 1 below.

Execution Delay, Voting Delay and Voting Period are based on the assumption of a 15 seconds block
creation time on the Ethereum Mainnet.

The governance smart contract inherits functionality from the OpenZeppelin GovernorSettings.sol module
allowing Voting Delay, Voting Period and Proposal Threshold to be updated through an on-chain
governance proposal and voting process.

Table 1 Euler On-Chain Governance Parameters

Parameter Value

Voting Delay 11520 blocks (2 days)
Voting Period 17280 blocks (3 days)
Execution Delay 172800 seconds (2 days)
Quorum Numerator 3% of EUL Supply
Proposal Threshold 75,000 EUL

When a governance proposal is created, it enters a 2-day review period (i.e., Voting Delay), after which
voting weights are recorded and voting begins.

Voting lasts for 3 days (i.e., Voting Period); once the voting period is over, if quorum was reached (enough
voting power participated) and the majority voted in favour, the proposal is considered successful and can
proceed to be executed 2 days (48 hours) later (i.e., Execution Delay).

Addresses delegated at least 75,000 EUL can create governance proposals having met the Proposal
Threshold.

The image below depicts the on-chain governance phases and durations for each phase:


https://www.tally.xyz/governance/eip155:1:0xd8E2114f6bCbaee83CDEB1bD6650a28BBcF144D5
https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/governance/extensions/GovernorSettings.sol

Proposal Created Voting Active Voting Ends Timelock

 Succeeded | > | |

Review Active

Defeated

Snapshot (Off-Chain) Governance Parameters

This section outlines the governance parameters for off-chain governance (managed via Snapshot). All
parameters are displayed in Table 2 below.

Table 2 Euler Off-Chain Governance Parameters

Parameter Value
Voting Period 6 days
Quorum 1,000 EUL
Proposal Threshold 50 EUL

There is no voting delay or execution delay for the off-chain governance process, given there is no direct
effect on the protocol's smart contracts.

Addresses holding or delegated at least 50 EUL can create governance proposals having met the Proposal
Threshold. With regard to voting power, the delegated voting power or EUL balance at the proposal creation
block number is counted towards voting power. The Snapshot voting strategies enabled are erc20-
balance-of and erc20-votes.


https://snapshot.org/#/eulerdao.eth/proposal/0x3b4b7e79c40df6860e7d612bdccc4969753e283dfd84673dc5fc4d201abcb317
https://docs.snapshot.org/strategies/what-is-a-strategy

EUL



About

Learn more about the protocol-native governance token of Euler

Introduction

EUL tokens represent voting powers to effect change over the protocol code. EUL is an ERC20 token that
acts as the native governance token of the Euler Protocol. The EUL token address is:
OXxd9Fcd98c322942075A5C3860693e9T4fO3AAEQ7D .

More information about EUL can be found on Etherscan, CoinMarketCap or CoinGecko.

Breakdown

The total supply of EUL is 27,182,818 (in homage to Euler’s number, e). The initial four-year breakdown of
the EUL total supply is as follows:

25% (6,795,705 EUL) to users of the Euler protocol over 4 years (see Distribution).

1% (271,828 EUL) to all users who deposited or borrowed assets on Euler during its soft launch (see
Epoch0).

13.83% (3,759,791 EUL) to the Euler Treasury, unlocked (see Treasury).

25.85% (7,026,759 EUL) to Euler Labs shareholders, with an 18 month linear unlock schedule starting
on 01/01/2022.

9.67% (2,628,170 EUL) to partners of EulerDAO, with an 18 month linear unlock schedule starting on
01/01/2022.

4% (1,087,313 EUL) to Encode, an early project incubator, with a linear 30 month unlock schedule
starting on 01/01/2022.

20.65% (5,613,252 EUL) to employees, advisors and consultants of Euler Labs. Co-founders with a 48
month linear unlock schedule starting on 01/01/2022. All others with individual agreements.

Here is the breakdown:


https://etherscan.io/token/0xd9fcd98c322942075a5c3860693e9f4f03aae07b
https://coinmarketcap.com/currencies/euler-finance/
https://www.coingecko.com/en/coins/euler
https://en.wikipedia.org/wiki/E_(mathematical_constant)

Breakdown

EUL Distribution Euler Labs Developers, Consultants, and Advisors

25.00% 20.65%

Retroactive Distribution .
Project Incubators (Encode)

1.00% 4.00%

Euler Treasury

13.83%

EulerDAO Partners Euler Labs Shareholders

9.67% 25.85%

The unlock schedule for different groups is as follows:

Supply Unlock

. Euler Treasury
EulerDAO Partners
. Euler Labs Shareholders

U Euler Labs Developers, Consultant,
07590 and Advisors

Project Incubators (Encode)

. Retroactive Distribution

0.5000

% Total Issuance

- EUL Distribution

0.2500

0.0000

Approx Date

Note that the initial allocations may be subject to change as the ecosystem evolves. As EUL is distributed to
users of the protocol they may see fit to vote to alter the EUL Distribution, for example.

The total supply of EUL is fixed for the first 4 years, after which EUL token holders may enact a governance
proposal to inflate the supply by a maximum 2.718% per yeatr. In that scenario, newly minted EUL will enter

circulation via the Treasury.




Circulating Supply

The approximate schedule for the circulating supply of EUL is shown below.

Circulating Supply

)
A
2
=




Distribution

Learn more about how EUL is distributed to protocol users to decentralise
governance

Introduction

In order to progressively decentralise governance of the Euler Protocol, EUL will be distibuted to protocol
users over a period of (approx) 4 years. See how much EUL is being distributed today here.

The distribution programme is broken down into cycles called epochs.On Euler, you can be eligible to
receive EUL by either staking your lending positions (eTokens) to Euler staking contract or by borrowing one
of the incentivized assets, which have been determined either by governance or by the staking gauge
system.

How it Works

The amount of EUL each borrower receives is proportional to the time-weighted amount of debt they held of
an asset within the epoch. For example, if 50 EUL are to be distributed to the DAI market in epoch 3, and if
Alice borrows 10 DAl for 1 day, and Bob borrows 5 DAI for 2 days, then at the end of the epoch, and after the
merkle-root update (typically takes a few hours), they will both be able to claim an equal share of 25 EUL.

The same logic applies to the lenders that stake their eTokens to one of the Euler staking contracts. For
example, if 50 EUL are to be distributed to the USDC staking pool in epoch 3, and if Alice stakes 10 eUSDC
for 1 day, and Bob stakes 5 eUSDC for 2 days, they will both be able to claim an equal share of 25 EUL at
any time.

How to Claim

Users with an EUL distribution allocation can navigate to the rop right of the Ul and click the 'Claim' button.
That will open a dialogue box, showing a user's projected EUL distribution after the current epoch has
completed. This will tick up second-by-second as a user accrues more time-weighted borrowing. The
pending balance below that shows EUL tokens already distributed to the user but which remain in the
distribution smart contract unclaimed. Users can click the Claim button in the bottom right of the dialogue to
transfer those tokens to their wallet.


https://app.euler.finance/gauges
https://docs.euler.finance/developers/getting-started/architecture#etoken

Distribution

z EUL
Euler Finance

About

Your Wallet

Distribution



Epochs

Learn more about the phases of the EUL Distribution Programme

Introduction

The EUL Distribution Programme has two phases. Epoch 0, in which governance tokens were distributed to
early protocol users retroactively; and Epoch 1-96, in which governance tokens are distributed on an
ongoing basis to active users of the protocol.

Epoch 0

Epoch 0 covers the 3 month period from 26/11/2021 to 21/03/2022 during which Euler protocol was in a soft-
launch mode. Users were experimenting with the protocol in a risk-minimised manner.

Implementation

Lenders and borrowers using the protocol during this period were allocated a share of 1% of the total
supply of EUL as a one-off retroactive distribution.

The distribution took place as follows:

1. A snapshot of all users on the protocol was taken at block 14,430,000.

2. Atotal of 271,828 EUL (1% of the total supply) was distributed to anyone interacting with the protocol
upto that point.

3. The distribution amount per address was calculated as follows:

e 2/3 of the issuance was distributed proportionally based on the time-weighted* average USD value
of the deposits and borrows in the mentioned time frame.

e 1/3 of the total issuance is distributed evenly amongst all the unique addresses that interacted with
the protocol in the mentioned time frame.

*For simplicity, the accrued interest on deposits and borrows was neglected.

In conclusion, 3407 unique addresses received at least 26.59 EUL tokens plus an individual amount
proportional to the time-weighted average USD value of their deposits and borrows. See here for the final
allocations.

Epochs 1-96

Epochs 1-96 cover the period from 21/03/2022 to 17/12/2025 during which Euler will progressively
decentralise.

Initial Implementation


https://docs.google.com/spreadsheets/d/1jTECkKiMDMvj1UdaU0AEFfhW8IN0SiBfkNFYpTdWIfo/edit#gid=0

Borrowers using the protocol during this period will be allocated EUL via a rolling merkle distribution. The
amount distributed each epoch will follow a non-linear schedule (see below).

Within each market, borrowers will receive an EUL distribution proportional to their time-weighted borrowing
on that market. The amount of EUL allocated to each market every epoch will be determined by EUL token
holders (see Gauges).

Users will be able to claim their EUL governance tokens after an epoch has completed by using the 'Claim’

button at https://app.euler.finance/.

Updates

elP 24

The DAO voted to alter the initial EUL Distribution Programme. Beginning epoch 18, the DAO began
allocating a fixed amount of 40,000 EUL each epoch to the Gauges to be voted on each epoch by existing
EUL token holders, with an additional 15,000 EUL allocated evenly to lenders of USDC, USDT, and WETH
for a trial period of 6 epochs.

elP29

Creation of an Euler boosted USDC/DAI/USDT pool that is allocated 5,000 EUL as voting incentives every
two weeks. This would run for a trial period of three months.

elP51

Proposal to change distribution as follows:

9,000 EUL per epoch to stakers of WETH market.

5,000 EUL per epoch to stakers of USDC market.

1,000 EUL per epoch to stakers of USDT market.

8,000 EUL per epoch via gauges to borrowers on each of USDC, WETH, and WStETH

8,000 EUL per epoch shared proportionally among assets with Chainlink oracle

Schedule

The following table outlines the block numbers for previous and forthcoming epochs.


https://app.gitbook.com/o/-MJloiaY-UMc3SjaxzA6/s/-MJlqpE4apPrZurt7BNr/~/changes/8TZLu5aIjb41difegSzr/governance/gauges
https://app.euler.finance/
https://snapshot.org/#/eulerdao.eth/proposal/0x7e65ffa930507d9116ebc83663000ade6ff93fc452f437a3e95d755ccc324f93
https://app.gitbook.com/o/-MJloiaY-UMc3SjaxzA6/s/-MJlqpE4apPrZurt7BNr/~/changes/8TZLu5aIjb41difegSzr/governance/gauges
https://snapshot.org/#/eulerdao.eth/proposal/0x8f046317b789af0de687334356a63005c2e213beb446ff620e43e5f356020c3e
https://snapshot.org/#/eulerdao.eth/proposal/0x551f9e6f3fba50a0fc2c69e361f7a81979189aa7f0ed923a1873bd578896942b

Epoch

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

26

Block Number

14,430,000

14,530,000

14,630,000

14,730,000

14,830,000

14,930,000

15,030,000

15,130,000

15,230,000

15,330,000

15,430,000

15,530,000

15,630,000

15,730,000

15,830,000

15,930,000

16,030,000

16,130,000

16,230,000

16,330,000

16,430,000

16,530,000

16,630,000

16,730,000

16,830,000

16,930,000

17,030,000

EUL Distribution

271,828.18

36,915.69

37,673.39

38,531.30

39,501.78

40,598.43

41,836.14

43,231.14

44,800.97

46,564.39

48,541.27

50,752.38

53,219.03

55,962.62

59,004.03

62,362.78

66,056.03

70,097.30

elP24

55000

55000

55000

55000

55000

elP29 & elP51

52000

52000



27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

17,130,000

17,230,000
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Gauges

Learn about how Euler enables community-selected markets to receive a governance
token distribution

Introduction

The Euler community helps to determine which markets receive an EUL distribution through the use of
staking gauges. EUL token holders can visit the Gauge page on the app Ul and stake their tokens against a
particular market to indicate their preference for that market receiving an EUL distribution in future epochs.

Good to know

As it stands, users cannot vote on DAO proposals if they participate in gauge voting. Only users with EUL
can direct further EUL emissions. You can remove your EUL at any point from the gauge to distribute further
EUL emissions.

For an emissions schedule of EUL, please see the Epochs page.


https://app.euler.finance/gauges

Staking

Learn about how Euler rewards different assets with lending incentives

Staking on Euler is based on Synthetix’s staking contracts. This is an overhaul to Euler’s gauge system,
which thanks to elP51 is modified from its previous iteration coming into effect with the arrival of Epoch 24.

To stake an asset and receive some of the EUL being distributed, users should stake their eTokens into the
staking contract.

Should you please, you can immediately unstake your tokens at any time and the accrued EUL earnings will
be instantly claimable. There is no lockup period for this staking process.

According to elP51, the DAO has made the decision to keep the staking rewards program running
indefinitely, unless another vote is held to terminate the program. The staking contracts will receive EUL
tokens distributed in the following manner:

e 9,000 EUL per epoch to stakers of WETH market.
e 5,000 EUL per epoch to stakers of USDC market.
e 1,000 EUL per epoch to stakers of USDT market.

Considerations

While these eTokens are held in the staking contract, users should be aware that they cannot collateralise
loans. You cannot borrow against tokens that are earning these EUL in the staking contract.

Make sure when depositing assets into the staking contract that if you have any outstanding liabilities, they
are adequately collateralised AFTER you have deposited your USDC/USDT/WETH. Your account will be
flagged for liquidation otherwise.


https://snapshot.org/#/eulerdao.eth/proposal/0x551f9e6f3fba50a0fc2c69e361f7a81979189aa7f0ed923a1873bd578896942b
https://docs.euler.finance/eul/distribution-1
https://docs.euler.finance/developers/getting-started/architecture#etoken-less-than-greater-than-dtoken-symmetry
https://snapshot.org/#/eulerdao.eth/proposal/0x551f9e6f3fba50a0fc2c69e361f7a81979189aa7f0ed923a1873bd578896942b
https://docs.euler.finance/getting-started/white-paper#liquidations

Developers



Getting Started



Contract Integration Guide

Find out how to start working with the Euler smart contracts

Modules

The Euler protocol is a collection of smart contracts connected together with a module system. Each module
handles specific areas of the protocol, so depending on what you want to do, you will interact with several
different contract addresses.

Some modules are global, for example:

e markets: Activating markets, enter/exiting markets, and querying various market-related information.
e exec: Batch requests, liquidity deferrals (ie, flash loans)

e liquidation: Seizure of assets for users in violation
Other modules are asset-specific:

e eTokens: ERC20-compatible tokens that represent assets

e dTokens: ERC20-compatible tokens that represent liabilities

Deposit and withdraw

In order to invest an asset to earn interest, you need to deposit into an eToken.


https://docs.euler.finance/developers/getting-started/contract-reference#ieulermarkets
https://docs.euler.finance/developers/getting-started/contract-reference#ieulerexec
https://docs.euler.finance/developers/getting-started/contract-reference#ieulerliquidation
https://docs.euler.finance/developers/getting-started/contract-reference#ieuleretoken
https://docs.euler.finance/developers/getting-started/contract-reference#ieulerdtoken

// Approve the main euler contract to pull your tokens:
IERC20(underlying).approve(EULER_MAINNET, type(uint).max);

// Use the markets module:
IEulerMarkets markets = IEulerMarkets(EULER_MAINNET_MARKETS);

// Get the eToken address using the markets module:
IEulerEToken eToken = IEulerEToken(markets.underlyingToEToken(underlying));

// Deposit 5.25 underlying tokens (assuming 18 decimal places)
// The "0" argument refers to the sub-account you are depositing to.
eToken.deposit(0, 5.25e18);

eToken.balanceOf(address(this));
// -> internal book-keeping value that doesn't increase over time

eToken.balanceOfUnderlying(address(this));
// -> 5.25e18
// ... but check back next block to see it go up (assuming there are borrowers)

// Later on, withdraw your initial deposit and all earned interest:
eToken.withdraw(®, type(uint).max);

Borrow and repay

If you would like to borrow an asset, you must have sufficient collateral, and be "entered" into the collateral's
market.



// Use the markets module:
IEulerMarkets markets = IEulerMarkets(EULER_MAINNET_MARKETS);

// Approve, get eToken addr, and deposit:

IERC20(collateral).approve(EULER_MAINNET, type(uint).max);

IEulerEToken collateralEToken = IEulerEToken(markets.underlyingToEToken(collateral));
collateralEToken.deposit(0, 100e18);

// Enter the collateral market (collateral's address, *not* the eToken address):
markets.enterMarket (@, collateral);

// Get the dToken address of the borrowed asset:
IEulerDToken borrowedDToken = IEulerDToken(markets.underlyingToDToken(borrowed));

// Borrow 2 tokens (assuming 18 decimal places).

// The 2 tokens will be sent to your wallet (ie, address(this)).
// This automatically enters you into the borrowed market.
borrowedDToken.borrow(0, 2e18);

borrowedDToken.balanceOf (address(this));
// -> 2e18
// ... but check back next block to see it go up

// Later on, to repay the 2 tokens plus interest:
IERC20(borrowed) .approve(EULER_MAINNET, type(uint).max);
borrowedDToken.repay (0, type(uint).max);

Flash loans

Euler has flash loans built-in as an integral component of the protocol. There are three ways to take a flash
loan, a low-level Euler-specific way, a way that uses an EIP-3156 compatible flash-loan adaptor, and a gas-
efficient direct interface.

Low-level Flash Loans

The low-level way to take a flash loan is to defer the liquidity check for your account. The Euler contract will
call back into your contract, where you can perform operations like borrow( ) withoutworrying about
liquidity violations. As long as your callback leaves the account in a non-violating state, the transaction will
complete successfully.

Since Euler only charges interest for a loan when itis held for a non-zero amount of time, this results in fee-
less flash loans.

Here is an example contract that demonstrates this:


https://eips.ethereum.org/EIPS/eip-3156

contract MyFlashLoanContract {
struct MyCallbackData {
uint whatever;

function somethingThatNeedsFlashLoan() {
// Setup whatever data you need
MyCallbackData memory data;
data.whatever = 1234;

// Disable the liquidity check for "this" and call-back into onDeferredLiquidityCheck
IExec(exec).deferLiquidityCheck(address(this), abi.encode(data));

function onDeferredLiquidityCheck(bytes memory encodedData) external override {
MyCallbackData memory data = abi.decode(encodedData, (MyCallbackData));

// Borrow 10 tokens (assuming 18 decimals):
IEulerDToken(borrowedDToken).borrow(@, 10el8);

// ... do whatever you need with the borrowed tokens ...
// Repay the 10 tokens:

IERC20(borrowed) .approve (EULER_MAINNET, type(uint).max);
IEulerDToken(borrowedDToken).repay(0, 10e18);

encodedData is a pass-through parameter that lets you transfer data to your callback without requiring
storage writes.
EIP-3156 Flash Loans

There is also an adaptor smart contract that exposes Euler's flash loan functionality as an EIP-3156
compatible API.

The smart contract addresses are: mainnet, goerli.

Examples of how to use the adaptor can be found in the EIP documentation, as well as the Euler test suite.
The fee value is always 0.

Gas-Efficient Direct Flash Loans

As of elP-14, DTokens also supporta flashLoan method. In most cases, this is now the recommended
way to perform a pure flash loan. Itis simpler and consumes less gas than either of the above methods.

To use this, your contract should implementthe IFlashLoan interface:


https://eips.ethereum.org/EIPS/eip-3156
https://etherscan.io/address/0x07df2ad9878F8797B4055230bbAE5C808b8259b3
https://goerli.etherscan.io/address/0xA119432BE658449C315E0a1054eab8a9057DE280
https://github.com/euler-xyz/euler-contracts/blob/master/contracts/test/FlashLoanAdaptorTest.sol
https://forum.euler.finance/t/eip-14-contract-upgrades/305

interface IFlashLoan {

function onFlashLoan(bytes memory data) external;

When you wish to perform a flash loan, your contract should invoke the flashLoan function on the
DToken that corresponds to the asset you wish to borrow:

function flashLoan(uint amount, bytes calldata data) external;

The DToken contract will transfer the requested amount of tokens to your contract address (decimals are
the same as in the external token contract -- no normalisation needed), and then invoke your contract's
onFlashLoan function. The data parameter you specify is passed to the callback unchanged, which
allows you to pass extra data to your contract without requiring expensive storage writes.

Note that any address could call onFlashLoan on your contract at any time. You may want to ensure that
msg.sender isthe Euler contract's address, or use some other kind of authentication scheme.

Your contract is expected to repay amount back to the Euler contract (which will be msg.sender ) within
the onFlashLoan function.

Here is an example:

import "IEuler.sol";

contract MyContract {
function myFunction() external {
require(msg.sender == myAdminAddress, "not allowed");
IEulerDToken dToken = IEulerDToken(markets.underlyingToDToken(underlying));
dToken.flashLoan(amount, abi.encode(underlying, amount));

function onFlashLoan(bytes memory data) external {
require(msg.sender == EulerAddrsMainnet.euler, "not allowed");
(address underlying, uint amount) = abi.decode(data, (address, uint));

7Y ooc

IERC20(underlying).transfer(msg.sender, amount); // repay



Contract Reference

IEuler

Main storage contract for the Euler system

moduleldTolmplementation

Lookup the current implementation contract for a module
function moduleIdToImplementation(uint moduleId) external view returns (address);

Parameters:
¢ moduleld: Fixed constant that refers to a module type (ie MODULEID__ ETOKEN)
Returns:

e Aninternal address specifies the module's implementation code

moduleldToProxy

Lookup a proxy that can be used to interact with a module (only valid for single-proxy modules)
function moduleIdToProxy(uint moduleId) external view returns (address);

Parameters:
e moduleld: Fixed constant that refers to a module type (ie MODULEID__ MARKETS)
Returns:

e An address that should be cast to the appropriate module interface, ie
IEulerMarkets(moduleldToProxy(2))

AssetConfig

Euler-related configuration for an asset



struct AssetConfig {
address eTokenAddress;
bool borrowIsolated;
uint32 collateralFactor;
uint32 borrowFactor;

uint24 twapwindow;

IEulerMarkets

Activating and querying markets, and maintaining entered markets lists

activateMarket

Create an Euler pool and associated EToken and DToken addresses.

function activateMarket(address underlying) external returns (address);

Parameters:

¢ underlying: The address of an ERC20-compliant token. There must be an initialised uniswap3 pool for
the underlying/reference asset pair.

Returns:

e The created EToken, or the existing EToken if already activated.

activatePToken

Create a pToken and activate it on Euler. pTokens are protected wrappers around assets that prevent
borrowing.

function activatePToken(address underlying) external returns (address);

Parameters:

¢ underlying: The address of an ERC20-compliant token. There must already be an activated market on
Euler for this underlying, and it must have a non-zero collateral factor.

Returns:

e The created pToken, or an existing one if already activated.

underlyingToEToken



Given an underlying, lookup the associated EToken

function underlyingToEToken(address underlying) external view returns (address);

Parameters:

e underlying: Token address

Returns:

e EToken address, or address(0) if not activated

underlyingToDToken

Given an underlying, lookup the associated DToken

function underlyingToDToken(address underlying) external view returns (address);

Parameters:

¢ underlying: Token address

Returns:

e DToken address, or address(0) if not activated

underlyingToPToken

Given an underlying, lookup the associated PToken

function underlyingToPToken(address underlying) external view returns (address);

Parameters:

¢ underlying: Token address

Returns:

e PToken address, or address(0) if it doesn't exist

underlyingToAssetConfig

Looks up the Euler-related configuration for a token, and resolves all default-value placeholders to their
currently configured values.



function underlyingToAssetConfig(address underlying) external view returns (IEuler.AssetConfi

Parameters:

¢ underlying: Token address

Returns:

e Configuration struct

underlyingToAssetConfigUnresolved

Looks up the Euler-related configuration for a token, and returns it unresolved (with default-value
placeholders)

function underlyingToAssetConfigUnresolved(address underlying) external view returns (IEuler.,

Parameters:

¢ underlying: Token address

Returns:

e config: Configuration struct

eTokenToUnderlying

Given an EToken address, looks up the associated underlying

function eTokenToUnderlying(address eToken) external view returns (address underlying);

Parameters:

e eToken: EToken address

Returns:

¢ underlying: Token address

dTokenToUnderlying

Given a DToken address, looks up the associated underlying



function dTokenToUnderlying(address dToken) external view returns (address underlying);

Parameters:

e dToken: DToken address

Returns:

¢ underlying: Token address

eTokenToDToken

Given an EToken address, looks up the associated DToken

function eTokenToDToken(address eToken) external view returns (address dTokenAddr);

Parameters:

e eToken: EToken address

Returns:

e dTokenAddr: DToken address

interestRateModel

Looks up an asset's currently configured interest rate model

function interestRateModel(address underlying) external view returns (uint);

Parameters:

¢ underlying: Token address

Returns:

e Module ID that represents the interest rate model (IRM)

interestRate

Retrieves the current interest rate for an asset

function interestRate(address underlying) external view returns (int96);



Parameters:

e underlying: Token address

Returns:

e The interest rate in yield-per-second, scaled by 10**27

interestAccumulator

Retrieves the current interest rate accumulator for an asset

function interestAccumulator(address underlying) external view returns (uint);

Parameters:

¢ underlying: Token address

Returns:

e An opaque accumulator that increases as interest is accrued

reserveFee

Retrieves the reserve fee in effect for an asset

function reserveFee(address underlying) external view returns (uint32);

Parameters:

¢ underlying: Token address

Returns:

e Amount of interest that is redirected to the reserves, as a fraction scaled by RESERVE_FEE_SCALE
(4€9)

getPricingConfig

Retrieves the pricing config for an asset

function getPricingConfig(address underlying) external view returns (uintl16 pricingType, uint:

Parameters:



e underlying: Token address

Returns:

e pricingType: (1=pegged, 2=uniswap3, 3=forwarded, 4=chainlink)

¢ pricingParameters: If uniswap3 pricingType then this represents the uniswap pool fee used, if chainlink
pricing type this represents the fallback uniswap pool fee or 0 if none

e pricingForwarded: If forwarded pricingType then this is the address prices are forwarded to, otherwise
address(0)

getChainlinkPriceFeedConfig

Retrieves the Chainlink price feed config for an asset

function getChainlinkPriceFeedConfig(address underlying) external view returns (address chain.

Parameters:

¢ underlying: Token address

Returns:

¢ chainlinkAggregator: Chainlink aggregator proxy address

getEnteredMarkets

Retrieves the list of entered markets for an account (assets enabled for collateral or borrowing)

function getEnteredMarkets(address account) external view returns (address[] memory);

Parameters:

e account: User account

Returns:

e List of underlying token addresses

enterMarket

Add an asset to the entered market list, or do nothing if already entered

function enterMarket(uint subAccountId, address newMarket) external;



Parameters:

e subAccountld: O for primary, 1-255 for a sub-account

e newMarket: Underlying token address

exitMarket

Remove an asset from the entered market list, or do nothing if not already present

function exitMarket(uint subAccountId, address oldMarket) external;

Parameters:

e subAccountld: O for primary, 1-255 for a sub-account

e oldMarket: Underlying token address

IEulerExec

Batch executions, liquidity check deferrals, and interfaces to fetch prices and account liquidity

LiquidityStatus

Liquidity status for an account, either in aggregate or for a particular asset

struct LiquidityStatus {
uint collateralvalue;
uint liabilityValue;
uint numBorrows;
bool borrowIsolated;

AssetLiquidity

Aggregate struct for reporting detailed (per-asset) liquidity for an account

struct AssetLiquidity {
address underlying;
LiquidityStatus status;

EulerBatchitem

Single item in a batch request



struct EulerBatchItem {

bool allowError;
address proxyAddr;
bytes data;

EulerBatchltemResponse

Single item in a batch response

struct EulerBatchItemResponse {
bool success;
bytes result;

BatchDispatchSimulation

Error containing results of a simulated batch dispatch

error BatchDispatchSimulation(EulerBatchItemResponse[] simulation);

liquidity

Compute aggregate liquidity for an account

function liquidity(address account) external view returns (LiquidityStatus memory status);

Parameters:

e account: User address

Returns:

e status: Aggregate liquidity (sum of all entered assets)

detailedLiquidity

Compute detailed liquidity for an account, broken down by asset

function detailedLiquidity(address account) external view returns (AssetLiquidity[] memory as

Parameters:



e account: User address
Returns:

e assets: List of user's entered assets and each asset's corresponding liquidity

getPrice

Retrieve Euler's view of an asset's price

function getPrice(address underlying) external view returns (uint twap, uint twapPeriod);

Parameters:
¢ underlying: Token address
Returns:

e twap: Time-weighted average price

e twapPeriod: TWAP duration, either the twapWindow value in AssetConfig, or less if that duration not
available

getPriceFull

Retrieve Euler's view of an asset's price, as well as the current marginal price on uniswap

function getPriceFull(address underlying) external view returns (uint twap, uint twapPeriod, |

Parameters:
¢ underlying: Token address
Returns:

e twap: Time-weighted average price

e twapPeriod: TWAP duration, either the twapWindow value in AssetConfig, or less if that duration not
available

e currPrice: The current marginal price on uniswap3 (informational: not used anywhere in the Euler
protocol)

deferLiquidityCheck

Defer liquidity checking for an account, to perform rebalancing, flash loans, etc. msg.sender must implement
IDeferredLiquidityCheck



function deferLiquidityCheck(address account, bytes memory data) external;

Parameters:

e account: The account to defer liquidity for. Usually address(this), although not always

e data: Passed through to the onDeferredLiquidityCheck() callback, so contracts don't need to store
transient data in storage

batchDispatch

Execute several operations in a single transaction

function batchDispatch(EulerBatchItem[] calldata items, address[] calldata deferLiquidityChec

Parameters:

e jtems: List of operations to execute

e deferLiquidityChecks: List of user accounts to defer liquidity checks for

batchDispatchSimulate

Call batch dispatch, but instruct it to revert with the responses, before the liquidity checks.

function batchDispatchSimulate(EulerBatchItem[] calldata items, address[] calldata deferLiqui

Parameters:

e jtems: List of operations to execute

o deferLiquidityChecks: List of user accounts to defer liquidity checks for

trackAverageLiquidity

Enable average liquidity tracking for your account. Operations will cost more gas, but you may get additional
benefits when performing liquidations

function trackAveragelLiquidity(uint subAccountId, address delegate, bool onlyDelegate) externi

Parameters:



e subAccountld: subAccountld O for primary, 1-255 for a sub-account.

o delegate: An address of another account that you would allow to use the benefits of your account's
average liquidity (use the null address if you don't care about this). The other address must also
reciprocally delegate to your account.

e onlyDelegate: Set this flag to skip tracking average liquidity and only set the delegate.

unTrackAverageLiquidity

Disable average liquidity tracking for your account and remove delegate

function unTrackAveragelLiquidity(uint subAccountId) external;

Parameters:

e subAccountld: subAccountld O for primary, 1-255 for a sub-account

getAverageLiquidity

Retrieve the average liquidity for an account

function getAveragelLiquidity(address account) external returns (uint);

Parameters:
e account: User account (xor in subAccountld, if applicable)
Returns:

e The average liquidity, in terms of the reference asset, and post risk-adjustment

getAverageLiquidityWithDelegate

Retrieve the average liquidity for an account or a delegate account, if set

function getAveragelLiquidityWithDelegate(address account) external returns (uint);

Parameters:
e account: User account (xor in subAccountld, if applicable)
Returns:

e The average liquidity, in terms of the reference asset, and post risk-adjustment



getAverageLiquidityDelegateAccount

Retrieve the account which delegates average liquidity for an account, if set

function getAveragelLiquidityDelegateAccount(address account) external view returns (address);

Parameters:

e account: User account (xor in subAccountld, if applicable)

Returns:

e The average liquidity delegate account

pTokenWrap

Transfer underlying tokens from sender's wallet into the pToken wrapper. Allowance should be set for the
euler address.

function pTokenWrap(address underlying, uint amount) external;

Parameters:

e underlying: Token address

e amount: The amount to wrap in underlying units

pTokenUnWrap

Transfer underlying tokens from the pToken wrapper to the sender's wallet.

function pTokenUnWrap(address underlying, uint amount) external;

Parameters:

e underlying: Token address

e amount: The amount to unwrap in underlying units

usePermit

Apply EIP2612 signed permit on a target token from sender to euler contract

function usePermit(address token, uint256 value, uint256 deadline, uint8 v, bytes32 r, bytes3



Parameters:

e token: Token address

¢ value: Allowance value

e deadline: Permit expiry timestamp
e Vv:secp256kl signature v

e r:secp256kl signature r

e s:secp256kl signature s

usePermitAllowed

Apply DAl like (allowed) signed permit on a target token from sender to euler contract

function usePermitAllowed(address token, uint256 nonce, uint256 expiry, bool allowed, uint8 v

Parameters:

o token: Token address

e nonce: Sender nonce

e expiry: Permit expiry timestamp

¢ allowed: If true, set unlimited allowance, otherwise set zero allowance
e Vv:secp256kl signature v

e r:secp256kl signature r

s: secp256k1 signature s

usePermitPacked

Apply allowance to tokens expecting the signature packed in a single bytes param

function usePermitPacked(address token, uint256 value, uint256 deadline, bytes calldata signa

Parameters:

o token: Token address
e value: Allowance value
e deadline: Permit expiry timestamp

e signature: secp256k1 signature encoded as rsv

doStaticCall



Execute a staticcall to an arbitrary address with an arbitrary payload.

function doStaticCall(address contractAddress, bytes memory payload) external view returns (b

Parameters:

e contractAddress: Address of the contract to call

e payload: Encoded call payload

Returns:

e result: Encoded return data

IEulerEToken

Tokenised representation of assets

name

Pool name, ie "Euler Pool: DAI"

function name() external view returns (string memory);

symbol

Pool symbol, ie "eDAI"

function symbol() external view returns (string memory);

decimals

Decimals, always normalised to 18.

function decimals() external pure returns (uint8);

underlyingAsset

Address of underlying asset

function underlyingAsset() external view returns (address);

totalSupply



Sum of all balances, in internal book-keeping units (non-increasing)

function totalSupply() external view returns (uint);

totalSupplyUnderlying

Sum of all balances, in underlying units (increases as interest is earned)

function totalSupplyUnderlying() external view returns (uint);

balanceOf

Balance of a particular account, in internal book-keeping units (non-increasing)

function balanceOf(address account) external view returns (uint);

balanceOfUnderlying

Balance of a particular account, in underlying units (increases as interest is earned)

function balanceOfUnderlying(address account) external view returns (uint);

reserveBalance

Balance of the reserves, in internal book-keeping units (non-increasing)

function reserveBalance() external view returns (uint);

reserveBalanceUnderlying

Balance of the reserves, in underlying units (increases as interest is earned)

function reserveBalanceUnderlying() external view returns (uint);

convertBalanceToUnderlying

Convert an eToken balance to an underlying amount, taking into account current exchange rate

function convertBalanceToUnderlying(uint balance) external view returns (uint);

Parameters:



e balance: eToken balance, in internal book-keeping units (18 decimals)

Returns:

e Amountin underlying units, (same decimals as underlying token)

convertUnderlyingToBalance

Convert an underlying amount to an eToken balance, taking into account current exchange rate

function convertUnderlyingToBalance(uint underlyingAmount) external view returns (uint);

Parameters:
¢ underlyingAmount: Amount in underlying units (same decimals as underlying token)
Returns:

e eToken: balance, in internal book-keeping units (18 decimals)

touch

Updates interest accumulator and totalBorrows, credits reserves, re-targets interest rate, and logs asset
status

function touch() external;

deposit

Transfer underlying tokens from sender to the Euler pool, and increase account's eTokens

function deposit(uint subAccountId, uint amount) external;

Parameters:

e subAccountld: O for primary, 1-255 for a sub-account

e amount: In underlying units (use max uint256 for full underlying token balance)

withdraw

Transfer underlying tokens from Euler pool to sender, and decrease account's eTokens

function withdraw(uint subAccountId, uint amount) external;



Parameters:
e subAccountld: O for primary, 1-255 for a sub-account

e amount: In underlying units (use max uint256 for full pool balance)

mint

Mint eTokens and a corresponding amount of dTokens ("self-borrow")

function mint(uint subAccountId, uint amount) external;

Parameters:
e subAccountld: O for primary, 1-255 for a sub-account

e amount: In underlying units

burn

Pay off dToken liability with eTokens ("self-repay")

function burn(uint subAccountId, uint amount) external;

Parameters:

e subAccountld: O for primary, 1-255 for a sub-account

e amount: In underlying units (use max uint256 to repay the debt in full or up to the available underlying
balance)

approve

Allow spender to access an amount of your eTokens in sub-account O

function approve(address spender, uint amount) external returns (bool);

Parameters:
e spender: Trusted address

e amount: Use max uint256 for "infinite" allowance

approveSubAccount

Allow spender to access an amount of your eTokens in a particular sub-account



function approveSubAccount(uint subAccountId, address spender, uint amount) external returns

Parameters:

e subAccountld: O for primary, 1-255 for a sub-account
e spender: Trusted address

e amount: Use max uint256 for "infinite" allowance

allowance

Retrieve the current allowance

function allowance(address holder, address spender) external view returns (uint);

Parameters:
¢ holder: Xor with the desired sub-account ID (if applicable)

e spender: Trusted address

transfer

Transfer eTokens to another address (from sub-account 0)

function transfer(address to, uint amount) external returns (bool);

Parameters:
e to: Xor with the desired sub-account ID (if applicable)

e amount: In internal book-keeping units (as returned from balanceOf).

transferFromMax

Transfer the full eToken balance of an address to another

function transferFromMax(address from, address to) external returns (bool);

Parameters:

e from: This address must've approved the to address, or be a sub-account of msg.sender

e to: Xor with the desired sub-account ID (if applicable)



transferFrom

Transfer eTokens from one address to another

function transferFrom(address from, address to, uint amount) external returns (bool);

Parameters:

e from: This address must've approved the to address, or be a sub-account of msg.sender
e to: Xor with the desired sub-account ID (if applicable)

e amount: In internal book-keeping units (as returned from balanceOf).

donateToReserves

Donate eTokens to the reserves

function donateToReserves(uint subAccountId, uint amount) external;

Parameters:

e subAccountld: O for primary, 1-255 for a sub-account

e amount: In internal book-keeping units (as returned from balanceOf).

IEulerDToken

Tokenised representation of debts

name

Debt token name, ie "Euler Debt: DAI"

function name() external view returns (string memory);

symbol

Debt token symbol, ie "dDAI"

function symbol() external view returns (string memory);

decimals

Decimals of underlying



function decimals() external view returns (uint8);

underlyingAsset

Address of underlying asset

function underlyingAsset() external view returns (address);

totalSupply

Sum of all outstanding debts, in underlying units (increases as interest is accrued)

function totalSupply() external view returns (uint);

totalSupplyExact

Sum of all outstanding debts, in underlying units normalized to 27 decimals (increases as interest is
accrued)

function totalSupplyExact() external view returns (uint);

balanceOf

Debt owed by a particular account, in underlying units

function balanceOf(address account) external view returns (uint);

balanceOfExact

Debt owed by a particular account, in underlying units normalized to 27 decimals

function balanceOfExact(address account) external view returns (uint);

borrow

Transfer underlying tokens from the Euler pool to the sender, and increase sender's dTokens

function borrow(uint subAccountId, uint amount) external;

Parameters:



e subAccountld: O for primary, 1-255 for a sub-account

e amount: In underlying units (use max uint256 for all available tokens)

repay

Transfer underlying tokens from the sender to the Euler pool, and decrease sender's dTokens

function repay(uint subAccountId, uint amount) external;

Parameters:
e subAccountld: O for primary, 1-255 for a sub-account

e amount: In underlying units (use max uint256 for full debt owed)

flashLoan

Request a flash-loan. A onFlashLoan() callback in msg.sender will be invoked, which must repay the loan to
the main Euler address prior to returning.

function flashLoan(uint amount, bytes calldata data) external;

Parameters:

e amount: In underlying units

e data: Passed through to the onFlashLoan() callback, so contracts don't need to store transient data in
storage

approveDebt

Allow spender to send an amount of dTokens to a particular sub-account

function approveDebt(uint subAccountId, address spender, uint amount) external returns (bool)

Parameters:

e subAccountld: O for primary, 1-255 for a sub-account
e spender: Trusted address

e amount: In underlying units (use max uint256 for "infinite" allowance)

debtAllowance

Retrieve the current debt allowance



function debtAllowance(address holder, address spender) external view returns (uint);

Parameters:
¢ holder: Xor with the desired sub-account ID (if applicable)

e spender: Trusted address

transfer

Transfer dTokens to another address (from sub-account 0)

function transfer(address to, uint amount) external returns (bool);

Parameters:
e to: Xor with the desired sub-account ID (if applicable)

e amount: In underlying units. Use max uint256 for full balance.

transferFrom

Transfer dTokens from one address to another

function transferFrom(address from, address to, uint amount) external returns (bool);

Parameters:

¢ from: Xor with the desired sub-account ID (if applicable)
e to: This address must've approved the from address, or be a sub-account of msg.sender

e amount: In underlying units. Use max uint256 for full balance.

IEulerLiquidation

Liguidate users who are in collateral violation to protect lenders

LiquidationOpportunity

Information about a prospective liquidation opportunity



struct LiquidationOpportunity {
uint repay;
uint yield;
uint healthScore;

// 0Only populated if repay > 0:
uint baseDiscount;

uint discount;
uint conversionRate;

checkLiquidation

Checks to see if a liquidation would be profitable, without actually doing anything

function checkLiquidation(address liquidator, address violator, address underlying, address c

Parameters:

¢ liquidator: Address that will initiate the liquidation
¢ violator: Address that may be in collateral violation
e underlying: Token that is to be repayed

e collateral: Token that is to be seized
Returns:

¢ ligOpp: The details about the liquidation opportunity

liquidate

Attempts to perform a liquidation

function liquidate(address violator, address underlying, address collateral, uint repay, uint

Parameters:

¢ violator: Address that may be in collateral violation

¢ underlying: Token thatis to be repayed

e collateral: Token that is to be seized

e repay: The amount of underlying DTokens to be transferred from violator to sender, in units of underlying

¢ minYield: The minimum acceptable amount of collateral ETokens to be transferred from violator to
sender, in units of collateral



IEulerSwap

Trading assets on Uniswap V3 and 1inch V4 DEXs

SwapUniExactinputSingleParams

Params for Uniswap V3 exact input trade on a single pool

struct SwapUniExactInputSingleParams {
uint subAccountIdIn;
uint subAccountIdOut;
address underlyingIn;
address underlyingOut;
uint amountIn;
uint amountOutMinimum;
uint deadline;
uint24 fee;
uint160 sqrtPriceLimitX96;

Parameters:

e subAccountldin: subaccount id to trade from

e subAccountldOut: subaccountid to trade to

¢ underlyingin: sold token address

¢ underlyingOut: bought token address

e amountin: amount of token to sell

e amountOutMinimum: minimum amount of bought token
¢ deadline: trade must complete before this timestamp

e fee: uniswap pool fee to use

e sqrtPriceLimitX96: maximum acceptable price

SwapUniExactinputParams

Params for Uniswap V3 exact input trade routed through multiple pools

struct SwapUniExactInputParams {
uint subAccountIdIn;
uint subAccountIdOut;
uint amountlIn;
uint amountOutMinimum;
uint deadline;
bytes path; // list of pools to hop - constructed with uni SDK



Parameters:

e subAccountldin: subaccountid to trade from

e subAccountldOut: subaccountid to trade to

e underlyingln: sold token address

¢ underlyingOut: bought token address

e amountin: amount of token to sell

e amountOutMinimum: minimum amount of bought token
¢ deadline: trade must complete before this timestamp

e path: list of pools to use for the trade

SwapUniExactOutputSingleParams

Params for Uniswap V3 exact output trade on a single pool

struct SwapUniExactOutputSingleParams {
uint subAccountIdIn;
uint subAccountIdout;
address underlyingIn;
address underlyingOut;
uint amountOut;
uint amountInMaximum;
uint deadline;
uint24 fee;
uint160 sqrtPriceLimitX96;

Parameters:

e subAccountldin: subaccount id to trade from

e subAccountldOut: subaccountid to trade to

¢ underlyingln: sold token address

¢ underlyingOut: bought token address

e amountOut: amount of token to buy

¢ amountinMaximum: maximum amount of sold token
e deadline: trade must complete before this timestamp
o fee: uniswap pool fee to use

o sqrtPriceLimitX96: maximum acceptable price

SwapUniExactOutputParams

Params for Uniswap V3 exact output trade routed through multiple pools



struct SwapUniExactOutputParams {
uint subAccountIdIn;
uint subAccountIdOut;
uint amountoOut;
uint amountInMaximum;
uint deadline;
bytes path;

Parameters:

e subAccountldin: subaccount id to trade from

e subAccountldOut: subaccountid to trade to

¢ underlyingln: sold token address

e underlyingOut: bought token address

e amountOut: amount of token to buy

¢ amountinMaximum: maximum amount of sold token
e deadline: trade must complete before this timestamp

e path: list of pools to use for the trade

SwaplinchParams

Params for 1inch trade

struct SwaplInchParams {
uint subAccountIdIn;
uint subAccountIdOut;
address underlyingIn;
address underlyingOut;
uint amount;
uint amountOutMinimum;
bytes payload;

Parameters:



e subAccountldin: subaccountid to trade from

e subAccountldOut: subaccountid to trade to

¢ underlyingln: sold token address

e underlyingOut: bought token address

e amount: amount of token to sell

e amountOutMinimum: minimum amount of bought token

e payload: call data passed to 1inch contract

swapUniExactinputSingle

Execute Uniswap V3 exact input trade on a single pool

function swapUniExactInputSingle(SwapUniExactInputSingleParams memory params) external;

Parameters:

e params: struct defining trade parameters

swapUniExactinput

Execute Uniswap V3 exact input trade routed through multiple pools

function swapUniExactInput(SwapUniExactInputParams memory params) external;

Parameters:

e params: struct defining trade parameters

swapUniExactOutputSingle

Execute Uniswap V3 exact output trade on a single pool

function swapUniExactOutputSingle(SwapUniExactOutputSingleParams memory params) external;

Parameters:

e params: struct defining trade parameters

swapUniExactOutput

Execute Uniswap V3 exact output trade routed through multiple pools



function swapUniExactOutput(SwapUniExactOutputParams memory params) external;

Parameters:

e params: struct defining trade parameters
swapAndRepayUniSingle
Trade on Uniswap V3 single pool and repay debt with bought asset

function swapAndRepayUniSingle(SwapUniExactOutputSingleParams memory params, uint targetDebt)

Parameters:

e params: struct defining trade parameters (amountOut is ignored)

o targetDebt: amount of debt that is expected to remain after trade and repay (0 to repay full debt)

swapAndRepayUni

Trade on Uniswap V3 through multiple pools pool and repay debt with bought asset

function swapAndRepayUni(SwapUniExactOutputParams memory params, uint targetDebt) external;

Parameters:

e params: struct defining trade parameters (amountOut is ignored)

o targetDebt: amount of debt that is expected to remain after trade and repay (0 to repay full debt)

swaplinch

Execute 1Inch V4 trade

function swaplInch(SwaplInchParams memory params) external;

Parameters:

e params: struct defining trade parameters

IEulerSwapHub

Common logic for executing and processing trades through external swap handler contracts



SwapParams

Params defining a swap request

struct SwapParams {
address underlyingIn;
address underlyingOut;
uint mode;
uint amountIn;
uint amountoOut;
uint exactOutTolerance;
bytes payload;

swap

Execute a trade using the requested swap handler

function swap(uint subAccountIdIn, uint subAccountIdOut, address swapHandler, SwapParams memo

Parameters:

subAccountldin: sub-account holding the sold token. O for primary, 1-255 for a sub-account

subAccountldOut: sub-account to receive the bought token. 0 for primary, 1-255 for a sub-account

swapHandler: address of a swap handler to use

e params: struct defining the requested trade

swapAndRepay

Repay debt by selling another deposited token

function swapAndRepay(uint subAccountIdIn, uint subAccountIdOut, address swapHandler, SwapPar:i

Parameters:

e subAccountldin: sub-account holding the sold token. O for primary, 1-255 for a sub-account

e subAccountldOut: sub-account to receive the bought token. O for primary, 1-255 for a sub-account
e swapHandler: address of a swap handler to use

e params: struct defining the requested trade

e targetDebt: how much debt should remain after calling the function

IEulerPToken



Protected Tokens are simple wrappers for tokens, allowing you to use tokens as collateral without permitting
borrowing

name

PToken name, ie "Euler Protected DAI"

function name() external view returns (string memory);

symbol

PToken symbol, ie "pDAI"

function symbol() external view returns (string memory);

decimals

Number of decimals, which is same as the underlying's

function decimals() external view returns (uint8);

underlying

Address of the underlying asset

function underlying() external view returns (address);

balanceOf

Balance of an account's wrapped tokens

function balanceOf(address who) external view returns (uint);

totalSupply

Sum of all wrapped token balances

function totalSupply() external view returns (uint);

allowance

Retrieve the current allowance



function allowance(address holder, address spender) external view returns (uint);

Parameters:
¢ holder: Address giving permission to access tokens

e spender: Trusted address

transfer

Transfer your own pTokens to another address

function transfer(address recipient, uint amount) external returns (bool);

Parameters:
e recipient: Recipient address

e amount: Amount of wrapped token to transfer

transferFrom

Transfer pTokens from one address to another. The euler address is automatically granted approval.

function transferFrom(address from, address recipient, uint amount) external returns (bool);

Parameters:

e from: This address must've approved the to address
e recipient: Recipient address

e amount: Amount to transfer

approve

Allow spender to access an amount of your pTokens. It is not necessary to approve the euler address.

function approve(address spender, uint amount) external returns (bool);

Parameters:

e spender: Trusted address

e amount: Use max uint256 for "infinite" allowance



wrap

Convert underlying tokens to pTokens

function wrap(uint amount) external;

Parameters:

e amount: In underlying units (which are equivalent to pToken units)

unwrap

Convert pTokens to underlying tokens

function unwrap(uint amount) external;

Parameters:

e amount: In pToken units (which are equivalent to underlying units)

claimSurplus

Claim any surplus tokens held by the PToken contract. This should only be used by contracts.

function claimSurplus(address who) external;

Parameters:

e who: Beneficiary to be credited for the surplus token amount

IEulerEulDistributor

claim

Claim distributed tokens

function claim(address account, address token, uint claimable, bytes32[] calldata proof, addr:

Parameters:



account: Address that should receive tokens

token: Address of token being claimed (ie EUL)

proof. Merkle proof that validates this claim

stake: If non-zero, then the address of a token to auto-stake to, instead of claiming

IEulerEulStakes

staked

Retrieve current amount staked

function staked(address account, address underlying) external view returns (uint);

Parameters:

e account: User address

e underlying: Token staked upon

Returns:

e Amount of EUL token staked

StakeOp

Staking operation item. Positive amount means to increase stake on this underlying, negative to decrease.

struct StakeOp {
address underlying;
int amount;

stake

Modify stake of a series of underlyings. If the sum of all amounts is positive, then this amount of EUL will be
transferred in from the sender's wallet. If negative, EUL will be transferred out to the sender's wallet.

function stake(StakeOp[] memory ops) external;

Parameters:

e ops: Array of operations to perform



stakeGift

Increase stake on an underlying, and transfer this stake to a beneficiary

function stakeGift(address beneficiary, address underlying, uint amount) external;

Parameters:

e beneficiary: Who is given credit for this staked EUL
e underlying: The underlying token to be staked upon

e amount: How much EUL to stake

stakePermit

Applies a permit() signature to EUL and then applies a sequence of staking operations

function stakePermit(StakeOp[] memory ops, uint value, uint deadline, uint8 v, bytes32 r, byt

Parameters:

e ops: Array of operations to perform

e value: The value field of the permit message

¢ deadline: The deadline field of the permit message
e v: Signature field

e r: Signature field

s: Signature field



Architecture

Contract architecture

Module System

Except for a small amount of dispatching logic (see Euler.sol), the contracts are organised into
modules, which live in contracts/modules/ .

There are several reasons why modules are used:

e A proxy indirection layer which is used for dispatching calls from sub-contracts like ETokens and
DTokens (see below)

e Each token must have its own address to conform to ERC-20, even though all storage lives inside
the Euler contract

e Contract upgrades
e Modules can be upgraded, which can immediately upgrade all ETokens (for example)

¢ Avoid hitting the max contract size limitation of ~24kb

See the file contracts/Constants.sol forthe registry of module IDs. There are 3 categories of
modules:

¢ Single-proxy modules: These are modules that are only accessible by a single address. For example,
market activation is done by invoking a function on the single proxy for the Markets module.

e Multi-proxy modules: These are modules that have many addresses. For example, each EToken gets
an address, but any calls to them are dispatched to the single EToken module instance.

¢ Internal modules: These are modules that are called internally by the Euler system and don't have any
public proxies. These are only useful for their upgrade functionality, and the ability to stub in non-
production code during testing/development. Examples are the RiskManager and interest rate model
(IRM) modules.

Since modules are invoked by delegatecall, they should not have any storage-related initialisation in their
constructors. The only thing that should be done in their constructors is to initialise immutable variables,
since these are embedded into the contract's bytecode, not storage. Modules also should not define any
storage variables. In the rare cases they need private storage (ie interest rate model state), they should use
unstructured storage.

Proxies

Modules cannot be called directly. Instead, they must be invoked through a proxy. All proxies are
implemented by the same code: contracts/Proxy.sol . Thisis avery simple contract that forwards its
requests to the main Euler contract address, along with the original msg.sender. The call is done with a
normal call() , so the execution takes place within the Euler contract's storage context, not the proxy's.



Proxies contain the bare minimum amount of logic required for forwarding. This is because they are not
upgradeable. They should ideally be small so as to minimise gas costs since many of them will be deployed
(at least 2 per market activated).

The Euler contract ensures that all requests to it are from a known trusted proxy address. The only way that
addresses can become known trusted is when the Euler contract itself creates them. In this way, the original
msg.sender sent by the proxy can be trusted.

The only other thing that proxies do is to accept messages from the Euler contract that instruct them to issue
log messages. For example, if an EToken proxy's transfer method isinvoked,a Transfer event must
be logged from the EToken proxy's address, not the main Euler address.

One important feature provided by the proxy/module system is that a single storage context (ie the main
Euler contract) can have multiple possibly-colliding function ABI namespaces, which is not possible with
systems like a conventional upgradeable proxy, or the Diamond standard. For example, Euler provides
multiple ERC-20 interfaces but there is no worry that the balanceOf () methods of the ETokens and
DTokens (which necessarily have the same selector) will collide.

For more details on the proxy protocol see docs/proxy-protocol.md.

Dispatching

Other than the proxies, contracts/Euler.sol is the only other code that cannot be upgraded. Itis the
implementation of the main Euler contract. Essentially its only job is to be a placeholder address for the
Euler storage, andto delegatecall() tothe appropriate modules.

When itinvokes a module, contracts/Euler.sol:dispatch() appends some extra data onto the
end of the msg.data itreceives from the proxy:

e Its own view of msg.sender , which corresponds to the address of the proxy.

e The msgSender passed in from the (trusted) proxy, which corresponds to the original msg.sender
that invoked the proxy.

The reason it appends onto the end of the data is so that this extra information does not interfere with the
ABI decoding that is done by the module: Solidity's ABI decoder is tolerant of extra trailing data and will
ignore it. This allows us to use the module interfaces output from solc directly when communicating with
the proxies, while still allowing the functions to extract the proxy addresses and original msg.sender s as
seen by the proxies.

Since the modules are invoked by delegatecall() ,the proxy address is typically available to module
code as msg.sender ,sowhy is it necessary to pass this in to the modules? It's because batch requests
allow users to invoke methods without going through the proxies (see below).

Modules

Installer



The first module used is the installer module. This module is used to bootstrap install the rest of the
modules, and can later on be used to upgrade modules to add new features and/or fix bugs.

Currently the functions are gated so thatthe upgradeAdmin address is the only address that can upgrade
modules. However, the installer module itself is also upgradeable, so this logic can be restricted as we move
towards greater levels of decentralisation.

EToken

Every market has an EToken. This is the primary interface for the tokenisation of assets in the Euler
protocol:

e deposit: Transfer tokens from your wallet into Euler, and receive interest earning tokens in return.

e withdraw: Redeem your ETokens for the underlying tokens, which are transfered from Euler to your
wallet, along with any interest accrued.

Additionally, ETokens provide an ERC-20 compliant interface which allows you to transfer and approve
transfers of your ETokens, as is typical.

Like Compound, but unlike AAVE, these tokens have static balances. That is, accrued interest will not cause
the value returned from balanceOf to increase. Rather, that fixed balance entitles you to reclaim more
and more of the underlying asset as time progresses. Although the AAVE model is conceptually nicer,
experience has shown that increasing balance tokens causes a lot of pain to integrators. In particular, if you
transfer X ETokens into a pool contract and later withdraw that same X, you have not earned any interest
and the pool has some left over dust ETokens that typically aren't allocated to anyone.

A downside of the Compound model is that the values returned from balanceOf areininternal
bookkeeping units and don't really have any meaning to external users. There is of course a
balanceOfUnderlying method (hamed the same as Compound's method, which may become a
defacto standard) that returns the amount in terms of the underlying and does increase block to block.

DToken

Every market also has a DToken. This is the primary interface for the tokenisation of debts in the Euler
protocol:

e borrow: If you have sufficient collateral, Euler sends you the underlying tokens and issues you a
corresponding amount of debt tokens.

¢ repay: Transfer tokens from your wallet in order to burn the DTokens, which reduces your debt
obligation.

DTokens also implement a partially ERC-20 compliant interface. Unlike AAVE, where these are non-
transferrable, DTokens can be transferred. The permissioning logic is the opposite of ETokens: While you
can send your ETokens to anyone without their permission, with DTokens you can "take" anybody else's
DTokens without their permission (assuming you have sufficient collateral). Similarly, just as you can
approve another address to take some amount of your ETokens, you can use approveDebt () to grant
another account permission to send you some amount of DTokens.



The approveDebt () name was used instead of the ERC-20 approve() due to concerns that some
contracts might unintentionally allow themselves to receive "negative value" tokens.

As well as providing a flexible platform for debt trading and assignment, this system also permits easy
transferring of debt positions between sub-accounts (see below).

Unlike ETokens, DToken balances do increase block-to-block as interest is accrued. This means that in
order to pay off a loan in full, you should specify MAX_UINT256 as the amount to pay off, so that all interest
accrued at the point the repay transaction is mined gets repaid. Note that most Euler methods accept this
MAX_UINT256 value to indicate that the contract should determine the maximum amount you can
deposit/withdraw/borrow/repay at the time the transaction is mined.

In the code you will also see INTERNAL_DEBT_PRECISION . Thisis because DTokens are tracked at a
greater precision versus ETokens (27 decimals versus 18) so that interest compounding is more accurate.
However, to present a common external decimals amount, this internal precision is hidden from external
users of the contract. Note that these decimal place amounts remain the same even if the underlying token
uses fewer decimal places than 18 (see the Decimals Normalisation section below).

Markets

This module allows you to activate new markets on the Euler protocol. Any token can be activated, as long
as there exists a Uniswap 3 pair between it and the reference asset (WETH version 9 in the standard
deployment, although any 18-decimal token could be used).

It also allows you to enter/exit markets, which controls which of your ETokens are used as collateral for your
debts. This terminology was chosen deliberately to match Compound's, since many of our users will be
familiar with Compound already.

Unlike Compound which keeps both an array and a mapping for each user, we only keep an array. Upon
analysis we realised that almost every access to the mapping will be done inside a transaction that also
scans through the array (usually as a liquidity check) so the mapping was (nearly) redundant and we thus
could eliminate an SSTORE when entering a market. Furthermore, instead of a normal length-prefixed
storage array, we store the length in a packed slot that is loaded for other reasons. This saves an additional
SSTORE since we don't need to update the array length, and saves and SLOAD on every liquidity check
(more important post Berlin fork). Taking it one step further, there is also an optimisation where the first
entered market address is stored in a special variable that is packed together with this length.

Finally, the markets module allows external users to query for market configuration parameters (ie collateral
factors) and current states (ie interest rates).
RiskManager

This is an internal module, meaning itis only called by other modules, and does not have a proxy entry
point.



RiskManager is called when a market is activated, to get the default risk parameters for a newly created
market. Also, itis called after every operation that could affect a user's liquidity (withdrawal, borrow,
transferring E/DTokens, exiting a market, etc) to ensure that no liquidity violations have occurred. This logic
could be implemented in BaseLogic, and would be slightly more efficient if so, but then upgrading the risk
parameters would require upgrading nearly every other module.

In order to check liquidity, this module must retrieve prices of assets (see the Pricing section below).

Governance

This module lets a particular privileged address update market configuration parameters, such as the TWAP
intervals, borrow and collateral factors, and interest rate models.

Eventually this logic will be enhanced to support EUL-token driven governance.

Liquidation

This module implements the liquidations system (see below).

Exec

This module implements some of the more advanced ways of invoking the Euler contract (described futher
below):

e Batch requests

e Deferred liquidity checks

It also has an entry point for querying detailed information about an account's liquidity status.

Swap

This module allows users to swap their deposited underlying tokens on Uniswap V3 and linch DEXes.
Under the hood, the tokens are swapped directly from the pool, thus saving gas, which would normally be
spent to withdraw and deposit back the traded assets. From the user's perspective the swap will change the
balances of their eTokens.

Paired with deferred liquidity check (see below), the swap module allows users to put on one-click
leveraged long and short positions on any collateral vs collateral asset pairs and one-click leveraged short
positions on any collateral vs non-collateral pairs.

Available swap methods:

¢ all four methods of UniswapV3 SwapRouter

o full linch aggregator functionality, integrated through 1inch API

Note: The Swap module may become deprecated in favor of the new SwapHub module.

SwapHub


https://docs.uniswap.org/protocol/reference/periphery/SwapRouter
https://docs.1inch.io/docs/aggregation-protocol/api/swap-params/

This module is a redesigned version of the Swap module. The improvements include:

e modular architecture, easily extendible to support additional DEXs

e support for rebasing and fee-on-transfer tokens, like steTH

SwapHub doesn't execute trades on its own. It relies on external swap handlers, which can be created by
anyone and are not a part of the platform. The swap handlers are required to share a common interface,
namely an executeSwap function which takes a SwapParams struct with the requested trade options. It
is up to the user to select a swap handler to use by passing its address to the module's function calls. The
swap handlers receive a transfer of the sold token before being invoked, and are expected to return both the
bought tokens as well as any unused input. The module's only responsibility is to process the trade and
verify its results (tokens sold and received) fall within user specified bounds in terms of amounts requested
and slippage settings. To support exact output swaps for rebasing and fee-on-transfer tokens, itis possible
to set a maximum difference of tokens requested vs received: exactOutTolerance .

Swap handlers

Currently there are 3 swap handlers available in the Euler repository, executing trades on:

e Uniswap V3 through SwapRouter
e linch

e Uniswap V2 and V3 using Uniswap's smart order router

See Swap Handlers for more details.

Storage and Inheritance

Most of the modules inherit from BaselLogic which provides common lending logic related functionality.
This contract inherits from BaseModule , which inherits from Base , which inherits from Storage .

Almost all the functions in the Base modules are declared as private or internal. This is necessary so that
modules don't export unexpected functions, and also so that the solidity compiler can optimise away
unneeded functions (not all modules use all functions).

contracts/Storage.sol contains the storage layout thatis used by all modules. It is important that
this match, since all modules are called with delegatecall() from the Euler contract context.
Furthermore, itis important that upgrades preserve the storage ordering and offsets. The test
test/storage.js hasthe beginning of an implementation to take the Soldity compiler's storage layout
output and verify that it is consistent across upgrades. After we deploy our first version, we will "freeze" the
storage layout and encode thisinthe test/storage. js test.

Pricing

Euler uses Uniswap 3 as its default pricing oracle. In order to ensure that prices are not vulnerable to
shapshot manipulation, this requires using the time-weighted average price (TWAP) of a recent time period.


https://github.com/Uniswap/v3-periphery/blob/main/contracts/SwapRouter.sol
https://github.com/Uniswap/smart-order-router
https://github.com/euler-xyz/euler-docs/blob/master/developers/getting-started/swap-handlers.md

When a market is activated, the RiskManager calls increaseObservationCardinalityNext() on
the uniswap pool to increase the size of the uniswap oracle's ring buffer to a minimum size. By default this
size is 144, because this is on-average sufficient to satisfy a TWAP window of 30 minutes, assuming 12.5
second block times.

The Euler contracts will try to retrieve prices averaged over the per-instrument twapWindow parameter. If it
cannot be serviced because the oldest value in the ring buffer is too recent, it will use the oldest price
available (which we have ensured is at least 144 blocks old).

Our blog series describes our pricing system in more detail: https://medium.com/euler-xyz/prices-and-
oracles-2da0126a138

Chainlink prices

To support the assets that do not have a WETH pair on Uniswap 3 or the pair has insufficient liquidity to
provide secure TWAP oracle, Euler extended its pricing types to include Chainlink price feeds as the pricing
source.

Chainlink is the most used data provider in the industry. It has a very good reputation and provides secure
pricing feeds that are used by lending protocol industry leaders like Aave, Compound and others. Integration
with Chainlink on Euler brings a reduction of the protocol's dependency on Uniswap. It lowers the oracle
manipulation risks for those assets that have very little liquidity in WETH pair on Uniswap 3. Also, for all the
assets that have the Chainlink oracle set as a price source, it reduces the gas usage for all the operations
that require price fetching.

Learn more about Chainlink Price Feeds: https://docs.chain.link/docs/using-chainlink-reference-contracts/

Pegged prices

An exception to the Uniswap 3 and Chainlink pricing above is for assets that are equivalent to the reference
asset. These assets can have a pricing type of "pegged" which indicates their price is always 1:1 with the
reference asset. Currently the only asset that is pegged is the reference asset itself, which is WETH.

Price forwarding

Another exception is for assets that are equivalent to another asset, in which case the pricing can be
"forwarded". This is currently only used for pTokens.

Liquidity Deferrals

Normally, upon the completion of an operation that could fail due to a collateral violation (ie taking out a
loan, withdrawing ETokens, exiting a market), the user's liquidity must be checked. This is done immediately
after each operation by calling contracts/BaselLogic.sol:checkLiquidity() ,which callsthe
internal RiskManager module's requireLiquidity () which will revert the transaction if the account is
insufficiently collateralised.


https://medium.com/euler-xyz/prices-and-oracles-2da0126a138
https://docs.chain.link/docs/using-chainlink-reference-contracts/

However, this pattern causes some sequences of operations to fail unnecessarily. For example, a user must
deposit ETokens and enter the market first, before taking out a loan, even if this is done in the same atomic
transaction.

Furthermore, this can result in needless gas consumption. Consider a user taking out two loans in the same
transaction: If the liquidity is checked each time, that means two separate liquidity checks are done, each of
which requires accessing prices, looping over the entered markets list, and computing the liquidity (net of
assets and liabilities, converted to the reference asset, and scaled by corresponding collateral and borrow
factors).

Liquidity deferral is a general purpose solution to this. Users (which must be smart contracts, but see Batch
Requests below) can call the deferLiquidityCheck () function inthe Exec module. This function
disables all liquidity checking for a specified account, and then re-enters the caller by calling the
onDeferredLiquidityCheck() functionon msg.sender . While this callback is executing,
checkLiquidity () will not bother checking the liquidity for the specified account. After the function
returns, the liquidity will then be checked.

As well as gas optimisation, and normal use-cases like refinancing loans, this also allows users to take out
flash loans.

For flash loans in particular, the protocol provides an adaptor contract FlashLoan , which complies with
the ERC-3156 standard. The adaptor internally uses liquidity deferral to borrow tokens and additionally
requires that the loan is paid back in full within the transaction.

eToken <> dToken Symmetry

The primary operations on eTokens and dTokens are deposit/withdraw and borrow/repay, respectively.
However, there is another interface that in some ways is more fundamental: mint/burn. These operations
work on both eTokens and dTokens simultaneously. A mint operation creates both eTokens and dTokens in
equivalent amounts, and assigns both to the user. A burn operation destroys eTokens and dTokens in
equivalent amounts. These operations can be thought of as borrowing from yourself and repaying yourself.
Alternatively, eTokens and dTokens can be thought of as a sort of matter and anti-matter, appearing from
"nowhere" when minted (no underlying tokens required) and cancelling one another out of existence when
burned.

All of the primary operations can be re-conceptualised as variants of mint and burn. For example, if there
were no borrow function, it could be implemented in terms of a mint and a withdraw: the mint would create
both eTokens and dTokens, and then the withdraw would destroy the eTokens leaving just dTokens.

deposit: mint, repay

withdraw: borrow, burn

borrow: mint, withdraw

e repay: deposit, burn


https://medium.com/euler-xyz/prices-and-oracles-2da0126a138
https://eips.ethereum.org/EIPS/eip-3156

There are some practical advantages with the mint and burn operations. One of which is that it becomes
possible to repay a loan with eTokens instead of the underlying by burning a corresponding amount of
eTokens together with the dTokens from the loan. This may be useful when the underlying token is illiquid --
perhaps because it has been paused -- but there is still a market for eTokens (incidentally, the stability pools
described in the liquidation section are examples of eToken to eToken markets).

With the Swap module, Euler users can swap one eToken for another by performing an external swap on
Uniswap. This saves users gas by avoiding deposit/withdraw overhead. When combined with mint, allows
the construction of leveraged positions without any underlying token ever transiting user wallets.

Another area where the eToken/dToken symmetry is exposed is liquidations. Instead of the liquidator
sending borrowed tokens and receiving collateral, Euler's liquidation flow simply transfers borrowed
dTokens and collateral eTokens from the violator to the liquidator. The liquidator will typically withdraw the
collateral, exchange it, and then repay to destroy the dTokens, but this is not strictly necessary. The
liquidator could choose to retain the debt if, for example, there is insufficient available collateral tokens in the
pool, or the swapping conditions are temporarily sub-optimal.

Sub Accounts

In order to prevent a problem inherent with borrowing multiple assets using the same backing collateral, itis
sometimes necessary to "isolate" borrows. This is especially important for volatile and/or untrusted tokens
that shouldn't have the capability to affect more stable tokens.

Euler implements this borrow isolation to protect lenders. However, this can lead to a suboptimal user
experience. In the event a user wants to borrow multiple assets (and one or more are isolated), a separate
wallet must be created and funded. Although there is nothing wrong with having many metamask accounts,
this can be a bad experience, especially when they are using hardware wallets.

In order to improve on this, Euler supports the concept of sub-accounts. Every ethereum address has 256
sub-accounts on Euler (including the primary account). Each sub-account has a sub-account ID from 0-255,
where 0 is the primary account's ID. In order to compute the sub-account addresses, the sub-account ID is
treated asa uint and XORed (exclusive ORed) with the ethereum address.

Yes, this reduces the security of addresses by 8 bits, but creating multiple addresses in metamask also
reduces security: if somebody is trying to brute-force one of your N>1 private keys, they have N times as
many chances of succeeding per guess. Although it has to be admitted that the subaccount model is weaker
because finding a private key for a subaccount gives access to all subaccounts, but there is still a very
comfortable security margin.

You only need to approve Euler once per token, and then you can then deposit/repay into any of your sub-
accounts. No approvals are necessary to transfer assets or liabilities between sub-accounts. Operations can
also be done to mutiple sub-accounts within a single transaction by using batch requests (see below).

The Euler Ul will make it convenient to view at a glance the composition of your sub-accounts, and to
rebalance collateral as needed to maintain your debt positions.

Batch Requests



Sometimes itis useful to be able to do multiple operations within a single transaction. This can be useful to
reduce gas overhead by amortising the fixed transaction costs, especially if the operations involve multiple
writes to the same storage slots (post Istanbul fork) and/or multiple reads from the same storage slots (post
Berlin fork). It can also be useful to add atomicity to a sequence of operations (either they all succeed or they
all fail).

In Ethereum these benefits are available to smart contracts, but not EOAs (normal private/public keypair
accounts). This is unfortunate because many users can'twon't deploy smart contract wallets.

As a partial solution to this, the contracts/modules/Exec.sol:batchDispatch() function allows
a group of Euler interactions to be executed within a single blockchain transaction. This is a "partial”
solution since users cannot execute arbitrary logic in between the interactions, but is nonetheless sufficient
for a wide variety of use-cases.

For example, in order to provide collateral to Euler, two separate steps must occur: Depositing into the
EToken, and entering the market for that EToken. Rather than requiring users to make two separate
transactions, or implementing a hypothetical depositAndEnter () function (which would imply a
combinatorial explosion of method combinations), batch transactions can be employed.

Additionally, liquidity checks can be deferred on one or more accounts in a batch transaction. This can
provide significant gas cost savings and can allow flash-loan-like rebalancing without the need for a smart
contract. We are planning on implementing a built-in swap functionality that will convert one EToken to
another by performing a swap on Uniswap. This would be very gas-efficient since tokens do not need to be
moved from external wallets to and from Euler's wallet, and would also allow an easy way to create
leveraged positions, even for EOA users.

Reserves

Similar to Compound and AAVE, a proportion of the interest earned in a pool is collected by the protocol as
a fee. Euler again uses the same terminology as Compound, calling the aggregate amount of collected fees
the "reserve". These fees are controlled by governance, and may be paid out to EUL token holders, used to
compensate lenders should pools become insolvent, or applied to other uses that benefit the protocol.

Reserves provide a buffer of funds that can cover losses due to positions that are too small to liquidate, and
can also be a source of funds for governance to implement insurance, distribute to EUL stakers, or apply to
some other purpose that benefits the protocol.

Unlike Compound where the reserves are denominated in the underlying, Euler's reserves are stored in the
internal bookkeeping units that represent EToken balances. This means that they accrue interest over time,
as with any other EToken deposit. Of course, Compound governance could periodically choose to withdraw
their reserves and re-deposit them in the pool to earn this interest, but in Euler it happens automatically and
continuously. Similar to Euler, AAVE deposits earned reserve interest into a special treasury account that
owns the aTokens, however this is much less efficient than the special-cased reserves model of
Compound/Euler, involving several cross-contract calls. In Euler, the reserves overhead is primarily two
SSTORE operations, to slots that would be written to anyway.

When we issue "eTokens" to the reserve, it inflates the eToken supply (making them less valuable).
However, we only do this after we increase totalBorrows, ensuring that the inflation is less than what was
earned as interest, proportional to the reserve fee configured for that asset.



Derivation of Reserves Formulas

Compound

In Compound, the assets owned by CToken holders are the total "cash" (unallocated underlying units in the
pool) plus the total outstanding borrows (which increase as interest is accrued), minus the total reserves
(which are owned by Compound governance):

assetsCompound = totalCash + totalBorrows - totalReserves

Prior to most operations, the accruedInterest since the last operation is computed. In Compound, this
isaddedto totalBorrows ,and accruedInterest * reserveFactor isaddedto
totalReserves,resulting in new value for the assets:

newAssetsCompound = assets + accruedInterest - (accruedInterest * reserveFactor)

Compound's totalReserves isin units of the underlying, so it does not accrue interest, however
governance could vote to withdraw these reserves and re-deposit them in exchange for CTokens, which
would.

If totalSupply is the sum of the balances of all CToken holders, the exchange rate between these
CToken balances and the underlying token is:

newExchangeRateCompound = newAssetsCompound / totalSupply

Euler

After applying interest, the new exchange rate is the same for both Compound and Euler, although how it is
computed differs. Rather than deducting the reserve fees from the newAssets , Eulerincreases
totalSupply . So the new value for assets is computed as though no reserve fees were being deducted:

newAssetsEuler = assets + accruedInterest

In Euler, reserves are tracked in EToken units which means they earn interest automatically. When interest is
accrued itisaddedto totalBorrows inthe same way as Compound. But then, instead of adding the
collected feeto totalReserves (causing itto be deducted from newAssetsCompound ), a special
number of new ETokens are minted and credited to the reserves, which increases totalSupply . This
number of newly minted ETokens is selected so as to inflate the supply just enough to divert a
reserveFactor proportion of the interest away from EToken holders to the reserves.

In order to show that this results in the same exchange rate as Compound's method, we can derive the
algorithm that Euler uses to compute newTotalSupply using Compound's value:



newkExchangeRate = newAssetsEuler / newTotalSupply

newTotalSupply = newAssetsEuler / newExchangeRate

Substituting in Compound's value for newExchangeRate :

newTotalSupply = newAssetsEuler / (newAssetsCompound / totalSupply)

newTotalSupply = newAssetsEuler / ((assets + accruedInterest - (accruedInterest * reserveFact:

Simplifying:

newTotalSupply = totalSupply * newAssetsEuler / (newAssetsEuler - (accruedInterest * reserveF:

Finally, the reserve balance (denominated in ETokens) is increased by newTotalSupply -
totalSupply.

This is the algorithm used in the code, except for operation re-ordering done to avoid rounding truncation.

PTokens

"Protected" tokens exist to provide users the option to deposit tokens and use them as collateral, while not
permitting them to be loaned out. PTokens provide users with additional safety, at the expense of not earning
any interest on the deposited asset. PToken depositors don't need to worry about a pool becoming insolvent,
or that their assets will be loaned out when they wish to retrieve them.

Rather than applying this as universal setting on an asset, it is up to the user to decide whether they want to
protect their collateral. Since Euler only supports one eToken per underlying asset, a token wrapper contract
is used. Users first wrap their underlying tokens into pTokens, and then deposit these pTokens into Euler,
receiving "epTokens" which can then be used for collateral.

Another use-case of pTokens is to prevent tokens from being borrowed to perform governance-related
attacks. Because the borrowing-prevention check happens inside increaseBorrow() (and notin
checkLiquidity() ), pTokens cannot even be flash borrowed.

Interest rate models

FIXME: describe

Liquidations



Borrowers must maintain sufficient collateral in order to support their borrows. In particular, each account
must maintain a "health score" above 1. The health score is computed by dividing the account's risk-
adjusted collateral value by its risk-adjusted liability value. Since the collateral factor decreases the effective
value of the collateral, and the borrow factor increases the effective value of the liability, when the health
score is 1, then the account is still technically solvent (assets are worth more than liability), but the account
is said to be in "violation".

When an accountis in violation, the 1iquidate() method of the Liquidation module can be invoked by
anyone (except by the violating accountitself, to avoid aliasing bugs). The account invoking this method is
called the "liquidator". This method does two things:

1. Transfers some DTokens from the violator to the liquidator. This represents debt that is being taken over
by the liquidator.

2. Transfers some ETokens from the violator to the liquidator. This represents the collateral being seized
by the liquidator in exchange for taking the debt.

Because of the collateral and borrow factors, reducing the assets and liabilities in equal values (relative to
the reference asset ETH) will resultin a user's health score increasing (except in certain pathological
circumstances). The amount of DTokens/ETokens is selected to be just enough to return a user to a higher
health score, by default 1.25. This is what is referred to as a soft liquidation, in contrast with the simpler
method of liquidating a fixed proportion of the loan.

Since the liquidator is taking on debt, the liquidating account's liquidity must be checked after a liquidation.
Typically a liquidator will be a smart contract so it can atomically perform other operations in addition to the
liquidation, and in particular can defer the liquidity check to later in the same transaction, allowing "flash
liguidations".

Liquidation bots that wish to operate without capital requirements may follow the following pattern for
liguidations:

Defer liquidity check

Liquidate an account, receiving underlying DTokens and collateral ETokens

Withdraw enough of the collateral to repay the debt

Convert this collateral on a decentralised exchange such as Uniswap

Repay the debt, zeroing-out the DToken balance

At this point, there is no outstanding debt so the deferred liquidity check will succeed. Any left over ETokens
are profit, and can be held by the liquidation smart contract or transferred to another account.

Dynamic discounts

If the seized debt and collateral were each worth the same in terms of a reference asset (for example ETH),
then there would be no point in performing liquidations. In order to incentivise liquidators, the amount of
collateral seized is increased by a certain factor. Since the violator is effectively receiving a lower price for
purchasing collateral, this factor is known as a "discount".


https://docs.euler.finance/getting-started/white-paper#risk-adjusted-borrowing-capacity
https://docs.euler.finance/getting-started/white-paper#soft-liquidations

Euler uses a dynamic value for this discount rather than a fixed value. The discount increases by how far the
violator's health score has decreased below 1 . For example, if an account's health score has fallen to
0.98 , then the discountreceivedis 1 - 0.98 = 0.02, or2%.

Euler uses Uniswap3 TWAPs for the price feeds of all assets which has the property in which the prices on
the protocol change smoothly over time. This is central to how the dynamic discount is designed to work,
and creates a Dutch auction-like mechanism that finds the lowest possible market-clearing discount level.

Dynamic discount example

Let's suppose a borrower has a health score of 1.1 and then a large swap is performed on a borrowed
asset which increases its current price on Uniswap significantly. Imnmediately after this swap (ie, throughout
the rest of the block the swap was included in) then the TWAP of the assetis unchanged (since no time has
passed). This means that the account's health score is also unchanged.

However, as time goes on and the weight of the new price increases, then the TWAP will increase which
means that the health score will decrease (the liability is becoming more valuable). Note that this in fact
happens at second-granularity. If the swap was large enough, then at some point in the future the averaged
price will be such that the health score is exactly equal to 1 . Assuming that the TWAP hasn't yet caught up
with the current price, then in any subsequent block the health score will be below 1 and there will
therefore be a liquidation opportunity.

Now, at this point, the discount will be extremely small. If the health score is ©.999 then the discount
would be a mere 0.1%. This level of discount is most likely not enough to make a liquidation worth-while.
First of all, because the prices used to calculate the equivalent values of assets are TWAPs, they don't yet
take into account the current (non-averaged) price of the underlying asset. Secondly, the discount must
compensate the liquidator for any execution slippage, gas costs, and other operational overhead.

All of this is to say that it is unlikely that anybody will perform the liquidation at this point. But as time goes on
and the TWAP increases, the health score decreases and the discount improves. At some instant in time a
bot will determine that the current discount will result in a profitable liquidation. At this point it has two
options: it can either execute the liquidation and take the small profit, or wait until the discount increases
further. If the bot waits then it risks losing the liquidation opportunity to another liquidator.

Reserves

When a liquidation happens, a small amount of additional borrowed asset beyond the soft-liquidation
amount must be repaid by the liquidator (which is compensated by a corresponding extra discount amount).
This additional amount is credited to the borrowed asset's reserves.

This is done to pad the reserves for assets that are frequently liquidated, since this may be indicative of
volatile asset which may have a higher risk of accruing bad debt.

Another option could have been to pad the reserves of the collateral asset, however on Euler not all assets
can be used as collateral so many pools would have no opportunity for their reserves to be increased in this
manner.

Front-running protection



The Dutch auction-like mechanism described above can provide a discount to anyone who calls
liquidate () . This means that liquidations are permission-less which is desirable for various reasons,
not least of which because liquidations cannot be censored.

However, permissionless liquidations are often affected by so-called "front-running”. This is when a bot sees
a profitable new transaction and submits it for themselves with a higher gas price. While front-running isn't
directly a problem for the protocol, it can be detrimental for the ecosystem:

e The capture of value by miners means that it is less profitable to operate liquidation bots, so there may
be fewer people doing so, and those who do may be less aggressive.

e Aot of resources are wasted on failed transactions and bidding up the gas prices of liquidations.

In Euler we would like to reward the operators of liquidation bots instead of miners, and reduce their level of
reward to the minimal level that a competitive market will bear. In order to do this, an extra "bonus" is applied
to the discount for users who have assets deposited into the Euler protocol. This bonus works by increasing
the slope of the discount. For instance, if a user has enough assets deposited to provide a 2x bonus, then
instead of getting a 1% discount, they would get a 2% discount.

If you are operating a liquidation bot, you can become profitable before front-running bots by keeping a
balance of non-zero collateral factor assets. In order to receive a full bonus, your risk-adjusted collateral
should be at least equal to the risk-adjusted value of the liquidation you are processing (anything less will
resultin a smaller bonus).

With bonuses and the Dutch action mechanism, our hope is that gas auctions will be rare, and the majority
of the value of liquidations will accrue to users who benefit the protocol by supplying assets.

Note that the liquidity used to claim a bonus must be held in the Euler contracts for a period of time. The full
averaged liquidity will be achieved after a day (see Average Liquidity Tracking. This means that no bonus
will be applied if someone atomically supply liquidity, liquidates, and then withdraws.

Functional Diagram
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The functional diagram depicts the smart contract architecture and how proxies, the Euler contract and
modules relate to each other.

Let's follow an execution of the deposit function on an eToken.

1. The usercalls deposit on an eToken proxy of the underlying she wants to deposit to Euler.

2. The proxy attaches msg.sender to the call data and calls dispatch on Euler contractin the
fallback function.

3. Through a lookup of the proxy address Euler finds the currently installed module implementation for
an eToken and delegate-calls it, attaching the proxy address to the call data.

4. The deposit functionin EToken module contract unpacks the trailing params from call data to
determine the original sender's address. The proxy address determines the underlying of the eToken,
which the deposit function pulls from the user's wallet. An underlying ofan eToken can be a

pToken , which wraps a collateral asset.

5. Internal modules IRM and RiskManager are delegate-called to compute the new interest rate and
check the account health.

6. Finally emitViaProxy functionis called to emit standard Transfer eventfrom the proxy address

in compliance with ERC20. The proxy only allows this ifthe msg.sender isthe Euler contract.




Misc Details

Average Liquidity Tracking

In order to provide a liquidation discount that privileges investors in the system, Euler can optionally track
the liquidity of an account. In order to opt-in to this, an account should call the
trackAveragelLiquidity() functioninthe exec module. This will cause most operations such as
depositing and withdrawing to consume more gas, but will make the account eligible for extra discount
privileges, if it participates in liquidations.

The actual value that is tracked is the risk adjusted liquidity, that is, after applying collateral factors and
borrow factors. So, only assets with non-zero collateral factors will contribute to the liquidity. Similarly,
outstanding borrows will reduce the average liquidity.

In order to prevent a user (or front-running bot) from simply depositing a large amount prior to a liquidation
(perhaps using a flash loan), the average value of the liquidity over a period of time is tracked. For example,
immediately after depositing for the first time, your average liquidity will be 0. Only after
AVERAGE_LIQUIDITY_PERIOD seconds have elapsed will your full liquidity value be reflected.

The averaging is implemented with an exponential moving average, that is updated with the current liquidity
value before any operation (such as deposit) is performed. This is not perfect, since the average liquidity will
not reflect price movements between updates. Also, a user could opportunistically cause an update when
prices are exceptionally high or low, although the prices are of course TWAPSs so are more difficult to
manipulate.

We don't believe these limitations will be significant with respect to the use case described above. That
said, if enabled, the average liquidity for an account is available with
exec.getUpdatedAveragelLiquidity() , solong as your application can accept the limitations
described above.

Decimals

The ERC-20 specification allows contracts to choose the number of decimal places that a token supports.
This is now widely regarded as problematic, since it causes a lot of annoying integration work (see ERC-
777 for an interesting alternative).

Rather than exposing this to our system, we have decided to normalise the decimals up to 18 for all tokens
(Euler for now does not support tokens with > 18 decimals). As well as simplifying our contract and off-chain
logic, this allows more precise interest accrual.

Rounding

Debts are always rounded up to the smallest possible external unit (1 "wei" on 18 decimal tokens). This
means that after any interest at all is accrued (ie, after 1 second), borrowers already owe at least 1 unit.
When you repay, this extra fraction is added to the EToken pool. This works because debt amounts are
tracked at a higher precision (27 decimals) than the external units (0-18 decimals).

Compounding behaviour



Unlike Compound, where the compounding occurs whenever a user interacts with a token, Euler
compounds deterministically every second. The amounts owed/earned are independent of how often the
contract is interacted with, except of course for interactions that result in interest rate changes. As
mentioned, the compounding precision is done to 27 decimal places, according to the current interest rate in
effect (determined by the interest rate model).

In the Compound system, interest accumulators are opportunistically updated for all operations that affect
assets, which is necessary because this is how compounding is achieved (simple interest being charged
between updates). Because Euler precisely tracks the per-second compounded balance, there is no
advantage to updating the accumulator frequently, and therefore Euler does it lazily only when it actually
needs to (before operations that affect debt obligation balances). So as well as being more accurate, this
means that fewer storage writes are needed.

External access to interest accumulators

There is a method in the markets module, interestAccumulator () thatretrieves the currentinterest
accumulator for an asset. Because the accumulators are updated lazily as described above, rather than just
returning the stored value, this method computes the updated accumulator given the most recent block’s
timestamp (sometimes called a "counterfactual” value).

Although the returned values are in opaque internal units, they can be used to determine the accumulated
interest over time by comparing snapshots. This is sort of like using Uniswap-style "TWAPs": By dividing a
recent snapshot by an older snapshot, the actual amount of interest collected between those two time
periods is computed.

Unusual/Malicious tokens

We try to work as well as possible with "deflationary” tokens. These are tokens where when you request a
transfer for X, fewer than X tokens are actually transferred. For these, we check the Euler contract's balance
in the token before and after to determine how much was transferred.

Relatedly, on some tokens the balanceOf method can return different results with no intervening
operations. In this case, the total pool available to owners of ETokens of these underlyings will be affected,
but the protocol itself will not be (assuming such tokens have collateral factors of 0, which is the default).

Since we allow arbitrary tokens to be activated, our threat model is larger than that of Compound/AAVE. We
need to worry about misbehaving tokens, even one-off tokens written specifically to attempt theft from the
protocol. See the file docs/attacks.md for some more notes on the threat modelling.

Tokens may return extremely large values in an attempt to cause math overflows. This could be disastrous,
especially if a user could cause their own liquidity checks to fail. In this case, a user could create an un-
liquidateable position. To prevent this, when we receive a very large result from balanceOf , we treat that
result as though it were 0 (which a malicious token could also do of course). This way liquidity checks will at
least succeed, allowing non-malicious collaterals to be liquidated.



Proxy Protocol

Proxies are non-upgradeable stub contracts that have two jobs:

e Forward method calls from external users to the main Euler contract

e Receive method calls from the main Euler contract and log events as instructed

Although proxies themselves are non-upgradeable, they integrate with Euler's module system, which does
allow for upgrades.

The following protocols all use custom assembly routines instead of the solidity ABI encoder/decoder. While
we don't take this lightly, the measured overhead of keeping this in pure solidity was too high. In order to
make up for this otherwise regrettable use of assembly, this document explains the protocols in detail.

Proxy -> Euler

To the calldata received in a fallback, the proxy prepends the 4-byte selector for dispatch()
(0xe9c4a3ac ), and appends its view of msg.sender :

[dispatch() selector (4 bytes)][calldata (N bytes)][msg.sender (20 bytes)]

This data is then passed to the Euler contract with a CALL (not DELEGATECALL ).

Euler -> module

Inthe dispatch() method, the Euler contract looks up its view of msg.sender , which corresponds to
the proxy address.

The presumed proxy address is then looked up in the trustedSenders mapping, which must exist
otherwise the call is reverted. It is determined to exist by having a non-zero entry in the moduleId field
(modules must have non-zero IDs).

The only way a proxy address can be added to trustedSenders is if the Euler contract itself creates it
(using the _createProxy functionin contracts/Base.sol).

In the case of a single-proxy module, the same storage slotin trustedSenders will also contain an
address for the module's implementation. If not (ie multi-proxy modules), then the module implementation
must be looked up with an additional lookup in the moduleLookup mapping. This is because during an
upgrade, single-proxy modules just have to update this one spot, whereas multi-proxy modules would
otherwise need to update every corresponding entry in trustedSenders.

At this point we know the message is originating from a legitimate proxy, so the last 20 bytes can be
assumed to correspond to an actual msg.sender who invoked a proxy. The length of the calldata is
checked. It should be atleast 4 + 4 + 20 bytes long, which corresponds to:



e 4 bytes forthe dispatch() selector.

e 4 bytes for selector used to call the proxy (non-standard ABI invocations and fallback methods are not
supported in modules).

e 20 bytes for the trailing msg.sender .

The Euler contract then takes the received calldata and strips off the dispatch() selector, and then
appends its view of msg.sender (caller () inassembly), which corresponds to the proxy's address.
This results in the following:

[original calldata (N bytes)][original msg.sender (20 bytes)][proxy addr (20 bytes)]

This data is then sent to the module implementation with DELEGATECALL , so the module implementation
code is executing within the storage context of the main Euler contract.

The module implementation will unpack the original calldata using the solidity ABI decoder, ignoring the
trailing 40 bytes.

Modules are not allowed to access msg.sender . Instead, they should use the
unpackTrailingParamMsgSender () helperin contracts/BaseModule.sol which will retrieve
the message sender from the trailing calldata.

When modules need to access the proxy address, there is a composite helper
unpackTrailingParams () thatreturns both trailing params. msg.sender is still not allowed to be
used for this, since modules can be invoked via a batch dispatch, instead of via the proxy.

module -> Proxy

When a module directly emits a log (or "event" at the solidity level) it will happen from the main Euler
contract's address. This is fine for many logs, but not in certain cases like when a module is implementing
the ERC-20 standard. In these cases it is necessary to emit the log from the address of the proxy itself.

In order to do this, the Euler contract (specifically one of the modules) does a CALL to the proxy address.

When the proxy sees a call to its fallback from the Euler contract (its creator), it knows not to re-enter the
Euler contract. Instead, it interprets this call as an instruction to issue a log message. This is the format of the
calldata:

[number of topics as uint8 (1 byte)][topic #i (32 bytes)]{0,4}[extra log data (N bytes)]

The proxy unpacks this message and executes the appropriate log instruction, 1og®, logl, etc,
depending on the number of topics.



Numeric Limits

amounts

uinti112

e Maximum sane amount (result of balanceOf) for external tokens
e Uniswap?2 limits token amounts to this

e Spec: For an 18 decimal token, more than a million billion tokens (1e15)

small amounts

uint9o6

e For holding amounts that we don't expect to get quite as large, in particular reserve balances
e Can pack together with an address in a single slot

e Spec: For an 18 decimal token, more than a billion tokens (1e9)

debt amounts

uinti144

e Maximum sane amount for debts
e Packs together with an amountin a single storage slot

e Spec: Should hold the maximum possible amount (uint112) but scaled by another 9 decimal places (for
the internal debt precision)

e Actual: 2el6

prices

e Minimum supported price:
e Fraction: 1e3 / 1e18 = 1le-15
e Tick: -345405
e sqrtPriceX96: 2505418623681149822473
e Maximum supported price:
e Fraction: 1e33 / 1e18 = 1e1l5
e Tick: 345405
e sqrtPriceX96: 2505410343826649584586222772852783278



The supported price range was chosen for the following reason:

e The maximum price squared fits in a uint256: 6e73 < 1e77
e Not necessary to use FullMath library

e The maximum supported price times the maximum supported amount fits within a uint256: 5e66 <
le77

¢ Also holds with debt and its extra 9 digits of precision: 5e75 < 1e77

interestRate

int96

e "Second Percent Yield"
e Fraction scaled by 1e27

e Example: 10% APR = 1e27 * 0.1 / (86400*365) = 1le27 *
0.000000003170979198376458650 = 3170979198376458650

e Spec: 1 billion % APR, positive or negative

interestAccumulator

uint256

e Starts at 1e27, multiplied by (1e27 + interestRate) every second
e Spec: 100% APR for 100 years

-> 21256
~= 1.1579208923e+77
-> 10A27 * (1 + (100/100 / (86400*365)))"(86400*365*100)
~= 2.6881128798e+70

moduleld

uint32

e One per module, so this is way more than needed
e Divided into 3 sections

e <500_000: Public single-proxy

° =500_000 and <1_000_000: Public multi-proxy

¢ =1_000_000: Internal

e Spec: A dozen or so modules, with room to grow in all sections



collateralFactor/borrowFactor

uint32

e Fraction between 0 and 1, scaled by 2"32 - 1

e Spec: Atleast 3 decimal places (overkill)



SDK

Euler-sdk is a JavaScript SDK for the Euler platform. Itis used in production in the Euler Dapp and a few
other applications, although it's currently considered an alpha software.

See the Github repo for docs and examples.

Please feel free to open a pull request, create an issue in the repo, or reach out to us with feature requests
and suggestions in the #mainnet-development Discord channel.


https://www.npmjs.com/package/@eulerxyz/euler-sdk
https://github.com/euler-xyz/euler-sdk
https://discord.gg/CdG97VSYGk

Subgraph

Subgraph

Links

e Querying the subgraph: https://thegraph.com/docs/en/developer/query-the-graph/

Mainnet

e The Graph: https://thegraph.com/hosted-service/subgraph/euler-xyz/euler-mainnet

e API: https://api.thegraph.com/subgraphs/name/euler-xyz/euler-mainnet

About

e All amounts have a fixed decimal precision of 1e18.
e Are timestamps are represented as unix timestamps.
e USD and ETH exchange rates of all assets are pulled through Euler directly

e All ratios have a fixed decimal precision of 1e27.

Entities

Asset

Contains information about all Euler markets, pulled from EulerGeneralView contract.


https://en.wikipedia.org/wiki/Unix_time

type Asset @entity {
"asset_address"
id: ID!
"Block hash at which asset was created"
blockHash: Bytes!
"Block number at which asset was created"
blockNumber: Int!
"Timestamp at which asset was created"
timestamp: Int!
"Block hash at which asset was last updated"
updatedBlockHash: Bytes!
"Block number at which asset was last updated"
updatedBlockNumber: Int!
"Timestamp at which asset was last updated"
updatedTimestamp: Int!
"Tx hash at which asset was created"
transactionHash: Bytes!
"Tx origin at which asset was created"

transactionOrigin: Bytes!
dTokenAddress: Bytes!
eTokenAddress: Bytes!
pTokenAddress: Bytes!
symbol: String!

name: String!

decimals: BigInt!
totalSupply: BigInt!
totalBalances: BigInt!
totalBalancesUsd: BigInt!
totalBalancesEth: BigInt!
totalBorrows: BigInt!
totalBorrowsUsd: BigInt!
totalBorrowsEth: BigInt!
reserveBalance: BigInt!
reserveBalanceEth: BigInt!
reserveBalanceUsd: BigInt!
reserveFee: BigInt!
borrowAPY: BigInt!
supplyAPY: BigInt!

twap: BigInt!

twapUsd: BigDecimal!
"Deprecated in favor of twapUsd. Do not use."
twapPrice: BigDecimal!
twapPeriod: BigInt!
currPrice: BigInt!
currPriceUsd: BigInt!
pricingType: Int!
pricingParameters: BigInt!
pricingForwarded: Bytes!
collateralvalue: BigInt!
liabilityvalue: BigInt!
numBorrows: BigInt!



borrowIsolated: Boolean!
poolSize: BigInt!

interestRate: BigInt!
interestAccumulator: BigInt!
config: AssetConfig

Sometimes, gouvernance will manually set asset configuration, itis displayed in the AssetConfig entity. If an
asset has a null AssetConfig, itis safe to assume that it was never explicitly set and is isolated.

For further tier information, refer to Tier Methodology.

borrowFactor and collateralFactor can be transformed in a decimal fraction by dividing by
4e9 .

type AssetConfig @entity {
"asset_address"
id: ID!
twapwWindowInSeconds: Int!
borrowFactor: BigInt!
borrowIsolated: Boolean!
collateralFactor: BigInt!
tier: String!

Account

Account that transacts on Euler. Could be a sub-account or a main account.

type Account @entity {
"account_address"
id: ID!
createdTimestamp: Int!
topLevelAccount: TopLevelAccount!
balances: [Balance!]
balanceChanges: [BalanceChange!]
balanceChangesCount: Int!

A Balance represents the current amount of each assets held by an account.

type Balance @entity {
"account_address:underlying"
id: ID!
account: Account!
amount: BigInt!
asset: Asset!


https://github.com/euler-xyz/euler-docs/blob/master/risk-framework/tiers.md

A BalanceChange is a transaction within the platform. type can be one of the following values:

e borrow

deposit

withdraw

® repay

type BalanceChange @entity {
"transaction_hash:event_log_index"
id: ID!
transactionHash: Bytes!
type: String!
account: Account!
topLevelAccount: TopLevelAccount!
amount: BigInt!
amountUsd: BigDecimal!
timestamp: Int!
asset: Asset!

TopLevelAccount

Aggregate of the sub-accounts associated with a wallet. TopLevelAccount id corresponds to main sub-
accountid.

type TopLevelAccount @entity {
"account_address"
id: ID!
createdTimestamp: Int!
accounts: [Account!]
balances: [TopLevelAccountBalance!]
balanceChanges: [BalanceChange!]
balanceChangesCount: Int!

type TopLevelAccountBalance @entity {
"top_level account_address:underlying"
id: ID!
topLevelAccount: TopLevelAccount!
amount: BigInt!
asset: Asset!

EulerMarketStore

Contains list of all active markets on Euler.



type EulerMarketStore @entity {
id: ID!
markets: [Asset!]

EulerOverview

Aggregated metrics for all markets as a whole.

type EulerOverview @entity {
id: ID!
reserveBalanceUsd: BigInt!
reserveBalanceEth: BigInt!
totalBalancesUsd: BigInt!
totalBalancesEth: BigInt!
totalBorrowsUsd: BigInt!
totalBorrowsEth: BigInt!

Liquidation
Contains all liquidation transactions.

liquidator and violator fields correspond to account addresses.

type Liquidation @entity {
"transaction_hash:event_log_index"
id: ID!
timestamp: Int!
transactionHash: Bytes!
liquidator: Bytes!
violator: Bytes!
asset: Asset!
collateralAsset: Asset!
repay: BigInt!
repayUsd: BigDecimal!
harvest: BigInt!
yieldUsd: BigDecimal!
healthScore: BigInt!
discount: BigInt!
baseDiscount: BigInt!

Governance

GovConvertReserve and GovSetReserveFee contain all on-chain information about governance.



type GovConvertReserve @entity {

"transaction_hash:event_log_index"
id: ID!

timestamp: Int!

blockNumber: Int!

transactionHash: Bytes!

amount: BigInt!

amountUsd: BigDecimal!

asset: Asset!

recipient: Bytes!

type GovSetReserveFee @entity {
"transaction_hash:event_log_index"
id: ID!
timestamp: Int!
blockNumber: Int!
transactionHash: Bytes!
reserveFee: Int!
asset: Asset!

Hourly/Daily/MonthlyAssetSnapshot
Snapshot of Asset entity at the end of every hour, day and month.

Useful for querying historical data on markets.



type HourlyAssetSnapshot @entity {
"start_of_hour_timestamp:asset_address"
id: ID!
asset: Asset!
"Block number at which snapshot was created"
blockHash: Bytes!
"Block hash at which snapshot was created"
blockNumber: Int!
"Timestamp at which snapshot was created"
timestamp: Int!
"Tx hash at which asset was created"
transactionHash: Bytes!
"Tx origin at which asset was created"
transactionOrigin: Bytes!
totalSupply: BigInt!
totalBalances: BigInt!
totalBalancesUsd: BigInt!
totalBalancesEth: BigInt!
totalBorrows: BigInt!
totalBorrowsUsd: BigInt!
totalBorrowsEth: BigInt!
reserveBalance: BigInt!
reserveBalanceEth: BigInt!
reserveBalanceUsd: BigInt!
reserveFee: BigInt!
borrowAPY: BigInt!
supplyAPY: BigInt!
twap: BigInt!
twapUsd: BigDecimal!
twapPeriod: BigInt!
currPrice: BigInt!
currPriceUsd: BigInt!
pricingType: Int!
pricingParameters: BigInt!
pricingForwarded: Bytes!
collateralvalue: BigInt!
liabilityvalue: BigInt!
numBorrows: BigInt!
borrowIsolated: Boolean!
poolSize: BigInt!
interestAccumulator: BigInt!
interestRate: BigInt!

Hourly/Daily/MonthlyAssetStatus

This entity has been deprecated in favor of Hourly/Daily/MonthlyAssetSnapshot

Aggregated metrics of a specific market over hourly, daily and monthly time period.



type HourlyAssetStatus @entity {
"start_of_hour_timestamp:asset_address"
id: ID!
timestamp: Int!
totalBalances: BigInt!
totalBorrows: BigInt!
reserveBalance: BigInt!
poolSize: BigInt!
interestAccumulator: BigInt!
interestRate: BigInt!
twapPrice: BigDecimal!
twapUsd: BigDecimal!
asset: Asset!

Hourly/Daily/MonthlyRepay

Aggregated metrics for repay transactions over hourly, daily and monthly time period.

type HourlyRepay @entity {
"start_of_hour_timestamp"
id: ID!
timestamp: Int!
count: Int!
totalAmount: BigInt!
totalUsdAmount: BigDecimal!

Hourly/Daily/MonthlyDeposit

Aggregated metrics for deposits over hourly, daily and monthly time period.

type HourlyDeposit @entity {
"start_of_hour_timestamp"
id: ID!
timestamp: Int!
count: Int!
totalAmount: BigInt!
totalUsdAmount: BigDecimal!

Hourly/Daily/MonthlyWithdraw

Aggregated metrics for withdrawals over hourly, daily and monthly time period.



type HourlyWithdraw @entity {
"start_of_hour_timestamp"
id: ID!
timestamp: Int!
count: Int!
totalAmount: BigInt!
totalUsdAmount: BigDecimal!

Hourly/Daily/MonthlyBorrow

Aggregated for borrow transactions over hourly, daily and monthly time period.

type HourlyBorrow @entity {
"start_of_hour_timestamp"
id: ID!
timestamp: Int!
count: Int!
totalAmount: BigInt!
totalUsdAmount: BigDecimal!

Querying time based aggregates

Every entity that has hourly, daily or monthly in its name can be queried by its ID. The
documentation for those is located within each entity. Below lies the rules used to create the required
timestamps.

Parameter Value
start_of _hour_timestamp unix timestamp at minute 0
start_of _day_timestamp unix timestamp at hour 0, minute 0

unix timestamp at first day of the month, hour 0,

start_of _month_timestamp minute 0
inu

Examples

Fetch the 5 biggest markets by total borrowed in USD



assets(first: 5, orderBy: totalBorrowsUsd, orderDirection: desc) {
symbol

totalBorrows
totalBorrowsuUsd
currPriceUsd

Fetch historical interest rate, supply and borrow balances of a given market

hourlyAssetSnapshots(where: {asset: "0Ox03ab458634910aad20ef5f1c8ee96f1d6ac54919"}, orderBy:
id
supplyAPY
borrowAPY
totalBorrowsUsd
totalBalancesUsd

Get the current balances of an account

account(id: "Ox0000000002732779240fe05873611dc4203dfb71") {
balances {
amount
asset {
symbol

Get the transaction history of an account



account(id: "Ox0000000002732779240fe05873611dc4203dfb71") {
balanceChanges {
type
timestamp
amount
amountUsd
asset {
symbol

Get USD amount borrowed on February 10th 2022

First we need to create our ID using the parameters define in the Querying time based aggregates section.
In this case, February 10th 2020 = 1644451200.

dailyBorrow(id: "1644451200") {
count
totalUsdAmount

Last 30 days of deposit amounts

dailyDeposits(first: 30, orderBy: timestamp, orderDirection: desc) {
id
timestamp
totalUsdAmount

All transactions between February 1st 2022 and February 3rd 2022



balanceChanges(orderBy: timestamp, orderDirection: asc, where: {timestamp_gte: 1643673600,
timestamp
type
amount
amountUsd

account {
id

asset {
symbol

Querying time based aggregates

Every entity thathas hourly, daily or monthly in its name can be queried by its ID. The
documentation for those is located within each entity. Below lies the rules used to create the required
timestamps.

Parameter Value
start_of_hour_timestamp unix timestamp at minute 0
start_of day_timestamp unix timestamp at hour 0, minute 0

unix timestamp at first day of the month, hour 0,

start_of month_timestamp inute 0
minute

Examples

Fetch the 5 biggest markets by total borrowed in USD

assets(first: 5, orderBy: totalBorrowsUsd, orderDirection: desc) {
symbol
totalBorrows
totalBorrowsUsd
currPriceUsd

Get the current balances of an account



account(id: "Ox0000000002732779240fe05873611dc4203dfb71") {

balances {
amount
asset {
symbol

Get the transaction history of an account

account(id: "Ox0000000002732779240fe05873611dc4203dfb71") {
balanceChanges {
type
timestamp
amount
amountuUsd
asset {
symbol

Get USD amount borrowed on February 10th 2022

First we need to create our ID using the parameters define in the Querying time based aggregates section.
In this case, February 10th 2020 = 1644451200.

dailyBorrow(id: "1644451200") {
count
totalUsdAmount

Last 30 days of deposit amounts



dailyDeposits(first: 30, orderBy: timestamp, orderDirection: desc) {
id
timestamp
totalUsdAmount

All transactions between February 1st 2022 and February 3rd 2022

balanceChanges(orderBy: timestamp, orderDirection: asc, where: {timestamp_gte: 1643673600,
timestamp
type
amount
amountUsd

account {
id

asset {
symbol



Security



Audits

View smart contract and Ul audits from a number of security partners

Smart Contract Audits

The Euler protocol has been reviewed and audited by top security firms including: Halborn, Solidified and
ZK Labs, Certora and Sherlock.

Omniscia - September 2022

Audit Report

Sherlock - July 2022

Audit Report

Omniscia - June 2022

Audit Report

Omniscia - March 2022

Audit Report

Sherlock - December 2021

Note: the EulDistributor contracts audited by Omniscia in the link above were also audited by Trail of Bits in
Jun 2022 (see Audit Report) as part of an audit on the Morpho smart contracts.

Sherlock - December 2021

Audit Report

Certora - September 2021

Audit Report

Halborn - May 2021

Audit Report

Solidified and ZK Labs - May 2021

Audit Report


https://omniscia.io/reports/euler-finance-swaphub/
https://www.hacknote.co/17c261f7d8fWbdml/1821f966f40pJG_t#n_0
https://omniscia.io/reports/euler-finance-chainlink-support/
https://omniscia.io/euler-merkle-mining-staking/
https://github.com/morphodao/morpho-core-v1/tree/main/audits
https://github.com/euler-xyz/euler-audits/blob/master/smart_contract_audits/Euler_-_Sherlock_Report.pdf
https://github.com/euler-xyz/euler-audits/blob/master/smart_contract_audits/Formal_Verification_Report_for_Euler.pdf
https://github.com/euler-xyz/euler-audits/blob/master/smart_contract_audits/Euler_Smart_Contract_Security_Audit_Halborn_v_1_1.pdf
https://github.com/euler-xyz/euler-audits/blob/master/smart_contract_audits/Audit%20Report%20-%20Euler%20-%20[07.05.2021].pdf

Ul Audits

PenTestPartners.com - June 2022

Audit Report


https://github.com/euler-xyz/euler-audits/blob/master/ui_audits/PenTestPartners_EulerDApp_Jun22_v1_0.pdf

Bug Bounty

Discover how to participate in the Euler Bug Bounty programme
The Euler protocol smart contracts have gone through several audits, but may still contain implicit or hidden
vulnerabilities.

We strongly encourage the community to undertake their own audits, and will reward individuals who
responsibly disclose any vulnerabilities they find. Up to $1m is up for grabs. Start hunting today!

Bugs can be reported directly here or through DeFi's leading bug bounty platform Immunefi, here.


mailto:security@euler.xyz
https://immunefi.com/bounty/euler/

Insurance

Find information about how users can insure their positions on Euler

Euler protocol has access to $10M in smart contract coverage provided by Sherlock as part of a
collaborative partnership. This also includes an audit report and a $1M ImmuneFi bug bounty provided by
Sherlock.

Sherlock’s coverage is managed by the protocols/DAO instead of users, while its claims decisions are made
by an unbiased 3rd party.

Read more about Sherlock's insurance program at their website or in their documentation for further details.


https://mirror.xyz/0xE400820f3D60d77a3EC8018d44366ed0d334f93C/WWuglPwGDDkGgBlOt1Tz9JbPv6xhQx7lyFEeiXllcDI
https://blog.euler.finance/euler-partners-with-sherlock-for-decentralized-exploit-protection-32e522baa265
https://www.sherlock.xyz/
https://docs.sherlock.xyz/faq

Languages



White Paper (ENG-CHN)

Find out how Euler works and how it differs from other popular lending protocols

White Paper

Euler B -7 fi# Euler RFRIZ4L , SEAE N EMTARE (ENG-CHN)

{3 - Authors

Michael Bentley & Doug Hoyte
https://www.euler.finance

A3CENF E @Euler FIPARIXT Euler B MA K. SEEHEERNIEMN. FEA@chainguys., HEHEFH
EEFNEE. (Coptyright©2021 by @Euler, translated by @chainguys)

1Y - Abstract

Here, we present Euler: a permissionless lending protocol custom-built to help users lend and borrow more
Ethereum-based tokens than ever before. The purpose of this white paper is to describe how Euler works at
a high level and highlight new features and innovations that help to set it apart from other popular lending
protocols, like Compound and Aave.

BAEMEENA Euler AT AERBLSETUAKNATMA |, X () FHHERTN. FKiNE
A BEANE Euler—/ANAT IR L A A AEMERSEULIRTMELE |, X (FT) HitnERE

W, AEEPHEREHR Eule AESZERE (BEW L) T, 388 (L) HEITH Euler SHEHALR
ITHME LYY (20 Compound F1 Aave) X4 FFSREIFTTHRERBIHT.

&Y% - Introduction

The ability to lend and borrow assets efficiently is a crucial feature of any financial system. In the world of
traditional finance, this process is typically facilitated by trusted and permissioned third-parties such as
banks, who connect people with a surplus of money to those who need access to it in the short-term. In the
world of decentralised finance (DeFi), trusted and permissioned third-parties are no longer needed; banks
have been replaced by trustless and permissionless lending protocols running on the blockchain (1).

SHEMERMAGRKN , SRERENBREXRERWFHME. EESEEMT , XN IRIBE HAEMEHE

() KB=A%TR , tLaiRIT , BENSREEBLERATRNENBFTERENA. £ DeFi UHF
o, AMENEEZEN (WE) MBE=ZARBAFRER | RITCEHE TR EREEUMET AR
BAR@).

Among the first-generation of DeFi lending protocols are Compound (2) and Aave (3). These protocols


https://www.euler.finance/
https://github.com/euler-xyz/euler-docs/blob/master/languages/white-paper.md#references
https://github.com/euler-xyz/euler-docs/blob/master/languages/white-paper.md#references
https://github.com/euler-xyz/euler-docs/blob/master/languages/white-paper.md#references

provide users with access to lending and borrowing capabilities for a handful of the most liquid ERC20
tokens. However, these protocols were not designed to handle the risks associated with lending and
borrowing illiquid or volatile assets and have therefore relied on a permissioned listing system to protect
their users from the risks associated with such assets.

% —{ DeFi &Y FEH Compound (2) and Aave (3), XLEHMICK A IR T (& LS LR ah M R AT
ERC20 XTI A. AW , XLEPHNERITREFH R EBLER (R RAMRME , MBRERKXEHNE
PR SRAINS | FTRUOX MY B B — A B E S _E MRS Sk H AL XL XS

Consequently, there remains significant unmet demand for lending and borrowing the long tail of crypto
assets. On the lending side, users want to deposit tokens to earn yield and take leveraged long positions.
On the borrowing side, users want to reduce their exposure to volatility and take leveraged short positions.
Here, we present Euler: a permissionless lending protocol custom-built with an array of new features to help
users lend and borrow more types of tokens than ever before.

MER X, T EFESERKERTHNERT K. EREANAES , AAFEEARTRRGHRE
FHEMTIATNZ €. AERATRENAESR , AAFERVESM (KNK) FEHEFIATNES. £
B, FAEBALNR Euler— D EFHARERIN—C B L RES EMEFEME | ATAFBIA A ER
EE LS

HE&IFH4 - Getting Started

Euler comprises a set of smart contracts deployed on the Ethereum blockchain that can be openly accessed
by anyone with an internet connection. Euler is managed by holders of a protocol native governance token
called Euler Governance Token (EUL). Euler is entirely non-custodial; users are responsible for managing
their own funds.

As creators of the protocol, the Euler development team have produced a convenient and user-friendly front-
end to the Euler smart contracts which is hosted at https://app.euler.finance. However, users are free to
access the protocol in whatever format they wish, and we encourage developers to create their own front-
end access points to the protocol to help decentralise access and increase censorship resistance.

Euler B4 7 —HFHB2EMAY L , AT EMATFHNKEREALA. Euler B7AIELT Euler
Governance Token (EUL)KHAASIR, Euler RAHEET , BABEACSRACHARS, (BRI
BlE% | Euler TRAMNEAH &t T — AN PRIFHBEAAGIERE (htps/app.eulerfinance) . %
%, APOTUREDE BRI , TIERITSRITRE IS (18D AR R Ok
AR,

FEH A LT - Permissionless Listing

Euler lets its users determine which assets are listed. To enable this functionality, Euler uses Uniswap v3 as
a core dependency (4). Any asset that has a WETH pair on Uniswap v3 can be added as a lending market
on Euler by anyone straight away (5).

Euler it PEITIREMLEFTIA T, Euler EE{F AT Uniswap V3 KX NhEE4), {HTFE
Uniswap V3 B WETH X 35T )& *=#6 7] A% Euler EHERMN(5).
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BIERERAISY 2 - Asset Tiers

Permissionless listing is much riskier on decentralised lending protocols than on other DeFi protocols, like
decentralised exchanges, because of the potential for risk to spill over from one pool to another in quick
succession. For example, if a collateral asset suddenly decreases in price, and subsequent liquidations fail
to repay borrowers' debts sufficiently, then the pools of multiple different types of assets can be left with bad
debts.

To counter these challenges, Euler uses risk-based asset tiers to protect the protocol and its users:

FEEFOUERINN EATERM M LT , BELAEHAD Defi B (WEFOURZSHT) EANK , FAXK
AJRESTRE N — DRt e SR MR, 20150 , R— MR RHRNERARE T , 7FE
EBERPTERDMEEERARES |, BAS DR T EHRIEANGS B,

Isolation-tier assets are available for ordinary lending and borrowing, but they cannot be used as collateral
to borrow other assets, and they can only be borrowed in isolation. What this means is that they they cannot
be borrowed alongisde other assets using the same pool of collateral. For example, if a user has USDC and
DAl as collateral, and they want to borrow isolation-tier asset ABC, then they can only borrow ABC. If they
later want to borrow another token, XYZ, then they can only do so using a separate account on Euler.

[BEEEFAIUAREMNER  ERENABEEATMERRELANE , EMRAREREER. X
ERECANREAEMEIRIRIRE P EA. 26155 , aR—AFMA USDC F DAI SEIRIRYIX
PERNEIREERT) , LAFAE RS R ABC i , st RAE(EZ] ABC, RIXAEEL F—FH
M XYZ , BAMTFEFE Euler LRI ASMNATKK - (A REMBEE XYZ)

Cross-tier assets are available for ordinary lending and borrowing, and cannot be used as collateral to
borrow other assets, but they can be borrowed alongside other assets. For example, if a user has USDC
and DAl as collateral, and they want to borrow cross-tier assets ABC and XYZ, then they can do so from a
single account on Euler.

BERFADATEEER , TASEM R ER , B REE/EAIITER. 261Ki% , anR—1M AP
FH USDC #0 DAI #5354 , Fpfh o] AFER— K P IRIE RIS B R = ABC # XYZ,

Collateral-tier assets are available for ordinary lending and borrowing, cross-borrowing, and they can be
used as collateral. For example, a user can deposit collateral assets DAl and USDC, and use them to
borrow collateral assets UNI and LINK, all from a single account.

EUL holders can vote to liberate assets from the isolation-tier and promote them to the cross-tier or
collateral-tier through governance mechanisms. Promoting assets up the tiers increases capital efficiency on
Euler, because it allows lenders and borrowers to use capital more freely, but it may also expose protocol
users to increased risk. It is therefore in EUL holders' interests to balance these concerns.

HRERAT AR TEBREE , ZXERK , WA MEAIRIRY), 26155 , — MR PRI DAL
USDC {EAHIMIE — MK SHEZHTRER UNIFD LINK, EUL FEFE DU IAIENS] , RRAEX
ZERFTMMEAREN. BRI EFRELEMEE Euler LRREHRR , RABRUAXSHEMEH
T, BERMATRESIEMYN A PR EENRTHILER, LREKE  EUL HFEENXLENHTHERTS
SFZH.
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{&%% - Lending and Borrowing

When lenders deposit into a liquidity to a pool on Euler, they receive interest-bearing ERC20 eTokens in
return, which can be redeemed for their share of the underlying assets in the pool at any time, as long as
there are unborrowed tokens in the pool (similar to Compound's cTokens). Borrowers take liquidity out of a
pool and return it with interest. Thus, the total assets in the pool grows through time. In this way, lenders earn
interest on the assets they supply, because their eTokens can be redeemed for an increasing amount of the
underlying asset over time.

U A E TSR RN REMERT | T SREIAFEFIER ERC20 AT (eTokens) , XL e PAKE
BRI E MRt AR =, REMPIEERELMAT (5 Compound f cToken Z5IX) . &
ST Wit &R IR |, RIEESISFIE. T2 , PR =MAEEN RmAK. it , BEARATRUR
BRE , RAEANTH eTokens ATRUKHIRE

AW HES - Tokenised Debts

Similarly to Aave's debt tokens, Euler also tokenises debts on the protocol with ERC20-compliant interfaces
known as dTokens. The dToken interface allows the construction of positions without needing to interact
with underlying assets and can be used to create derivative products that include debt obligations.

5 AAVE RS TZN , Euler tIBIT 4 4 dTokens ) , 3% ERC20 R R EAED |, FBESAHL.
dToken # /S HEEFSTTHEMARRE =L EM AT MR 4L , Ha] UARSHEE SRS EERITESR.

Rather than providing non-standard methods to transfer debts, Euler uses the regular transfer/approve
ERC20 methods. However, the permissioning logic is reversed: rather than being able to send tokens to
anyone, but requiring approval to take them, dTokens can be taken by anyone, but require approval to
accept them. This also prevents users from "burning” their dTokens. For example, the zero address has no
way of approving an in-bound transfer of dTokens.

Borrowers pay interest on their loans in terms of the underlying asset. The interest accrued depends on an
algorithmically determined interest rate for each asset. A portion of the interest accrued is held in reserves to
cover the accumulation of bad debts on the protocol.

R AR S | Euler (ERTE AL ERC20 Ak, {BR , IASFHARSER R
KT FR% (43) HEARSEBARALAA , MELTEITRER , dlokens A TS E, X

AT LE PSS dTokens, SBISE, , TABUMALTTA AV dTokens #\, fSH7tHRIE, TR
SHRENIRAT —RE LA REKTHER, —HAFIELEN RS/ & T EE — 2
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SH{RIFIRIFEIF4Y) - Protected Collateral

On Compound and Aave, collateral deposited to the protocol is always made available for lending.


https://compound.finance/docs/ctokens
https://docs.aave.com/developers/tokens/debttoken

Optionally, Euler allows collateral to be deposited, but not made available for lending. Such collateral is
'protected'. It earns a user no interest, but is free from the risks of borrowers defaulting, can always be
withdrawn instantly, and helps protect against borrowers using tokens to influence governance decisions
(see Maker governance issue (6)) or take short positions.

#£ Compound 1 Aave k£ , FFAEVMX_ERHRIPHIRBER AT AL &), (B Euler I T H— DI : KR4 A]
AN, BHA (BL) syphhifE, SHARITHE AR, RAZHFRATREEBFE , BEH %
BT BOAL B RTINS . ARIPHHRYIAT AR EL , (WA BNE B AR BB AR K

(3, Maker governance issue (6))

BHAGE RSN - Defer Liquidity

Normally, an account's liquidity is checked immediately after performing an operation that could fail due to
insufficient collateral. For example, taking out a borrow, withdrawing collateral, or exiting a market could
cause a transaction be reverted due to to a collateral violation.

However, Euler has a feature that allows users to defer their liquidity checks. Many operations can be
performed and the liquidity is checked only once at the very end. For example, without deferring liquidity
checks, a user must first deposit collateral before issuing a borrow. However, if done in the same transaction,
deferring the liquidity check will allow the user to do this in any order.

EFHERAT , —MIKAESTR IR RERITEAR MR BAIRIER |, BRIUZIRMIRNE, 26461k
B, A, IREITNM) , SFERRHTIHE A RER AIKITY) (ME) IKSIMSBXSKM. {BE , Euler
B—MHEEFRA AT ULRSMARRER. W 2R DT , RN RASTER AT, 261k
W, NRAAEARUAER , — A FERRERZ TR FAIRRY. B2 , RN , FAM
ATRMEENRFF e A3 5.

FcE& N LS - Feeless Flash Loans

Unlike Aave, Euler doesn't have a native concept of flash loans. Instead, users can defer their liquidity
check, make an uncollateralised borrow, perform whatever operation they like, and then repay the borrow.
This can be used to rebalance positions, build-up leveraged positions, take advantage of external arbitrage
opportunities, and more.

Because Euler only charges fees according to the time value of money, and from the blockchain's
perspective flash loans are held for a duration of 0 seconds, they are entirely free on Euler (ignoring gas
costs). We believe that flash loan fees are ultimately in a race to the bottom that will be accelerated by
advances like flash minting. The ecosystem benefits gained from simple and free flash loans outweigh the
relatively modest benefit from flash loan fees.

5 pAave R[], Euler B REEBEHNNR. AT, BPTRBERIREMERT |, FRICHRIRMERR , HH1Tb1(0)
EWRAHTATIRE |, TRIEEEEERR. XS AR E TS , BA e, SHTIMNITEFE. RA
Euler RIRIERE MBI ENERIK T , B MNXHEER A R BN RIFFERE0 0 , AIAERIZE BN (2
B gas B&H) .

KN ERNREARALSEENANGE (flash minting) FSKINBERMFF T , RAER K. BMESUES
BRI B ISP IR IS RS IR 8 T N B £5 3% R SR AR ST IR AN A A 2
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X[ AR {E5kEET - Risk-adjusted Borrowing Capacity

Like other lending protocols, Euler requires users to ensure that the value of their collateral remains higher
than the value of their liabilities (except during the intermediate period when liquidity checks have been
deferred). Over-collateralisation is encouraged by limiting how much borrowers can take out as a loan in the
first place.

Compound achieves this in a one-sided way by using collateral factors to adjust down the value of a
borrower's collateral assets when deciding how much they can borrow. This gives rise to a 'risk-adjusted
collateral value' that helps to create a buffer that can be drawn upon by liquidators in the event that the value
of a borrower's assets and liabilities changes over time. One of the problems with this approach is that it only
adjusts for the risks associated with a borrower's collateral assets decreasing in value. There may be an
asymmetric risk, however, of the borrower's liabilities increasing in value. This risk is not factored into the
collateral factors.

IREABAERYX—#E , Euler FRAABHHRMANISQHIPIRNELNNGRSES (RIFERSMERE N
%) . Euler —FHARIETS BRBIERNKERIRSUME EHIR. Compound ER—FHEMMTTIE « LR

E—THFREE S VBRI R | & SIRIBIRIFSE(E T)RMERTINE. SHSER NRIFAEER

O E" EFt , NMER— MR —5EA TR ERA RN T RE A RE R (E3hE

) . AE—NEEEXHE LM AR R AN AR, TENTEFE—MEHRNR | &K

ARIGGAEEM |, (BB EATIRS B TEIS.

On Euler, we therefore use a two-sided approach where we also adjust up the market value of a borrower's
liabilities to arrive at a 'risk-adjusted liability value'. This approach improves capital efficiency on the protocol
because it allows Euler to factor in the asset-specific risks of both downside and upside price movements.
These risks are encapsulated in asset-specific collateral factors (as on Compound) and borrow factors (new
to Euler). Ultimately, this approach means that the liquidation threshold of every borrower is tailored to the
specific risk profiles associated with the assets they are borrowing and using as collateral.

To give an example, suppose a user has $1000 worth of USDC, and wants to borrow UNI. How much can
they borrow? If USDC has a collateral factor of 0.9, and UNI has a borrow factor of 0.7, then a user can
borrow upto $1000 0.9 0.7 = $630 worth of UNI. At this level of borrowing, the risk-adjusted value of their
collateral is $1000 * 0.9 = $900, and the risk-adjusted value of their liabilities is $630 /0.7 = $900. If UNI
increases in price, then the risk-adjusted value of their liabilities will also increase to >$900, and the they
will be eligible for liquidation. The buffer allowing for liquidation is $1000 - $630 = $370.

1£ EulerZKAMER—FRNM A AL : RITREERARFHITIHNELA | KF=E KA EHERINE".
XAFFEAEARE KR KR F—FHEF15 Euler 3R = EKROX FIFME R R KR EFE Bk, X
L A BB A E BRI IR F (25 Compound) , BHINKWEREREF (Euler K815 . &
K, X—EAEFERES MERANBERGHEIRIEMIIE FEANERREBENES EM. 261K
W, BR— AN FPBE YA 1000USDC HHERY) , SRRMABE N UNIL, ARfbr] AEL £ D4k ? 215k USDC B
—/MERS%00.9 , T UNIIIF— 0.7 RS, AR FPRIAT A& 41 {E$1000_0.9_0.7=$630 F] UNI,
EXMERT , KA SN EMESL000%0.9=900 E& , XA RFHMES630/0.7=$900, ZNR UNI
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Fh MM IS4, - Decentralised Price Oracles

To be able to calculate whether a loan is over-collateralised or not, Euler needs to monitor the value of



users' assets. On Compound, Maker, and Aave, various systems are used to get prices from off-chain
sources and put them on-chain so that they can be accessed by the relevant smart contracts.

This approach is unsuitable for Euler's purposes because it requires centralised intervention whenever a
new lending market needs to be created. Euler therefore relies on Uniswap v3's decentralised time-
weighted average price (TWAP) oracles to assess the solvency of users (4). The reference asset used to
normalise prices on Euler is Wrapped Ether (WETH), which is the most common base pair on Uniswap (5).

RAEBITH —ERREDTRITN , Euler FRUITAFR™MNE. 7£ Compound,Maker 1 Aave L , &3¢
RN, RAE T RIGMREESI TR H LEREE L , AMESHAXERESLEBTIR. XANAIEXR
I Eculer NEMKRMAEST , RASLRAUE—HNERTZN , HeFE— P OMNITM (F
#it) . Euler RIL{ER Uniswap v3 =5/ CLETEAIACE4E (TWAP) TSGR RHETRE
(4). Euler {EAFFAENE T BALHIE Wrapped Ether (WETH), X2 Uniswap % LA ERIEZZ% (5).

TWAP

Uniswap TWAP is calculated using the geometric mean price of an asset over some interval of time. TWAP
in general is both a smoothed and lagging indicator of the trade price: a TWAP over a short interval is a less
smooth function, but more up-to-date, whilst a TWAP over a long interval is a smoother function, but less up-
to-date. TWAP is ideal for Euler's purposes for several reasons.

Uniswap fIBFEIIACEA MG (TWAP) 2HEETR /AN EER JUTFE%0TE L kK. —ik
W, TWAP B— /N SR BE 78 XS & R AITERR - — N TWAP 2 — AR AT/BRRE , B2
ANEE AR ; (BRI TWAP Bk E MR |, BEMAIAEX Z—L, TWAP Xf Euler kit 2IFH 1848
7, RARWTF :

First, TWAP is resistant to price manipulation attacks. It cannot be manipulated within a transaction or block
(for example with flash loans or flash bots), because it is calculated using historic data. It is also expensive
to manipulate using large market orders, because the manipulated price must be maintained for some
period of time relative to the TWAP time interval. During this time, other users can take advantage of the
manipulated price with arbitrage which will cause it to revert back to the broader market price. Arbitrage is
especially practical on the blockchain because arbitrageurs have access to large amounts of capital
(including from flash loans) and the atomic nature of transactions means that arbitrage transactions have a
low execution risk. For these reasons, manipulating the price on a single decentralised exchange usually
requires more widespread manipulation of all on-chain exchanges simultaneously, although even this can't
prevent the (less practical but still possible) arbitrage between on and off-chain exchanges.

B, TWAP A& 0K T, B (—%) #LXSNXRENERATIZNN (PLaBINEEF
B, RAERRENEHIE. WRBFEIHHRERBZIY , BLIFEHR , RAXFTRNEANNIZIE
TWAP FRB R EXPAERF — RE R RINFRRE . FEXERESEA , HAbA Pl el AR AX MERER , HENIEHM
<EA, EFEXSREETRIEE BARENMR , RABRME-RRERTM , M (XRE) WRFUZHX
EREENZSHERIT LRRERE. FALERERR , F—NEROHZGTERINBEEERERLEE
REIMAE_ERFHRZ AT A L HM (SKIr EEARARMERIEe EARAL) | BEMER XA R ToiAR L5
HEETHRENITA,

Second, the smooth nature of TWAP helps to remove the impact of price shocks on borrowers. In the event


https://github.com/euler-xyz/euler-docs/blob/master/languages/white-paper.md#references
https://github.com/euler-xyz/euler-docs/blob/master/languages/white-paper.md#references

of a large trade, the current price on Uniswap can be moved significantly. Usually arbitrage bots will quickly
converge this to the broader market value, so the maximum deviation of the TWAP will only be a fraction of
the temporary price movement. This prevents some unnecessary liquidations and loans that may quickly
become undercollateralised.

Third, instead of instantly jumping between two price levels, TWAPs change continuously, second-by-
second. This property is used by Euler's liquidation process to implement Dutch auctions that reduce the
value captured by miners and front-running bots.

HIR , TWAP SRR MR AT NS ERMNAR I ST ER AR, BB AH , Uniswap BTN &SR
RAW. BEBRTEMSRSIRERS (Uniswap) MMARFIEATS (B iz™in) ROEER , BT
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DER , KRR Z BRI,

B8] [8]f& - Time Interval

One of the challenges in using TWAP is determining the right interval over which it should be calculated for
a given asset. The trade-offs involved with shorter (longer) intervals may sometimes need to be taken into
consideration and altered for specific assets. Euler therefore allows the default time interval to be updated
by governance if EUL holders deem it necessary.

75H - Liquidations

A borrower is considered to be in violation on Euler when the value of their risk-adjusted liabilities exceeds
the value of their risk-adjusted collateral. A borrower that has just become in violation still has enough
collateral to repay their loan, but is adjudged to be at risk of defaulting on their loan. Consequently, they may
be liquidated in order to limit the potential for them to default.

% Euler AR NERR R RAETET T NEAREHRSN , el G4 T. —MERARIRIZENE
APRSHHRAE R MBHTIRREAENRTEK , ERSB ARSI RETUA I RRMNRE. SRk, AT
r1bAthfiE2y , SATREASBATIER .

MEV &3t - MEV-resistance

On Compound and Aave, liquidations are incentivised by offering up a borrower's collateral to liquidators at
a fixed percentage discount, which typically ranges between 5-10%. One of the issues with this strategy is
that would-be liquidators often have no choice but to engage in priority gas auctions (PGA) for profitable
liguidations, which exposes the liquidation bonus as so-called miner extractable value (MEV) (7). Another
issue with this approach is that a fixed discount can be punitive for large liquidations, and therefore
discourage large borrowers, whilst being insufficient to cover costs and incentivise smaller liquidations.

1£ Compound # Aave £ , REt4AH 5%-10%HERIMPTFIREREREA . XA RN AH 2 —#HEBEEA
BEANTER RBEA T HTERIERNIEEMS S Gas (L5EFA3L (priority gas auctions,PGA) , X#ER5| &
T W IAHREME” ( miner extractable value, MEV) #aJ#(7).. H— M alEEXEFRE—A BTN
IEXTAREGEE AT S , L (M) BRAS TERA (et | AR/NUSENTERARE |, MR
%,

To remedy these issues, Euler uses a different approach. Rather than a fixed discount percentage, we allow
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the discount to rise as a function of how under-water a position is. This turns a one-shot opportunity, where
liguidators have no option but to engage in a PGA, into a type of Dutch auction. As the discount slowly
increases, each would-be liquidator must decide whether or not to bid for a liquidation at the current
discount on offer. Liquidator A might be profitable at 4%, but liquidator B might run a more efficient operation
and be able to jump in sooner at 3.5%. The Dutch auction is aided by the TWAP oracles used on Euler,
because a shock to the price does not bring with it a singular point at which every liquidator becomes
profitable all at once. Instead the price moves more smoothly over time leading to a continuum of
opportunities to liquidate, which further helps to limit PGAs. Overall, this process should help to drive the
discount price towards the marginal operating cost of liquidating a borrower.

AT REFXLERE , Eluer XAT ARG, BAIAXBEEFIA , MEXB—MRARMEEN CLE
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However, by itself, this process does not prevent MEV, because miners and front-runners can still steal a
liquidator's transaction. To limit this form of MEV, we allow liquidity providers on Euler to make themselves
eligible for a "discount booster", which allows them to become profitable in the Dutch auction before miners
and front-runners (who do not have the booster).

M, XANSFEESFFARE L MEV , FAN T EETTRESMis —EBEARNL S, ERGIXF
MEV , Euler R4 IREMER Bt — AN Irindtas” | ibi M ZIaSEma AR R (0 TS mE AR
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F&TE M - Stability Pools

On other lending protocols liquidations are usually processed using an external source of liquidity. That s, a
liquidator will generally source the repayment amount of the borrowed assets from a third-party exchange,
repay the loan, and receive the collateral and any bonus for themselves. One of the downsides of this
approach is that the price feed used to determine the liquidation price of a borrower will not always
accurately reflect the exchange rate on external markets, meaning that liquidators will not always be able to
liquidate at that price. Reasons for this include slippage, swap fees, extreme volatility, the use of price-
smoothing algorithms such as TWAP (as on Euler), and delays posting new prices.

FEHAE RN |, BEPEEERIMNIKRaME. W , —NEEA—BRESNBE=ZARXZHEAR
€, KET (BUEEAMN) 75, RREETMIMNER. XEPRFN—R , AEERANBERITHE
FAERREHEMRNSNDTIANICR | KEREBREAFFEEEUXMMMBIITIEE . SHARNERRE
R, AR, XBEA , RImiKs) , TWAP FRIENNA (Euler tUEA TWAP) |, IRMFIERTF.

To alleviate this issue, Euler enables lenders to support liquidations by providing liquidity to a stability pool



associated with each lending market. Liquidity providers in the stability pool deposit eTokens and earn
interest whilst they wait for liquidations to be processed. An unstaking period prevents them from moving
assets in and out of the pool to try to game the system. When a liquidation is processed the liquidator uses
liquidity from the stability pool to cancel a borrower's debts and they return discounted collateral to the
stability pool in return (minus a fee, which they keep for themselves). Stability pool liquidity providers
essentially end up swapping their eTokens for a discounted index of collateral assets.

EfRFXLR)E | Euler RAFEEAXTEEARMZR , AXNHEL G ARESMERTIZRIEEMEN RSN
M. FREMAIREEHR BTN eTokens RERIGFE , ANEFFBEERE. ATRIFRASRE  MUEE
R\, FE eTokens EFE—EMNBEZEABERY . Y—EBEEALEN |, IBEABERREMNEEXRED
ERARNRS , RIS (REkG) EAREH FIRARBEARLMBERE) . BEbiRatER
HERATTUMA eTokens 27k (i) MR EHEIRMIR ™.

This approach can be thought of as an extended multi-collateral form of the stability pool idea pioneered by
Liquity protocol (8). The main advantage of using a stability pool is that liquidations can be processed
immediately using an internal source of liquidity at the point at which a borrower is deemed by the protocol
to be in violation, without a liquidator needing to source the assets themselves from a third-party exchange.
See Table 1 for some of the benefits of performing liquidations using internal versus external liquidity.

TIAKF R Z EEPfaE IER M —FY & , Liquity protocol (8) 2 XA HMIZIK. {# AT T EMILF
AR, EEFARBAAEA MEIEEER , AT UERRNERRSMERHITEE |, IBEANR AR SINISE=
ARBIFRER., BERFMEEERL :

Table 1. Comparison of using an internal stability pool for liquidations rather than using an external source

of liquidity.

Text

Liquidity source

Transaction costs

Explicit trade costs

Implicit trade costs

Liquidation price

Liquidation timing

External

Liquidator typically purchases
from a DEX or has existing
source of funds themselves

Gas costs may be high for DEX
trades and cross-contract calls

Swap fees
Slippage on illiquid markets

Liquidation expected to take
place at price determined by the
wider market

Ligquidation expected to take
place only after the dynamic
discount exceeds operating
costs and trade costs

Table 3 1. {F FAPIERAMB R IRSHTIE B MPLE:

Internal

Liquidator uses internal liquidit
in the stability pool

Gas costs often relatively chea
for internal token transfers

No swap fees
No slippage

Liquidation expected to take
place at price determined by th
internal price feed

Ligquidation expected to take
place soon after the dynamic
discount exceeds the operating
cost of liquidation
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The fraction of a borrower's debt that can be paid off by liquidators in one go is referred to by Compound as
the “close factor.' On both Compound and Aave, the close factor is currently fixed at 0.5, meaning liquidators
can pay off upto half a borrower's loan in one go regardless of how underwater their position is. This
approach has a couple of potential drawbacks.
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First, allowing liquidators to liquidate half a loan could be considered excessive if a smaller liquidation
would have been sufficient to bring the borrower back to health. Larger borrowers are likely to be put off by
such a process. Second, a large fixed discount can sometimes drive a borrower closer to insolvency and
disincentivise them from repaying their loans (see (8)).
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On Euler, we therefore use a dynamic close factor to try to “soft liquidate' borrowers. Specifically, we allow
liguidators to repay up to the amount needed to bring a violator back out of violation (plus an additional
safety factor). This means that borrowers who are only slightly in violation will often have much less than
half their debts repaid during a liquidation, whilst borrowers who are heavily in violation will often have
much more than half their debts repaid during a liquidation (their whole position might be closed in some

circumstances).
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% - Reserves

In rare circumstances the value of a borrower's collateral might become less than the value of their liabilities.
In this situation the borrower is said to be ‘'insolvent.' Insolvent borrowers will typically be liquidated
repeatedly until they have little to no collateral left. Any leftover liabilities after liquidations have stopped can
be considered 'bad debt' that we can assume will never be repaid. If bad debt accumulates on the protocol, it
increases the chance that lenders might all rush at once to withdraw their funds (to avoid becoming the
bearer of the bad debt). This phenomenon is known as “run on the bank.'

LR DRBERT | ERARIRY (ME) SETMNGES. EXMERT , ERABEREE. &’
MEEERA—BR LB R RIFE BRI A BRI E 7. Eﬂ/a%ﬁi)ﬁﬂﬁ%E‘]ﬁ&%?ﬂtﬁkj\]“ﬂ
K", FAVEARTLUAN IR TOEE . REFPHRIRKIFRER , SBMBEAT REONE ChT # %
FEAIRIK B B 2R A AR 3 T AE [F)— B[R] K B4R U )

To reduce this risk, Euler follows Compound by allowing a portion of the interest paid by borrowers in each
market to accumulate into a reserve. The idea behind this is to allow the reserves to act as a lender of last
resort in the event of a run on the bank. Providing that reserves accumulate at a faster pace than bad debt,
lenders do not need to worry about being able to withdraw their funds. Euler reserves operate similar to
those on Compound, except that Euler reserves are tracked in eToken units, rather than underlying units,
which means that Euler reserves earn interest automatically whereas Compound reserves do not.
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The proportion of interest paid into the reserves is called the ‘reserve factor' and itis a parameter specific to
each lending market. There are trade-offs to consider when setting the reserve factor. A reserve factor of
zero would mean no reserves accrue, which could stifle lending because of the bad debt issue.
Nevertheless, a high reserve factor would mean a large portion of interest is diverted away from lenders,
which could also stifle lending as lenders seek a better rate elsewhere. Thus EUL holders may wish to use
governance to select a reserve factor that balances these trade-offs for each type of asset.
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TEERENSMNER A - Liquidation Surcharge

During a liquidation, the liquidator is required to provide a slightly larger amount of the borrowed asset than



is being repayed on behalf of the violator. This extra amount is contributed to the reserves for the borrowed
asset as a fee. The base liquidation discount starts at the level of this fee, so it is ultimately paid by the
violator.

As a result, more volatile assets, which generally trigger more liquidations, will tend to accrue reserves at a
faster pace than less volatile assets helping to protect lenders of those assets. Additionally, this fee ensures
that 'self-liquidating' is always net-negative, which adds a profitability threshold that some undesirable
manipulation strategies are unlikely to meet.
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FU= - Interest Rates

Both Compound and Aave use static linear (or piecewise linear) interest rate models to guide the cost of
borrowing on their protocols. Broadly speaking, as demand for borrowing from the pool increases or supply
decreases, interest rates go up, and when supply increases or the demand for borrowing decreases, interest
rates go down.

Static models work well if they are appropriately parameterised ahead of time, but can be problematic when
parametrised incorrectly. For example, if the slope of the static linear function is too shallow, it can lead to
the cost of borrowing being underpriced, with lenders unable to withdraw their assets because a pool has
become over-utilised. On the other hand, if the slope of the static linear function is too steep, it can lead to
the cost of borrowing being too expensive, which can stifle borrowing and lead to low capital efficiency.
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B FJCZ - Reactive Interest Rates

To avoid the problem of having to choose the right parameters for every lending market, Euler uses control
theory to help autonomously guide the cost of borrowing towards a level that maximises capital efficiency on
the protocol. Specifically, we use a PID controller to amplify (dampen) the rate of change in interest rates
when utilisation is above (below) a target level of utilisation. This gives rise to reactive interest rates that
adapt to market conditions for the underlying asset in real-time without the need for ongoing governance
intervention. A similar approach has also recently been described by the Delphi Labs team (9).
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& | - Compound Interest

Compound interest is accrued on Euler on a per-second basis. This differs from other lending protocols,
where interest is typically accrued on a per-block basis. A per-second basis is generally expected to perform
more predictably in the long-run even if upgrades to Ethereum lead to changes in the average time between
blocks.
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I, - Gas Optimisations

Euler’'s smart contracts minimise the amount of storage used, implement a module system to reduce the
amount of cross-contract calls, and have had a number of other gas usage optimisations applied. This
makes the protocol cheaper on most operations than other lending protocols.
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SR E - Transaction Builder

The user interface includes a convenient tool to help users batch up multiple transactions and reduce their
gas costs, which we call a transaction builder. Advanced users can use this feature in conjunction with a
defer liquidity option provided on the protocol to rebalance loans or perform flash loans.
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F K-S - Sub-accounts

Asset tiers help to isolate risks on Euler, but they open up a new user-experience problem. Specifically, it
would quickly become cumbersome for borrowers to use Euler if they had to send collateral to a new
Ethereum account for each new isolation-tier loan they wanted to take out.

Euler therefore enables every Ethereum account using the protocol to access up to 256 sub-accounts
(including the primary account), which can be used to cost-effectively manage multiple positions at the same
time. A user only needs to approve Euler's access to a token once and can then deposit into any sub-
account. Additionally, no approvals are required to transfer assets and liabilities between sub-accounts,
which allows users to isolate and segregate their collateral and debts as desired.
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J4I8 - Governance

Euler will broadly follow the governance model pioneered by Compound (10). The protocol will be managed
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by holders of a protocol native governance token called Euler Governance Token (EUL). EUL tokens will
represent voting shares. Holders with enough EUL tokens will be able to make a formal proposal for change
on the protocol. Token holders will then be able to vote on the proposal themselves or delegate their vote
shares to a third party. Examples of the kinds of decisions token holders might vote on include proposals to
alter include:

e The tier of an asset

Collateral and borrow factors

Price oracle parameters

Reactive interest rate model parameters

Reserve factors

Governance mechanisms themselves
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Community Translations

Read the Euler white paper in different languages.

Members from the Euler community have translated the white paper into a number of other languages
below. These are not hosted by official channels nor fully verified for word-for-word accuracy, but they may
be used as reference to better understand the white paper.

Community translators' efforts are greatly appreciated! Feel free to submit other translations to the Euler
community Discord.

Korean: https://m.blog.naver.com/PostView.naver?blogld=ahrmina&logN0=222627632140&proxyReferer=
Japanese: https://www.notion.so/Euler-Whitepaper-Japanese-044d74772b3541c58ba9b644c27e6b7c
Russian: https://gitbook-guru.gitbook.io/euler/white-paper

Ukrainian: https://medium.com/@nina_b33/white-paper-ed9cfb390c2
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Terms and Conditions

Terms of Use

Please read these terms of use carefully before you start to use our Website, as these will apply to your use
of our Website. We recommend that you print a copy of this for future reference. By using our Site, you
confirm that you accept these terms of use and that you agree to comply with them. If you do not agree to
these terms of use, you must not use our Site.

1. Your Relationship With Us

1.1 Welcome to euler.finance and app.euler.finance (the “Website”), provided by The Euler Foundation
(“Company”, “we” or “us”). The Company is registered in the Cayman Islands and our registered office is at
4th Floor, Harbour Place, 103 South Church Street, P.O. Box 10240, Grand Cayman KY1-1002, George
Town, Cayman Islands.

1.2 This page (the “Terms”) forms an agreement between you and us and sets forth the terms and conditions
by which you may access and use our protocols, applications and content (including but not limited to the
Website) (collectively, the “Interface”). For purposes of these Terms, “you” and “your” means you as the user
of the Interface.

1.3 The Terms form a legally binding agreement between you and us. Please read them carefully and
we recommend that you seek legal advice on these Terms to understand your use of the Interface. If you do
not agree to these Terms, you must not access or use the Interface.

2. Interface

2.1 The Interface provides functionality for you to interact with the Euler Protocol (a permissionless non-
custodial protocol for the lending and borrowing of Ethereum-based crypto assets). The Interface also
provides the following non-custodial functions, including: depositing, withdrawal, minting, burning,
transferring, swapping, and shorting of crypto assets.

2.2 For the avoidance of doubt, the Company does not control or operate the Euler Protocol and that
protocol is managed, controlled and operated by the holders of the protocol-native governance tokens called
the Euler Governance Token (“EUL"). For further information on the Euler Protocol, please visit:
docs.euler.finance. Such information is provided for informational purposes only and we do not make any
representation or warranty in any form whatsoever in relation to such information.

2.3 Holders of EUL are not granted any legally enforceable rights or entittements. Rather, the Euler Protocol
may enable them to make certain proposals with respect to the Euler Protocol for all EUL holders to perform
several functions.

3. Fees
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3.1 Neither the Company, nor any of its parents, subsidiaries, and affiliates, and each of their respective
officers, directors, employees, agents and advisors, charges or receives any form of fee from any user of the
Euler Protocol for operating, maintaining or developing the Interface.

4. Accepting the Terms

4.1 By accessing or using the Interface, you confirm that you can form a binding contract with us,
that you accept these Terms and that you agree to comply with them. Your access to and use of the
Interface is also subject to our Privacy Policy, the terms of which can be found directly on the Website, and is
incorporated herein by reference. The Interface may directly or indirectly collect and temporarily store
personally identifiable information for operational purposes, including for the purpose of identifying
blockchain addresses or IP addresses that may indicate use of the Interface from prohibited jurisdictions or
by sanctioned persons or other Prohibited Uses. Except as required by applicable law, there will be no
obligation of confidentiality with respect to any information collected.

4.2 If you are accessing or using the Interface on behalf of a business or entity, then (a) “you” and “your”
includes you and that business or entity, (b) you represent and warrant that you are an authorized
representative of the business or entity with the authority to bind the entity to these Terms, and that you
agree to these Terms on the entity’s behalf, and (c) your business or entity is legally and financially
responsible for your access or use of the Interface.

4.3 You can accept the Terms by accessing or using the Interface. You understand and agree that we will
treat your access or use of the Interface as acceptance of the Terms from that point onwards.

4.4 You should print or save a local copy of the Terms for your records.

5. Changes to These Terms and to the Interface

5.1 We may amend these Terms from time to time, for instance when we update the functionality of the
Interface or when there are regulatory changes. We may use commercially reasonable efforts to generally
notify all users of any material changes to these Terms, such as through a notice on the Interface, however,
you should look at the Terms regularly to review the most up-to-date version and to check for such changes.
We will also update the “Last Updated” date at the top of these Terms, which reflect the effective date of such
Terms. Your continued access or use of the Interface after the date of the new Terms constitutes your
acceptance of the new Terms. If you do not agree to the new Terms, you must stop accessing or using the
Interface.

6. Accessing the Interface and Prohibited Activities

6.1 Your access to and use of the Interface is subject to these Terms and all applicable laws and regulations.
You may not, either directly or through a third party:



(a) Access or use the Interface if you are not fully able and legally competent to agree to these Terms;

(b) Modify, adapt, translate, reverse engineer, disassemble, decompile or create any derivative works
based on the Interface, including any files, tables or documentation (or any portion thereof);

(c) Distribute, license, transfer, reproduce, duplicate, copy, sell or resell, in whole or in part, any of the
Interface or any derivative works thereof except as authorized by these Terms;

(d) Market, rent or lease the Interface for a fee or charge, or use the Interface to advertise or perform any
commercial solicitation;

(e) Interfere with or attempt to interfere with the proper working of the Interface, disrupt the Interface or
any networks connected to the Interface, or bypass any measures we may use to prevent or restrict
access to the Interface;

(f) Incorporate the Interface or any portion thereof into any other program or product. In such case, we
reserve the right to refuse service, terminate accounts or limit access to the Interface in our sole
discretion;

(9) Use automated scripts to collect information from or otherwise interact with the Interface; or

(h) Impersonate any person or entity, or falsely state or otherwise misrepresent you or your affiliation with
any person or entity.

6.2 We reserve the right, at any time and without prior notice, to remove or disable access to content at our
discretion for any reason or no reason.

6.3 You further agree that you will not use the Interface to perform any type of illegal activity of any sort or
take any action that negatively affects the performance of the Interface. You may not engage in any of the
following activities, either directly or through a third party:

e (@) attempt to gain unauthorized access to the Interface or another user’s account; or

¢ (b) Engage in any activity that is abusive or interferes with or disrupts the Interface. Use of the Interface

in connection with any activity involving illegal products or services is prohibited.

6.4 We may suspend your access to the Interface in the event of any breach of these Terms.

6.5 By using the Interface you represent and warrant that you:

e (a) Do notreside;

¢ (b) Are not located;

¢ (c) Do not have a place of business; and

e (d) Are not conducting any business, (any of which makes you a “Resident”) in any jurisdiction in which

your use of the Interface is prohibited by any applicable statutes, laws (including common law),
ordinances, rules, regulations, codes, orders (including any temporary, preliminary or permanent order,
judgment, injunction, decree, ruling or other similar event or action), or government or regulatory agency
orders or guidance (collectively, “Laws”) or where under such Laws the operator of the Interface would
be required to be registered or licensed, to seek any consent or approval, or to make any filing with
respect to your use of the Interface.

6.6 By using the Interface you represent and warrant that you are not a Resident of any state or country:



e (a) Thatrequires entities engaged in token sales or token offerings to be registered or licensed; or

¢ (b) Where the sale or purchase of the tokens pursuant to the Terms would be unlawful.

6.7 By using the Interface you represent and warrant that you are not a Resident of the United States or a
“U.S. person” within the meaning of Rule 902(k) under the United States Securities Act of 1933 (the
“Securities Act”).

7. Intellectual Property Rights

7.1 The Interface, including its “look and feel” (e.g., text, graphics, images, logos, page headers, button
icons, and scripts), proprietary content, information and other materials, and all content and other materials
contained therein, including, without limitation, all designs, text, graphics, pictures, data, software, sound
files, other files, and the selection and arrangement thereof are the proprietary property of the Company or
our affiliates or licensors.

7.2 The Company’s name, logo, trademarks, and any Company product or service names, designs, logos,
and slogans are the intellectual property of the Company or our affiliates or licensors and may not be copied,
imitated or used, in whole or in part, without our prior written permission in each instance. You may not use
any metatags or other “hidden text” utilizing the Company’s name or any other name, trademark or product
or service name of the Company or our affiliates or licensors without our prior written permission.

7.3 We respect intellectual property rights and ask you to do the same. As a condition of your access to and
use of the Interface, you agree not to use the Interface to infringe on any intellectual property rights. We
reserve the right, with or without notice, at any time and in our sole discretion to block access to any user
who infringes or is alleged to infringe any copyrights or other intellectual property rights.

8. Indemnity

8.1 You agree to defend, indemnify, and hold harmless the Company, its parents, subsidiaries, and affiliates,
and each of their respective officers, directors, employees, agents and advisors from any and all claims,
liabilities, costs, and expenses, including, but not limited to, attorneys’ fees and expenses, arising out of a
breach by you of these Terms or arising out of a breach of your obligations, representations and warranties
under these Terms.

9. Exclusion of Warranties

9.1 Nothing in these Terms shall affect any statutory rights that you cannot contractually agree to, alter or
waive and are legally always entitled to as a user.

9.2 The Interface is provided “as-is” and we make no warranty or representation to you with respect to them.
In particular we do not represent or warrant to you that:



(a) your use of the Interface will meet your requirements;

(b) your use of the Interface will be uninterrupted, timely, secure or free from error;

(c) any information obtained by you as a result of your use of the Interface will be accurate or reliable;
and

(d) defects in the operation or functionality of any software provided to you as part of the Interface will be
corrected

9.3 No conditions, warranties or other terms (including any implied terms as to satisfactory quality, fithess for
purpose or conformance with description) apply to the Interface except to the extent that they are expressly
set out in the Terms. We may change, suspend, withdraw or restrict the availability of all or any part of our
platform for business and operational reasons at any time without notice.

10. Limitation of Our Liability

10.1 Nothing in these Terms shall exclude or limit our liability for losses which may not be lawfully excluded
or limited by applicable law. This includes liability for death or personal injury caused by our negligence or
the negligence of our employees, agents or subcontractors and for fraud or fraudulent misrepresentation.

10.2 Subject to paragraph 10.1, we shall not be liable to you for any:

e (a)loss of:
e (i) profit;
e (ii) goodwill;
e (iii) opportunity; or
e (iv) data suffered by you, (in each case whether direct or indirect);
e (b) indirect or consequential losses which may be incurred by you; or
e (c) loss or damage which may be incurred by you as a result of:
e (i) any reliance placed by you on the completeness, accuracy or existence of any advertising;

e (ii) any changes which we may make to the Interface, or for any permanent or temporary cessation in
the provision of the Interface (or any features within the Interface);

e (iii) the deletion of, corruption of, or failure to store, any content and other communications data
maintained or transmitted by or through your use of the Interface; or

e (iv) your failure to provide us with accurate account information.

10.3 Subject to paragraphs 10.1 and 10.2, our total aggregate liability to you, whether based on an action or
claim in contract, tort (including negligence), breach of statutory duty or otherwise arising out of, or in relation
to, these Terms, the Interface or service, will be limited to USD 50.00.

10.4 Unless you notify us that you intend to make a claim in respect of an event within the notice period, we
shall have no liability for that event. The notice period for an event shall start on the day on which you
became, or ought reasonably to have become, aware of your grounds to make a claim in respect of the
event and shall expire six (6) months from that date. The notice must be in writing and must identify the
event and the grounds for the claim in reasonable detail.



11. Anti-Money Laundering, Economic Sanctions, Anti-Bribery and Anti-Boycott Representations

11.1 You represent and warrant that neither you, nor any of your directors, officers, or to the best of your
knowledge and belief, your employees, affiliates or associates or anyone acting on your behalf (as
applicable) is:

e (@) the subject or target of any economic or financial sanctions, trade embargoes or export controls
administered, enacted or enforced from time to time by the United States of America (“U.S.”) (including
those administered by the U.S. Treasury Department’s Office of Foreign Assets Control or the U.S.
Department of State), the United Nations Security Council, the European Union (“EU”), any EU member
state, the United Kingdom or any jurisdiction in which you operate (collectively “Sanctions”);

¢ (b) organised, operating from, incorporated or resident in a country or territory which is the subject or
target of comprehensive export, import, financial or investment embargoes under any Sanctions (which,
as of the date of these Terms are Cuba, Iran, North Korea, the Crimea region of Ukraine, Syria, the so-
called Donetsk People’s Republic or the so-called Luhansk People’s Republic); or

e (c)is a senior palitical figure or any immediate family member or close associate of a senior political
figure.

11.2 For the purposes of this paragraph 11.1:

e (a) a “senior political figure” is a senior official in the executive, legislative, administrative, military or
judicial branches of a government (whether elected or not), a senior official of a major political party, or a
senior executive of a government-owned corporation. In addition, a “senior political figure” includes any
corporation, business or other entity that has been formed by, or for the benefit of, a senior political
figure;

¢ (b) an “immediate family member” of a senior political figure are such person’s parents, siblings, spouse,
civil partner, children, step-children and in-laws; and

e (c) a‘“close associate” of a senior political figure is a person who is widely and publicly known to
maintain an unusually close relationship with the senior political figure, and includes a person who is in
a position to conduct substantial financial transactions on behalf of the senior political figure.

12. General

12.1 Security



e (a) We do not guarantee that the Interface will be secure or free from bugs or viruses. You are
responsible for configuring your information technology, computer programmes and platform in order to
access the Interface. You should use your own virus protection software.

¢ (b) You must not misuse the Interface by knowingly introducing viruses, Trojans, worms, logic bombs or
other material which is malicious or technologically harmful. You must not attempt to gain unauthorised
access to the Interface, the server on which the Interface is stored or any server, computer or database
connected to the Interface. You must not attack the Interface via a denial-of-service attack or a distributed
denial-of-service attack. By breaching this provision, you acknowledge that you commit a criminal
offence under the Computer Misuse Act 1990 (as amended, extended or re-enacted from time to time).
We will report any such breach to the relevant law enforcement authorities and we will co-operate with
those authorities by disclosing your identity to them. In the event of such a breach, your right to use the
Interface will cease immediately.

12.2 Linking To Our Website

e (a) You may link to our home page, provided you do so in a way that is fair and legal and does not
damage our reputation or take advantage of it. You must not establish a link in such a way as to suggest
any form of association, approval or endorsement on our part where none exists.

¢ (b) You must not establish a link to our Website in any website that is not owned by you. Our Website
must not be framed on any other website, nor may you create a link to any part of our Website other than
the home page.

e (c) We reserve the right to withdraw linking permission without notice. If you wish to make any use of
content on our Website other than that set out above, please contact: info@euler.foundation.

12.3 Third Party Links
e (a) Where the Interface contains links to other websites and resources provided by third parties, these
links are provided for your information only. We have no control over the contents of those websites or

resources.

12.4 Applicable Law and Jurisdiction



e (a) These Terms, its subject matter and its formation (and any non-contractual disputes or claims arising
out of or in connection with the Terms) are governed by laws of the British Virgin Islands.

¢ (b) Any dispute, controversy, difference or claim arising out of or relating to these Terms, including the
existence, validity, interpretation, performance, breach or termination thereof or any dispute regarding
non-contractual obligations arising out of or relating to it shall be finally resolved by arbitration under the
Arbitration Rules of the LCIA (the “Rules”), which are deemed to be incorporated by reference into this
paragraph (save that any requirement in the Rules to take account of the nationality of a person
considered for appointment as an arbitrator shall be disapplied and a person may be nominated or
appointed as an arbitrator (including as chairman) regardless of nationality). There shall be three
arbitrators, two of whom shall be nominated by the Company and you in accordance with the Rules and
the third, who shall be the Chairman of the tribunal, shall be nominated by the two-nominated arbitrators
within fourteen (14) days of the last of their appointments. The seat, or legal place, of arbitration shall be
London, England. The language to be used in the arbitral proceedings shall be English. Judgment on
any award may be entered in any court having jurisdiction thereover.

12.5 Entire Agreement

e (a) These Terms constitute the whole legal agreement between you and the Company and govern your
use of the Interface and completely replace any prior agreements between you and the Company in
relation to the Interface.

12.6 No Waiver

e (@) Our failure to insist upon or enforce any provision of these Terms shall not be construed as a waiver
of any provision or right.

12.7 Severability

e (a) If any court of law, having jurisdiction to decide on this matter, rules that any provision of these Terms
is invalid, then that provision will be removed from the Terms without affecting the rest of the Terms, and
the remaining provisions of the Terms will continue to be valid and enforceable.

Contact Us
To contact us, please email contact@euler.foundation.
Last updated on: 06-June-2022

Effective date: 06-June-2022
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Privacy Policy

Privacy Policy

This Privacy Policy describes the policies of The Euler Foundation, 4th Floor, Harbour Place, 103 South
Church Street, P.O. Box 10240, Grand Cayman KY1-1002, George Town, Cayman Islands on the collection,
use and disclosure of your information that we collect when you use our website (euler.finance or
app.euler.finance) (the “Service”). By accessing or using the Service, you are consenting to the collection,
use and disclosure of your information in accordance with this Privacy Policy. If you do not consent to the
same, please do not access or use the Service.

We may modify this Privacy Policy at any time without any prior notice to you and will post the revised
Privacy Policy on the Service. The revised Policy will be effective 180 days from when the revised Policy is
posted in the Service and your continued access or use of the Service after such time will constitute your
acceptance of the revised Privacy Policy. We therefore recommend that you periodically review this page.

How We Use Your Information

We will use the information that we collect about you for the following purposes:

e Marketing/ Promotional
e Customer feedback collection

e Support

If we want to use your information for any other purpose, we will ask you for consent and will use your
information only on receiving your consent and then, only for the purpose(s) for which grant consent unless
we are required to do otherwise by law.

How We Share Your Information

We will not transfer your personal information to any third party without seeking your consent, exceptin
limited circumstances as described below:

e Analytics

e Data collection & process

We require such third party’s to use the personal information we transfer to them only for the purpose for
which it was transferred and not to retain it for longer than is required for fulfilling the said purpose.

We may also disclose your personal information for the following: (1) to comply with applicable law,
regulation, court order or other legal process; (2) to enforce your agreements with us, including this Privacy
Policy; or (3) to respond to claims that your use of the Service violates any third-party rights. If the Service or
our company is merged or acquired with another company, your information will be one of the assets that is
transferred to the new owner.


https://www.euler.finance/
https://app.euler.finance/

Your Rights

Depending on the law that applies, you may have a right to access and rectify or erase your personal data or
receive a copy of your personal data, restrict or object to the active processing of your data, ask us to share
(port) your personal information to another entity, withdraw any consent you provided to us to process your
data, a right to lodge a complaint with a statutory authority and such other rights as may be relevant under
applicable laws. To exercise these rights, you can write to us at contact@euler.foundation. We will respond
to your request in accordance with applicable law.

You may opt-out of direct marketing communications or the profiling we carry out for marketing purposes by
writing to us at [contact@euler.foundation(mailto:contact@euler.foundation).

Do note that if you do not allow us to collect or process the required personal information or withdraw the
consent to process the same for the required purposes, you may not be able to access or use the services
for which your information was sought.

Cookies

We do not use cookies.

Security

The security of your information is important to us and we will use reasonable security measures to prevent
the loss, misuse or unauthorized alteration of your information under our control. However, given the
inherent risks, we cannot guarantee absolute security and consequently, we cannot ensure or warrant the
security of any information you transmit to us and you do so at your own risk.

Grievance

If you have any queries or concerns about the processing of your information that is available with us, you
may email us at contact@euler.foundation and we will address your concerns in accordance with applicable
law.

Last updated on: 06-June-2022

Effective date: 06-June-2022
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